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BAREFERIER, BEARRWHRAERE &8 HEGEE RSN AR, B AR ks
XETHEEA TR EESE, FESENS R OMERXFEAER . S8, HEEE LR
FEAFEBENESSITER TSRS PRI UGN 25N T .

RIFMWEIL (coding theory) W ARMAFHE, HREXKXIHIRW. RNELH
AN AGFBRASABHEEFSMUBMMET S (code symbol) . HIDBEEWME=FHEH
HAENA: E48 (compression) . ff# (secrecy) T4 (error correction), FEFEHEM L+
F£H, RiEHEBARCIILPFRIASENAEF, Lilh—¥k, NEELRKPHRAIRERA
REESER UM REBINERZIEMM, WX FEkd, HIRARNMTRIEENE
SHEE L EwES

BRAFBAIAREPXENEL, HEXERMNEBREEBEA T, EEMERFLR
i, SRS HERMMFRERE —EH, HIE-MRITABOEDER S, BHRE TN
R TRSEEEREHTERE.

BRAEEFEREEEABR THE., HBRVAEMANEBEHAE. 2808 TREBIES
WAHETREZSWECFEABAD R M —HXER, MBFE L (electronic signa-
ture) FIF P FE (secret sharing) %,



2 FHEFED

11 R2EE

BARBGETREROE L, “EBRBENYFE A, RIOKRYLWH (Alice) FHMH
(Bob), FHEHTER, BZHPHXK (Eve) B—AlEEMNHWE.

e L £

ihs .8

G 3

Bl EETerEsaiErg

LM EARE - NEE (FRARI, plaintext) H8FHAT, kb A E MM EL
RIZFEMEEGRNHEE, 8%, IIMEFEBRTEXZEDEK, REFENONEHERY
RER (key), HMHWBI TR ML HEEE (FF MBS, ciphertext) B, it FHHS
FHEE S E R .

PRVEEERBTRMSFE.

Lo ERXMEE.

2. FRBEANFHIFERAHAZGEHESHAEHEE.

3. PN EF AR T EMTEREE. TR NN IHHEZTERM
HE,

4. Dl ORI TR MIBash i Ay, AR L M I A AR E A

BNSBIMAFABRRTHEENBERE, 28 (3) A28 (4) 2N ROER
BAE (integrity) MY H| (authentication) #9FEME, R B AMITIE— T, A 5 0H KR
HBEFEMMFERZ N DIEE (Mallory) , 40 (3) H (4) FFXFR s B0, T2 8E 3h i 8 &
BB F (Oscar) 30 (1) M (2) MHA#, RIONEE TN BPEX—F, HHTH

SN uE
1.1 W Bk

PXAERA4 R EENEE FE. TNRETRANET, S 2050 T HEN g
BRAEEREARRE, 4 s AR LT

1. (RAEE (ciphertext only) M. {7 2{VEEBR —(HEmTHE M,

2. M {known plaintext) IXdi: HEFH — 1 T W F T H I g8,



E1¥ THFZAEERAHME I

EAFT, BFEEFRBETEMFEEHFOFEX, Fo_AXKBTERERRIHAX,
MR MEERE ISR, HABUWEWAEENEXTFH, a0l LR BELL A T
s E R AHE . XBm, LW meshidEfE sl “HENRS" Hk, BafP
EREB T DB XRETNANA L, FTREREFHNFEDEN, TEEALSRAkK
BIEES, REXMNIERBEAFEER, W T RKHAKXEPERN “Enigma” HL2E,
FEEEREAUBFEFHT .,

3. JR#FBASL (chosen plaintext) Mrif: A E AT HBE FImEF KR, WARITHE
ZHEFH; HRFTLGESMFLERRENA L, RERAEMALEHFXKERN
EH .

4. JRFEF L (chosen ciphertext) Iid: R IKE THERBEHI®R, MNEBEEE
“RET LBEFE, FATEMNBLERENHFS.

BEAXHEAIEED THEATEA, HESF--FWHRAKCERN, TREE—
BRI S EHL, RE WY AN EZFEREHHLEEERR. ANBAEFEHNE
., TURAERHMEGFERELEANCIMEENEE, MREIIER, BN CHREMN,
WERMA L, RIARRAAN., HE, EFATLURMHEX--&, LEKENTERERER T
&% W, REEEHBINNEL, BHITXAHELNENS TER, BALONRTLHY
ERENA R,

FoWHAXRE R ERHAICHA IR ENER, PR BENESXR
REFAFE—FRESHEXILEXWE, YA ZHERMYRMEHNTESLN, SREXHE
HEWB— A MEL, XMMEEHERIFRAN. FFSAEERAELEEXME
B, UREEZEHHERABHER,

BAEME¥EEENRBRRZ R RHAEXEE ( Kerckhoffs's Principle} : RJ 7
W E — % 8K R e, )\’ﬂ'ﬂﬁﬁl&ﬂiﬁ%ﬂiﬁﬁﬁﬁEﬁﬁﬂﬁﬁﬁﬁﬁ@fﬂ’%ﬁ?ﬁ-o
XTHRHEA 1883 F R G - AWERX (Auguste Kerckhoffs) E B EFEME (la
Cryptographie Militaire) A ML R, WHF TLLELRE T R KB X EH L. A
m, EEHEMSGTNENREFES, AC AL TEHR LB SEE. B, K454
ZeHNZRYEFANEMZ L, MAERBTEEANE®. FURNMBEEZEE
HEBRAMCHAMNAEMFENEHAN,

L1.2 X@\MarsEdiik

A L AP HHRES (symmetric key) F12F#EH (public key), 7%
HEREARE S, XA MEHRTRNERERBEEH, -0 FXKIE, MEXTH
HmMEES, BAMERMNERUREFY . ARSHLA T MERFNREESHEBRM.
dy BLIG I R (1970 SELIRT) RIEBGERM B M EATE (DES) # Rijndael (AES) #2
HTHBREHL,

AFEHRE 20 WL 70 FRATFHEHHA, EMEENELDFRE TREEHRE. &
B A EMM A HES, ERMIER LEAY, RETEBRERR -1 T
B3, BEXHPFOAKATEREENFAE -8, NFZR - NMESEBA £l



4 FHFHE®

THH, SRAMMABMRAARRELFRARX I FHSRY, BHAAXTEHNMEHRL
SABMPERATHTHRRDE, DAOFEHEMEE. XMEHELAFN, FHER T M
M, LEFATESHERRABERH. BRITHEERRSA (A6 F), BEEELT
MABEHBYBOREE L, HoW 2R L (MBE7E/88E 16 F) £ EH ElGamal
(3 TREBXHMAL) M McEliece (T 5EM).

XILA—AEBENTARRBR AT EHE S, BMIA AW — RS ESMNET, ¥
WA ERRAR T, AXMIELET, RAGESAMY, YA RHEHIEAFTFXITE&TH
EBRER, CRRBMNAAEHN A ERERF ERENZREBERERN, RER, 2L
FREMAWMATEMIL, AP ETEREE KOG E, RERIEACHE, X&
HEMHEARHW X THREXRIE, RBESR MR ITEOFHERZER. XEFAEN
TR A BIL 2R 3 R B a9 — M o) 4,

AFEFMEEHTARNETELTEEABHEBRITNEE—%, ERHNEB
¥, LB TNERTENRERE, EXBEEIEARCRATR, mEkEwEge
HERKE T (W) FHNRENAAF . EAFFHERED, AEANSEHE AT
K, BPABTELFABYEIRBETY, SENTLEKE (RF5Y) WERTEE
ST RERREESH,. FEXALYRENE, —FESEXNFRERBHE, WP —HE|
XPWEBTHEEXFIERENER,

AFERTEIRHAYNEARK, PP ENBAENHEATER SN, HE, Tk
MEFAHMAHAEMRN, EATERELTHBENITEE L B ME R W DES &
Rijndeel F R B L LB HHEER, —TEENFEWERAAFHAEHRERIERH S AHN
megd, RyHEE, AFFEH-BEAENALBEREBEFTELRNERET (INESS.
EEMHREREETHNERS)

TEMFEHEBE S, AWM RBYEG. FLED (stream cipher) M3 AHFH
(block cipher) . FEZEFEH, WATEETHEIBENNE (WERFY), MHhgRa
HEMEA/NE; MOEHES Y, SANE AL, HEMBHER -HESR, &
211 PRIMEITIE R TFTEEFBOOAF, DERER BB FHESR (linear feedback shift
register) , RATXKIEWBABAKRRZ4HED, YHBENTEAWIEFEENRT, &4
#& DES, %~ Rijndael, 7 2000 3 MFin MR T R &% LR DES, AF &
BB 0 RSA g A N 2 504 Y,

G, BINAB-THAFERBENMEPRT (code) HFEH (cipher) EFH S LK
3. MFHRT, E0HBT (codeword) {#F (AILUE—HFFE), ME--KHERKKF
¥ W ¥ i ] 03680C, 36276C Hi 50302C k& “shipped at”, “shipped by™ #§ “shipped
from” , WAL EHRHE LGAEBEFERNS S, 20 TEEE, ROHELOH
BiIEF LHER, MALUMES—8FF, FEERXNEREXSIRENFEREMMH4,
R ERS LR EEH. ERHMEREPREERAE R, YRR EREE, &
B ERMBRRIHMER, BROTHEERED, BEXiCNfFE, (FRREERELEGIHN
wWEREBNE. £x 655, RIT—2EEHFEN,



F1F BOFRABMME S

1.1.3 HHER

BERNEEEANEEER -HABZENERE., KAEHEEERTEYH., BENESER
FMEBEARNELEREREESHAXHN, BEFNEBERFANTEERL L2 EHTTREN ®
H, BH—1TEBFLHFEMAMRE, IHBEVORHH2NTEHEE (brute force attack)
HEIRGEEP, EARNKESHEREYBIFHSTREEHEE, tkin, mMEEHL
16 PR, BBABKE 2° =65536 BT ES . 7 DES BT #4456 1F, XHRE
2% 7.2 x 10" FHFTREMI B HA,. TEA B, MEBE TRIVGEB DR L MIER, LI FiE T
AN EH,. BT EEEMRTUER R, BEEEERMEXE. Z8ELM
2k 10 Y, HEHTENGBEAER 100 NEEER, M—F6 3 x10"s, XX
BITEFLBL I 10" ERELHME, XHBRIMTFAMNNFHSREEEL,

KHFEHAREHBRELS, BEHFTEURTERHEFEERXIIEH, HLXBEEEXG
HESEREEMNIER. AIAEABIGLMNANFE, — S 8RB TEERY, BAEEREDHN
REERBEHARBEHNBMAMAEIOEHARKRE, AR AAEF 128 LIFNHHRERE
#AE.

BAGFRE, BREFRABENEBEH 2 —ESHEE, £ 2.4 WRITEHTITE.
EXFHEBERD, THASHRER 26 ~4 <10”°, 5K, DES B (%4 &)
A2 ~7.2x10° 158, BEFHMTANLLEE-—-XA LR — 1 DES &8, W&
HOXPRTETFERABW UG HEEA T HZBE NS, WXd DES REE ST L
HAR, ERMATENEHREBES,

BARGENERBRENE LG L, FRETEAEFBRUELIVIABE L, DTUER
RSB A8 (3 DI H A Vigenere BH) M4 Hotdr (RIS HMED .

AEREEEHENR ALY RAAEERE KR LY, BHFRERTECH KLERS
B, AAERERATFHBEMU LCE/ 4505 B UEHMER, ERAEEETE LM
FEW, — I BRI RE TR RS TN EREPHERT SRR, X&EHmTH
AREWiHEYE. DESHEBESZETERER20FNEAFE, BREAXTEAV —EELZNIT
WRE B, EELNEREEXABRAE, B P ITEOTFFREERTE, SHmma
BRI EFERBE RN RE.

B, BINEREENEEFRBLAEEES, HEe FERBTHABRERS
AR RE, 200 MY, BEESMX AKX -, EHNFERE - BRUFKENE
BEI - WEHFRPIE, MFI0YRAAE 4107 M ER, 2HREHEOEBRRRLT8E
B . FHPEBTRBEMLITEST 10, FAHBEBERA, BFITEIESE HHRE ERE
B, BER TEXRERANVWEES BB L EBRAT NG H TR, 75 RSA BB
B, E-EFeERSBBEETUER, BHAEATES. — K 129 Aisy %5 RSA $ %
TRAEKSHERET (R6.5%) FZERNHAWMKERRERCIEHS@EE, AW, SHEOEE
MTENERSHELEIRNHATATERER A (ARFEHYXOITERR). B
HEFRBLENOBRFRESIBAIRLESH. BREOEEEENE FHELERE, T
LZUMERELAKENEETRUSTEBBES, AWET RSA T (AFHMAESFE)



6 HHERA

MHEREEFEE.
HRAASMXHE—1TFE, BETANERTE 0 FMER, w8 a8k A%E?

ERBETY, H--FERBERZHN—K—® (one-time pad), ERFOIHBEN, B
BRAMBGEFRRRT, HAZHEFER K -HEEHH, TERSHFMHX K,
MAFHRBHEE K, B, MEEM - MHEFEEREYHEHALERIEREIHEIE
W, ORETE S BAAT E) N R A IR

EXETFARKEMBEEN SR, WREET, ARTTT L0 o 050088 i 8 4 60 1 B 3k
M b mAROELYE, ARXHALETTH. MEETHAEFESIAWHENLT, &
ATLIALHE 64 ERAF T, FIMBHRKEM 64 LM ma 65 iy, TAREL BE4L
HFAITT, EREMAYSRER, AL, SFNEEHTRERBEF NIRRT CFE.

BE, RIBEFETHB—-TFTEATERFR/DH - RiE., BERUTESESFHRLLE 20 %K
FHRERSLFEI0UHEFH G, EXREERTRERK. R, MREEEFR 10°,
KBF 107 43P 10 A BRALR X AR 100 12572 —, 2, 3 60 HAFEH B
RAME A TCEE LT 30 HoAR 5 5 A7 7 2 AL 6 B85 10 1248 .

HRRTARGERBEFH RS —BEF o WEERD, —EEATHERFTHAK
(RFTEAHRERR), XFEF log,(n). FARERY L, — BRI RETRE & £
Bon, RIERE FEMUT (logon)’. HBIBRESBRE - FERUSENEREE » BF
FW, ARAYE L BERA lgr WRHLEER » WREFAEE., BEEMXE, mEH
BB, RIAIEE 4 MEBSRTERM B EE R WFF, TFH A B 845 R I
AL s ket MR BN, YREHE R AR TURBXEREMENFE, EE
ARE, EROSBURESENERE X,

HETRRAVE M8 BURE W L 7E Bt logn AU I EHTRSHE (Hl, FRELAY
BB ANRE), BIEFRMb— SR FEANMERE, TINEERRELE W ERT®
Wy —& (fl, BRSGBNIREECSED . RSB RE L2 40 55 W R4 5 o
BTN EBREEENERKE,

1.2 BE¥NMA

EREHANERANENBELL, THRIBEALHAMBEL L LM ERME,
KERH 4 M EEREH.

1. ¥ (confidentiality) : FRAMER LW EAMBMFEL, TEMHFEBMEM
R,

2. WIRAOSEWNE (data integrity ) : MIEHFERINLWHION SR EHMD. FHm, 77
EEEREHR, CATREHEREXNMHER, HENSBNHBIZNEHREE. BB¥H
BHEZFENTE, MEFER, ERETRUBREESHEHER BB TN
T

3. #&7| (authentication): ST EH AL B W DNER IR LTE AN, HHWE
F, CEBESFHRIHMOSCHIN (IHERT, SOREOETEN) ., EEBEPXEFEL



219 FEERESAME 7

B THAFRBNES: EELS (entity authentication) FIRIERIFE K& %K 5 ( data-origin au-
thentication) ., Ff LAY IR B (identification} HWHARFRRLHRERN, ©FEXFMNEALR T
R R ARBRHHVERN, BHIBERENETAFRERVRTRAGEE, NWEIEMLEH
A R (E) %

4. RiEMS (non-repudiation}; WIRHI FREFAFRILMA K EIHE, KIERERTH S
MAPTERHNEEY, BAERESET M SRERBERITN.

RBMRIELAEM S ERBEHAN, BE— SRR, EXHREHMEE G, saghar
WINHEXE T (HBREANBEXWHNES), AAYRFAEShERSEIRE
HdREE, BWEMEHTH, BXHTREEA—EREMM R IENHEE, FALT
EEMBACKRACRKEMNHELE, THRIEEAEAR FRAFAREN. EATEH MBS 5,
KRR IEaPHFHHEBBATH (67 HMHE8E),

FHRHREETEXHE LB ENFTEEUA, EEXMEITHA. TEAEEED
L B

WPER (digital signature) : HKMBAREENHSAZ —EEE, B2 8—-1X
F, ITARSGHEMEFBEEERRERT, BE-PANEHBANEZREF CHRE
HHER. RidX, BFEEEBESENABME NN, B4, WAL A0MGMEIEFARR—
MHEHER, IAEEMERAS -0 LR FMURMNMBETRFSHN, Eaifd
THREEEIE—MELTHEE, ISP ASHBEXITEZ2ARESEE MO A, MAXFT
BEANETREE AL SR04,

B3R5 (identification}: MEZFIEXBE IRV EFHEEEM, ArEFERIAG
R G, MEBBEARFEZERABY, EARBIERAAPFELKNSHR, ARRMNFEERE
A4HH. BIESRASHERTNGHO L., £ DES —EHEFEOLSIH, 5
B E WL R T Feige-Fiat-Shamir ¥R F R, T/ —MERNDSHHEE TR IEHSHH
“EBHHEMTR"

WHANSL (establishment) : X CBERIEFRENTFONE, BERAMKREHMEAE,
HYERERE R R e, LM EHAMIR? A2, —HAFERRRA
AFFH, AHMER Diffie-Hellman L HBEN,, TF —FH AR kAR — T FHAH
EFERLTHEF MR, W FHHABR Blom FEHAE BT EFM Kerberos B3k, TiI#EIE
HWATETREHMEDN, SR ZEAAREATR PR T SR ket

WEHE B (secret sharing): F 10 BERNBNFRELZN IR, BUMEERTHE
T REE, HEFAHGEMAMAZITHRREE, #—2K, BRUo—dAANTITHER
5, BEAXEASHFN ARG ATITARES, BELZTRET LUR kX A8,

BFB & (E-commerce): {IEREAREAIE I Internet X #H A EH A BEEHTE
Wg? SAnfarph ok F A G R TIRIER S B BRITE LN T#ENEES.

BFHT (electronic cash): FHAFEEMUMBIERFEN, AEFAREES, EASR
FRATRBRARN, EbW - ARXHE, AR, B TREITUEEDN, FEMAEALRT
BARGRETEZV M AMIE THEE.

{H3F (game): WESKRAE—FRBATCHEEE T AP SRR AR 7 Eh i & MR 215
B, BT AR Gn o] R R R T 40 B AR O A O M 1) A



PAMpTH, HfEBIEXFRUBROTEREEESERN, IERIMESHETEILAY
VIR R @R M -2 BT ER . REABREXRE, S3RATEVRAERNE, XEBH
AR ESES, MR THSEABEA, BREMNXTERFNEERHELS TRABEN
=P e

B, SPAaXEm @R, BIOFMTFLHE:

* BIXRA/NETREAS, FXMAKRETFEERS (£ LB HHS) .

* JEXF R T BOF X AL

a b ¢ d e f g R i j kK ! m n o p
o 1 2 3 4 35 6 7 8 9 10 11 12 13 14 15
q r s 4 114 v w o x ¥y z

16 17 18 19 20 21 22 23 24 25
HE, XBMa =038, Rl : AREF25. HAHREAIBRTAHI Rwra, 26 TR
z, PRAMERFRNEATRAKIMR, HERETHEENBHESTHEFEKH.

* BT RAFS, XJREILARKEN, HEZIABES, LEL2WLUIESD
R PHGX R, MR E, HRAWEAR . SRR R
BXPHRXESHROREFEFRE, IHNESEFENEHPLEREEEFRE
THER; B-MELARESSOUNE, BEEXFEARFAANGERRELER
(BRIFERMRTY, IS ERAELSE 8 AFE), AFERETHES.

i AEAMBRAERFT OO~ 28E, HAHAMELF &, PRXIFFAZERR

&vyid, EAMMNEATEHEFTZA, HAEREI EHH3 T,

21 BURBEB

B b W A A B A 2 — R - U (Julius Caesar) o fRIRRE RE WM T EAX
58 :
gaul is divided into three paris
B AELEAEHN (Bruws) ERE, TREWE - IPFBABBE =/, X%
WD, bBRE, c BHFFF, FHEETREHNFELEHEAFR, M Tl A, y EMR
B, : B C, tk—3k, HEXHEN:



JDXOLVGLYLGHGLQWRWKUHHSDUWY
BEASENREFRBN ={00 (FEREHH T EEESHER).
BMERNMNAGE RN, WRBETRABREEE, ASE¥ I THHABEZWHRREE 3

HRTILYY

TERABHO 25 xR, HEHR-ANBHRE REROO<I<25, MELBNT.

=z +k (mod26),

WEAER x—x —k (mod 26) 0, 8L & =3,

LHRIDREBE R 4 AR EHREHTIEN.

1. {RAEEX (ciphertext only) Xdr: FRXNNAEF X, BEFHEBRRFIRE,
HANAF 26 HRENES. WRAZXERRFLFEER (FHETLBMNNESE TR
), BARFTEAE T —FHELHWER, XRAEAT. MREFHIENS, AFLRH
A4S M TFRERN - SBREMHEBRMHHERL, ZHI38 1 bE - XBEMNREA, &
Sh—FATEER R R, IMEEMYKF AR HREHBRENTE, BAFF AL
BEILXFHHAMPEREREY, BRFS LEFXFHRAGBERFE, Hle =4,L =
I, — T SHEAEHRAL=11-4 =7, HEBUFKDIXRFELFRBREEERNTELY
R, MZEFEATHRERTE, EREFBIEEZNFE (EREE, Mthis, T4
E—THRANFS, SR E TR MHER) .

2. EAMM (known plaintext) Ki#: MR{NHE S5 EICH AT HH B —F8,
AT HENT X MEHIE. Pl MRBWM (=9 MERT D(=3), WAZEHR =3 -
19 =-16 = 10(mod 26)

3. iRFBII (chosen plaintext) I : HIFFH o EHPX, ERFTHRE/IX S
W B, MREXRH, BLEHERT

4. JEFFW I (chosen ciphertext) IX#r: HHEFH A FRHF X, WA P AEFHIE.

pan, MRBER L, MLEHRRE -7 = 19(med 26),

22 HHWEBBE

WL B, BEEFIBMEBIRBIFRENSEAE, FHENRAEISEFA
itk BFTEH B, Reed(a,26) =1, BEXHENER (FRZHHHRK (of

fine function) )
2 gr + B(mod 26},

BiRa=9FB =2, XHITBH +2, BR—THAXFEFMA(=T7), EMERS -7
+2 =65 =13(mod 26) , REFH N, FHRENBHRRIIEE
affine — CVVWPM
EHRMEW? MRBNAAAEKEFRE26, My = 92 + 2 PEH. x = —(y -
2) , HYF#26 KA, - BERFBRE, Bl ged(9,26) =1, XL X9 (mod
26) MRBLLR (DMRXAERHAS, FREIIN), FZLL9-3=1(mod 26), Hik



10 & F Rt

3MAEGRMRBSETE, FHAUER 5, HitE
x=3(y —2)=3y -6 = 3y +20(mod 26) ,
W, FBV(=21) Hesim3 21 +20 =83 =5(mod 26) , XRFHf,
o, RAEFE L CVYVWPM R UR affine,
WHERMERARY 3« + 4 A ME R, [15
input —~~ ERRER .,
nREMXTRA, ATE
alter - ERRER
AR ZEEMNE T, EATHRARSE, HAJUTHITAETHRBIMEX, FNER
AR, mELHE—-—-8, ERHFRENERU,
BOf 2T ST R? WRMy = Bx+4, A{Ba =(y-4) , HLH26 HHERA

T, HAged(13,26) =13 # | , —BIFATHREAR, ar + B BE 26 — 3 — IR,
FHERA MR ged(a,26) =1, XHEFHMA x = o’y - a"flmod 26) FHE, XL
aoe” = 1(mod 26) , #—K, MBI RBBLETER T HH .

XFmEFEREHER X (a,8) . X ged(a,26) = | Y o 7 12 R gERDHEFE,
M BE226HERE(EHNAmd 26 KHE , FRUITEFRBNTO~-25 ZHM a ML ). HKi,
HHE—IH 12 - 26 = 312 HiE#E,

THERINEF—FAEMEE.

1. YA EEXREG: FRAREHEFTFIZAEH, BREZETELERTESNS
B ERNNEE, BETENPHAERERERER, SHEEHAMTRHEERLL
G, —BHYEMHE, -REANMFHEA, RTHERUES, FA5EXEN
WERAE -, SHHKERTSEHNE. 5 - EEXAHETRE, XHET
BBERFELNI N,

2. B HEG: MRESTFHE, HETHXHFENFERANEATELNE,
BB LY. BMERAER I EY, FHBEMBEXRXXHBL T, MARFHAFILTTEHHR
a7 LA o

i, BRAEXH TR, BEMMSOECR PO, AIBTFET, HWRHE 8( = i) A
15(=P) , SHEIR 16, HiLFM T HA:

8a + B =15 H S5a + f = 16(mod 26),
PR, HHIa=-1=25(mod 26) , FIHHHE e =17, FHAE-IMEX, F%
F8:17+8=15(mod 26) , KHB =9,

BIRA X go M HAETEICR TH, RITUAIWMTER:

6a +B =191 l4a +8 = 7(mod 26},
B AR, 18 - 8o = 12(mod 26) , B F ged(-8,26)=2, FREBHUH I MM a = 5,18,
LR g AR 15 (XHEHE, MARMME), XBEFRMREHFH: (5, 15) M (18,
15), {H ged(18,26) = 1 , TREMNE -, HEFEHR (5, 15),

AIERR A B BB PHRET god £ 13 (226) MR, MBAXFHHLLR, B
LA RER R T HEAE R PR FARITH,



£2F FRETHMH )

MM AN{CHE A P — 78, (IRATRSBAN T« 58HKF. A, S
e HHEHKEXRE T, A 6a+8 =19(mod 26 ), WA 12 FATREN o, WGE—FF XX —T8
. Hit, FREE L2 AMFARTLHRE S ERSTES.

. EEPXEE: KB S EAEX, BABXIWE - TFHER-0+8=8, B
TFERE «+ 8, HHALRIATY.

4. EFEXRE: BFEABEREN, RUBENRBEL R =y + 8, , KRBy §E
BamEE. B4AMNMNE, BEREBHEELY, HIAKREE®R -4 RFFEN?

2.3 Vigenére IR{g

BEMEFRBAFNEE 16 HERHY, HEMNKBRFEH T Vigenere g, BFE
Vigentre I HFEHEFAHABEL, HEUSHK 20 0L, IRAMTFERNERER THIALE
TN, BRPE 19 W4, Babbage I Kasiski B2 B4R T 0 B © 7. 7£ 1920 4,
Friedman JF 2 7 A /b— &5 ik, THT Vigendre B FHN3C M8 W 4 B,

XA MEHFEHE - TEE, AT HAEEE., B, BE—-TEHAKE, e, K
GO0 ~25 MR PRFLETEHEXTREAFE, Wk =(21,4,2,19,14,17) . BHIFR
THEHARMMARARBESICIZN, EXERRITEEIRE. RERT2ETEBK
REREFRAEEANRTOTEEBMEKE.

THERAEMHAFREEMA ENMERFS, 5%, RAXHWNE I ~FEHE2ZH 21 {1,
REHBLIFHEB4, BITFEB2MEE, ~BRTEHEHANER, XALFH, X
BRI INFEBIB2IA, B PMFEBAMEE, NMEIBWENRERNT .

(XYL e r e i s h e w i t w o r k s
(H\HY21 4 2 19 14 17 21 4 2 19 14 17 21 4 2 19
(FXH)C 1 ©r X wWJjg ¢ S Y B HN J VML

MRHGE RS MFEMEE, ST RBESCRTGE AR, B s B % 4 I S kh E
it AR IR 26 BB SC TR I . A E S MR H X MHIEAR, FIBWH X asana -
O EATLGR &8, R, A AT FRA T X IGE R AA444- - WrEERKEH, HRBB
HREEX, SN TFEXABRE, —HURAARAXFHAERBE 2N, BIHEMNX
MG RRELERTHN.

FEPIETHNHEREELAREBRIE N LA, FEWARREAMERN. LT, eth«
HEBERE, SLFHAPBEE (Beker-Piper] hERERRT R, EHBEHRAER2 1,

*2.1 ExFHMER

a b G d e f g h 1 j
D82 L0158 . D28 . 043 . 127 . 022 . 020 . D61 . 070 . 002
k I m n o P q r a 1
. 008 . 040 024 N 075 .9 .01 . 08D . 063 .0

u v w X T 1

.028 . 010 .023 .01 020 . 001
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AR, RBEAR—BAEN, AAXRETEHRAFELESHRREITHE, H-4H Emest
Vincent Wright 545 Gadshy PR A BFE ---TFH . REEHRWmBE, 10 George Perec F
LB La Disparition — P EBE -1 F8 e B (RNKFEHABWE - -MIEX, MHA
WA FHILERARMRERFEMESER) . H—&H Gibert Adair BIEHN KL A Void, ik
HEl -1 F e, BE-MEH, REFLASMFEARHIE, RNVBEREREFRLEHE
KEEPH B REIEBM .

MRBATEF G RIS, MW FH e, IR FRE, EFEXPHLEUEA
THHE, E5FF - EHAXPHEMRABMEBME, Fiit, BWMEHFTRERE X E
. HEXTHTHREMEK Vigenere P, FH MO ATIFR IR Y EH. W
BEAK— SR, «RATREER Z, 7, 6, X, SH Vg ANMERW, WNHBGE
21, 4,2, 19, 14, 17, MEXFH ZHANEH - MEFE=4H, FH WTHMER Z,
ERXFATHFHEATH 4 LB RM., LM, ~, g, TN i FTUMERZ, B Z 8
WERH e, v, », g, IMIEHXNPRBEEHGSEHER, FLURMERBREH G Z LR
RATFHATE, HhL, BESFTARFTHAN, BEXFS/FHAPEFTEET 1726,
FLEMEEETRXFBERENL.

XA -NTEEERIGEH, EXT:
VVHOWVVRHMUSGIGTHKIHTSSEJCHLSFCBGVWCRLRYOTFSVGAHW
KCUHWAUVMERZHMFVVHI PVFHOWCEGELVVHWSOSWMECWPTSUGSLE
DGCIXRJICEBVESVWRFWEBOIKUHEICGMLWC PCZRLISHEKGELXZYVLG
AVVHOWAADCTGOREFISGMKOOSLISUTGKBWMFHOY SIOTWLWCRRT
LECOSXVVLWUQRHFOVVRWWF SVMIEBKLOHUEFUALXAGDRVLCBWG
WUGDEWUKLXZQIWXZCCOMYJHHWLFOQKWTCIXJSLVEGGVEYGGET
APUUISFPEBTGNWWMUC ZEVTWGLEWUGUMNCZVILE

AT HRAMTBOT -
A B C D EF G H I J K L M
B 5 12 4 15 10 27 16 13 14 17 25 7

N OP Q R S T U V W X Y 2
7 5 9 14 17 24 8 12 22 22 5 8 5
R, RERHE - ITFEROSBEEMKEE, EOMERHEMIE, XREY &
MENERPYT BET LA PSR .
MoMAREILFELR? AFTFR. BRAEHANKEHLAEY, TERINE %
RERHRIEANKE, HHH -MHENEENT L, HERBARMH I EZREHY TH
AR, BIEHEETRAFHNSE “#ir.

2.3.1 BAENKE

E-fRAFEELEX, FES —KERF LS FRBREX. W —FREARER—
RAFKLE, HREMAP-KEEEDNETEE (XREVENZEEE), Lin, S
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BEHWTHEHAN T4

¥V V H ¢ W VvV VR H M UGS G J G

v H Q W ¥ ¥V R HMUS ¢GJ G TH
*
T K1 H TS 8 EJ CHUL 8 F CB
K 1 H T s 8§ E J € HL 5 F €CB GY
¢ v W C R LB Y QT F 5 ¥V G A H
w ¢ R L R Y ¢ T F § V G A HWK
*

FAMHFBIRFE FEA* R, 8- THIES T, PRI EPEFEH T, WBRERA
BREESE AR AR, AT 14 N HFR, MRFAAFENBAE, [ AR BT E RS

£z AL I 1 2 3 4 5 6

= % 14 14 16 14 24 12

Bahs MiBAAREOHRESR, IIMBAEREBRTTRMNEHKER, FERIIS®
B, XIARIERHR, EEFATENREETUEAUERNKE.

2.3.2 RBEA: Bk

BAEBRLINHE T ARPEHARNKERES, H—-TH1. H6. F11 4 i Sl

BEW-MESHANFRRR, TLAY.
A B CDETFGHT1I J KL

007 11 2 9 0 1 8 8 0 0
N OP QR ST UV WX Y 2
3 04 5 2 03 6 5 1 01 0

ZBEFRBERNTEREC, EMAGHRET, K, €, HI=eRUBIH TS5, B C=
x, HXHHREGFL P > FEMYRYBFRE, X, K=e EREP=NQ=% W
TFHBAFHEAROEE, BS, C=e ZTEBER V=x, ZRATHNER. B, &
REBHE C=c HEHAMNBE 1 IMTXTR 2 =,

HERFEE-TH2, F7, F12 4 FE, TURRCHATI0K, SHAT
2%, HbFBHEREH. R C=., BaS=q, EXRUXPITRLERT 12K, TR
S=ceBEHAMB2 PTRTE M4 =0,

MAREH3. B8 H 13 4o FRHE, HENE

A°B CDEF G H T J K L M
01 6 3 3 1 3 5 1 0 4 10 0

N OPOQRSTUV W X Y Z

2 1 2 3 5 3 0 2 8 7 1 0 1
BYRMBME L= WILTHE; i, R=kFRE=x FREGHE, fd=t LHAM
R, XM, Vae M W=e R FERKTTHE, RIFOEZERBE =, TREFHANE 3 S
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JURIGR 3 =d.

WA, B9, 14 A XA 4 =e, ENFHENB 4 PTORT, BE, B/,

B0, IS TR 18 =5, EATEHORE- - EET. B S AR
12,14 ,3.4,18} = |ec,0,d,e,st,

HROESEI, 8. R13 T XEAFHE (YREALUESS. F1o. T 15T
------ EFER), MBRRMNEBXES0 MFE, g7 AN s FH#EE, £H L
ARG . HUOFFETUERSENOES LR« T 0. MEMHELT,
KEBRB RO T L RAHEE, KMEN8 N RAMAIE, BREIFMIRET, i
75 8B 8B 1R A X 5 2 5 UM X N 6 i A B

—EEMFARAT, EdEREFICEMRARTIER, HEBHKLENIERYE.

X, FHAMZERE (2, 14, 3, 4, 18), NRFHZEHBEXRE X, 4H;

themethodusedforthepreparaticnandreadingofcodemessagecis
simpleintheextremeandatthesametimeimpossiblesftranslatio
nunlessthekeyisknowntheeasewithwhichthekeymaybechangedis
anotherpeintinfavoroftheadoptionafthiscodebythogsedesirin
gtotransmitimportantmeszageswithouttheglightestdangersft

heirmessagesbeingreadbypoliticalorbusinessrivalsete

REYTFEETFEEREFIE X supplement LXXXI (1/27/1917), 61 i, TER
SEH R T A SCRF IR B4 Vigentre BB E £ HIAE.
ERREMFEHANE _FHEZHN, SEE—-T AT ARV REREFEAS

KE.
BREBFEHRERENAER.
A, =(.082,.015,.028,...,.020,.001),
SARAGR I MIBHEGR, #ll,
A, =(.020,.001,.082,.015,...),
FRE A 8BNS RE
A, - A, =(.082)" + (LOI5)® + -+ = .066,
MAR A, - AWET . 066, HATUBIRSEMHREMN, R IEMERNEFRGH
SRT, BYi;TA  ARNSHBMBEMEY, HERMN.031 F.045;

li-j1 O 1 2 3 4 5 6
A - A, .066 .039 .032 .034 .044 .033 .036
7 8 9 10 11 12 13

.039 ,034 .034 ,038 .045 .039 .042
SBULHEMT i - . ATEMFRFTUERN, 8T BENASEATIREGR A, 2081
BEM, EHFEET, AME HSHE; MR, B G+ TMEBEGHL) TiERES%E, B
BE--NTEVREAEEHCHE - i MBH TRERMTHEES. TREESBIKB T -ifR
B, (BREW R XBEE, HEEHNA A = A A, AR - ;- BHTHRANS
B, BREESEANMNKET |i -], ELRF D, AFEITES | -] = 13 8A, b, -
= 1T RE-NFTE LB T R, REA-THFELBEIKR, RKAAI-5=9
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BEFR i Al A B9 B
SEA, A MSREHEAMMSBERX, FERERRBANOBERI NN, DD

A B, TFEHMARHE, KEMEASReSBme HE, MEm T EMNSER.

BEERXPFEAHANMIEFELTRXFEOIMAMNE, TOHNERR AFRARKN
e, EELEARTESNTEXFE, TUEIACEHE TR FRED i 6 (0 NEH
—ALR) Ek, EFHTERERMMHFEEHNEARCFERS TR, ME AW
B-WEARANR -FHRGIANIIFEREANTERERL, SRBEHNE ANE—
WERTHEEFEBH i URTRESEFEXFHA, AFLER. HOHFEHE 88
HEHABRE MO SBRE, BEFANFHHREARNFEHBETM A, - AR, %4
i b, HEIFHRET 0038, A i=/it, X ATHARRE 0 066,

HFRERHTHFNFEBABRG LB HERN i</, BEAR, Y LEMORFESDNEIE
MEFANKE (KEEHARENSE &=/, HHERIHFRT, SERVERE
-

BERE LB AL BE 5, Bt 3260 M FEHEMAH 24 HE, BRERH AN, B
HiAH — B BB R 326 x0.066 =21.5, ‘BRI TERE,

2,3.3 REEY: B_wlk

FATEAENRE, XBALA TR EFANTE. HEa—-2HXE, EFE—
HHERREY, ANTEREEZHNHAR,

PR AR E B F R, T RAIGEAMRE, HEE1. B6, H 1 N FHAY
MBI ER, W, HefERRE.

v =(0,0,7,1,1,2,9,0,1,8,8,0,0,3,0,4.5,2,0,3,6,5,1,0,1,0)
(B-TRFHANEBRRY, FoTEAFH PABINRE, LX), mEHEEFH
HB—-oEMELL 67, B0 8.

W =(0,0,.1045,.0149,.0149,.0299 ... ,.0149,0)
CIEHEMT AFHEARE, IR BEEHEPE-TBmk, WREOIsSi<25 #H%

EAHREW- A, REXENPORETIERN H, TRESRNER:
. 0250, .0391, .0713, .0388, .027S, .0380, .0512, .0301, .0325,

. 0430, . 0338, 0209, . 0343, ,0446, . 0356, .0402, .0434, 0502,
0392, .0296, .0326, .0392, .0366, .0316, .0488, . 0349
BRERBE WM .07T13, EFTW A, TEBRBUMBER?2, EXENEATE
=,
EARENFEEENEHNE I AGEM, FRANTMAXHNE 3. 8. 13- FE4,
BAOTTHEFTRER W, HY:
W =(0,.0152,0,.0454,,0454,.0152,... ,0,.0152),
XMTFO=is25, W- A BSBRE:
.0372,.0267,.0395,. 0624 ,. 04741 ,. 0279,.0319,. 0504 ,, 0378,
.0351,.0367,. 0395,. 0264 ,. 0415,. 0427 ,, 0362,. 0322,. 0457,
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.0526,.0397,.0322,.0299,.0364,.0372 . 0352 ,. 0406

MK PR AMELENTRN . 0624, TETW: A, HHETTHRAOBEHKREINELE
3. EMMHEATRRR . HIBWEATETLURALEMKNERT, TREGBLUTFHRE
o,d,e,5,

METBPIPRITERD, BXMSOREMESEEN, RERNAE AL R 73
REBERB—4 BHEE-T, BAENFTELARNE M I EERE, XM gE

AN BX M TERE I EERRR? I rRERANER, WhILSARkNESE
5 APHEMRMERLAR, EF AR, RISENENRE: REEXIT&BEEE
MEMRTFHFOUEE, MATEREHAX®—H 5.

2.4 By

BRTR RN — RERED (substitution) , e 4 & {6 76 A KM 45 1 W 48
B, EHRARES: NFERPHE T FHHEMN (RARRHRN) FB/]
¥, B, SRABRRTEREAEU NI FES., AREAE P, QA EGSHE
EHRE, KBRS REETRIE, ANRARNEHERERER, BE5—FHE, 37
Rk 2 RAT B,

BUMGHEBRERBHENITH, M Vigentre MA/R (Hill) FBABTFELRFH,
WHEf] RS EMRE—HFE, MAR--IF8,

ARH “NiE" FREBALIHEI R BT EBEN, BREXATRILAESY
BEERBE,

FETENHT, L3N - AHH (Thomas Jefferson) H -~ ETFHIEWIE BT L% B
A - WEFEH (Ben Franklin) . REA, WHERREREARRTFE, MdA4BAFM0E
RS, TREGFHEREBENEGS. FEWE, & - BXHERNERANERE, X
Fiaatiem B3 d R ERKBTREGE (MR, BEAAREESA, PHENFAS
HEABRERESR).

RAHBRRMNEBE T FRRBETRABFEHARMEELTHE, RERS TR
wEL:

LWNSOZBNWYWEAYBNYVBSOWVHOHWDI ZWRBBNPRFGOUWREAWX AW
PEWZWMY POBNPBBNWIFAWWRZSLWZQJBNWILAXAWFBSALIBNXWA
BPIRYRFOIWRPOOWAIENBYVENFPEPUSREBNWVWPAWOIHWOIQWAR
JPRZBNWFYAVYIBZHNPFFIRWVVBNPEBRSVWXYAWRNWVHAIENBY
ESDWARUWRBVPAWIRVBIBYBWZPUSREUWRZWAIDIREBNWIATYV
BFSLWAVHASUBNWXSRVWRBSHENWESDWARWEZ BNPELNWRWOWA PR
JHSAUSHESDWARUWRBOWX SUWY ZWVBAY XBI WS HBNWVWWREVIE
IVBNWAIENESHBNWFWSFOWBS POBWASABSPQSOIVNIBERZBSIR
VBIBYBWRWLESDWARUWRBOPJ1IREIBVHSYRZPBISRSEVYXNFAT
REIFOWVEFRZSAEPRIKIREIBVFSLWAVIRVYANHSAUPVESVWWUU
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SVBOTCWOJBSWHHWX EBNWIAVPHWE.J PRZNPFFRWVV
TNTHSRE A FIE T REP (XERH 520 MF8) .
¥ B R 5 | ¥y A P N O
76 64 39 36 36 35 34 32 30 16 .
B FEREMKMAEREFE2IVHCEB/HT, TEHAMEXFIHNEEFAMFER2.2 R,

*£2.2 BRERRAFRNBAER

e 1 a o i n ] h T
. 127 . 081 . 082 -075 . 070 067 .63 .061 . 060

REREBHE WIilEke (B BOETREN), HRMMHFHIEM LY A6 SHH
B, R, $,1, V, A, P, N, WHER t, e, o, i, n, s, b, r PR —-FAITH, BEH
BRESSIT RS RUBER T REMTH, AETEMNNEEENFEASR - HBF
B, BEXBEFER, RAER2LI T (AXIILAAHMERABRMENFE, SRBIITER
A RFEE)

®2.3 NEFTFHEMRZH

W B R 5 I ¥ A P N
W |3 4 12 2 4 10 14 3 1
B[4 4 0 11 S § 2 4 20
R |5 5 0o 1 1 5 ¢ 3 o
s |t o 5 o 1 3 5 2 @
T [t 8 101 0 2 3 0 0
V|8 t0 0 0 2 2 0 3 1
A (7 3 4 2 5 4 0 1 0
P 0 &8 & 0 I 1 4 0 0
N |14 3 0 1 1 1 0 7 ©

£ WATHIN Fpaysi 1 EekE WN A SESCRTHR LR, FENGM WM 14
BkE MW RHEHE 14 K,

BILRHE W=e, BMRH#—-FLEBEFTERENTT, REED vV 5SREZ LT
BEHE, ENRA ¢ i, XA THE-FEERMAHEN,

FHFa, Lo ZBRPEE R, EERT, AEFARBLES LANKWEIE, B
EEERFMBFEREGHES L AMGE, XHRMAILIANRAARE o, i,0 FHTFHZ
—, VANBAKRAEREXILTFE, BAXERe, iBlo7E W = e HATHEBFRRE 41T,
BEFAXTRR. H—FLUEN o,i,0c BRKATEEMR S,I,PFHED.

F&n RAE M, IEHWEAFE 80% 2LF, RARMNESEE W, S, [, P
RLE, IERWARERUBHEE, TAKENH —TRIEHRAY.

T A HEAE e ZH, MEASHBAEENSE, XERRNN =X,

BEARETIHR A, Bk B=t

EFRHHMERD, MTHOR M, BMRURET VAARRPHE -1, BH—
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A REILE, —A s thBRICER, RERNTLIE Y —ERs, MriFAHR,
m G o WHAEFEH R, AR b RAMIEER, EHILTLIHEA = r fIR = n,
B aP, TURHES =o (B a BFABE), I =ifIP =a RRTEEMERE,
AX BEFRATT AT LA =4 o o B8 € SCA R 520 A F R 382 A

L W N S 0 Z B N W V WB A Y BN V B S
e h o t h e s e t r t h s t o
Q W ¥V WO HWDI1I Z2Z WERIBBNUPUZRTP
e s e e i e o t t h a t a
IR L, SEEFOMIR. FEEENFES (I, 4, ), ﬁﬁ%ﬂﬂl’iﬁ-%ﬁﬁ

BRBGFE. B0, ER AT PERITFOBME VY=o, EHTHREIT ruchs, HRXBE
MEMFMY T, FEHRSHEEHBRRANRRE I HTRNER
ETHMDGHTETENBE, RITEEHABINORELIE, WESHE (FRIF
RES), BEHNGEENBENT (XERMTEFFH—B):
we hold these truths to be self evident that all men are created equal that they are en-
dowed by their creator with certain unalienable rights that among these are life liberty and
the pursuit of happiness that to secure these rights governments are instituted among men
dertving their just powers from the consent of the governed thal whenever any from of gov-
ernment becomes destructive of these ends it is the right of the people to aiter or to abolish
it and to institute new government laying its foundation on such principles and organizing

its powers in such from as to seem most likely to effect their safety and happiness

2.5 BIRENEBHE

WEARERE LEERPEAML, HARMEN - 48 - BIL (The Gold Bug) . Bl
* HRFEH (The History of Henty Esmond) ., 3R/RHT « 3B ( Voyage to the Ceuter of the Earth)
MBI - MATHE (The Four Suspects) HM{ERFTHAME.

EILAH—TEEF - MEER (Arthur Conan Doyle) FISMI HHENETRE, &
FHEALB/REN (Sherlock Holmes) E I BMMERSN, BETELNBELSE, £ .
REAAEFRX ST, BRURFERZEHDY -85 “BMBEANER” (The Adven-
ture of Dancing Men), FTREMFP LT EBTTAHEBEE,

A /KW - SEHAF (Hilton Cubint) B4 BERIRRE - W B % (Elsie Parick) #+%
BT, ABRENAEEET —8E, BPE —KERME Riding Thorpe Manor JEE F &
BAE, XKARAMEMNEENAFSH,

FETTRL RS AR T

MTERE, REBEAAANBREEMNTRBNIIEETTRES —B AR
ER:
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FXLAFRT SIS

BMRLUGHER, AT HAMER:

LT TAST T

M T=EXR, B-BAANEBBET

AR

TEHAH R DDABENT SRR, RABEGE THRARELEET T KR
itHE, RAMARTLEBITER, RERAMFTTRYE, TRESLERET —HRKHEHE—
TA, RERSR, HEHFKSER (Wason) REMEXNILXEMMNETRELFITRL
Wk, ERXSETHRAWIRRYEE, BRI RO T 5—H{E:

IS ICIOCHNIY
LTSI

B/RBENPIA T 23 B4 S - ) Riding Thorpe Manor JRF5— 8, Bt & A &5 H/RER
WEGFHRAT, SRENERREFCETAES. FoX, YREIFESFNKGHRIBRE
AT EST, MAIRBBILCEE TEE, A EECHER, ARNETRIEAFLETR

i EERAER (GXRBET). \MARENETILAME, ik AGHiERA#E (Elige)
RGHIEW - 222 (Abe Slaney) F4EE—TFHK. HGEHERENMKESRIEERE

THEMMBFXLFEN., &, CHADABRPHEEHEFRNER, RXEESR
HiEPMAR:

HEREWTRER E, BN ERW-E-EFQ, MET#ER LEVER, NEVER, SEVER% X X, fH
RRRTEXI R - RRAXEEURFNEELS, BRENEMNER NEVER; KK, #B/IRE

WLEE T E SR X%%*X

BFHRWE--ERNEX, ERTTHEE ELSIE, EIPMEERE--£ ELSIE, BRENERTER
Heyg, 55 H COME ELSIE B~ —f ol gEME N, HHSE - &£E B R-M-ERE--E SL-
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NE-, HIREEHME -T2 HBRA B=AFBR A, XAXFER AM HERE A-E
SIANE-, TREB RN ENIZRE AM HERE ABE SIANEY, B _ %583 A- ELRI-ES, Y43%,
B/RBEARIESM X —EREL L2 RHEMEY, NERANTRRIAMHLEEENE
BB R AT ELRIGES, ERETRHWARGELE, BREER T -HBRHANERR/IH—1
M A, XM EEEEVM Abe Slaney & “ZMBRERKEET", HREF—HFERXRE,
4T BE Wi 47 O L & ELSIE-RE-ARE TO MEET THY GO-, XEMBHBEZ RN TR IHE P,
P, D, TREFRERTHIERXE, XBRREEEMREE L Riding Thorpe Manor 1R,
MW RENMBRRZE, BREIE TN EERE (Elige) FBHL2E (Slaney), &
W, WREN#ERALT, BhEZERARSRER, RAHSL, 22 ERIRHIAT IH4E
ATERER. EFRALEN, RAZMITEE (BRMEED), FRERFHR - B
BRMALESR (Joint) HEMBIRME, EHMMEMEE, RZRBREMBRIKE T K,
HBAFEREERTETHRADNTRE, LZEREEER TR RAGHGER, HHEMRT
HEE, HAARZENHEHATRAEHROBER? HAEREHMEHFE:

229400993 C£2)

MERPE T LR, {(SH0S YR COME HERE AT ONCE, 2 EMEXTHA
BMEBREIRILEM, BAMTUEEEBILES AEEXENGFERE, B, BT XKk
17, R,

Fa ¥ 3

BRAAMBRENEXA2ENHAARRETETHANERFHMER? XKL
STTFREXPHHED, MAMREIRANETIHAREEF AR, YR LEFEAH—
HIEESH, THRREFMAEILAZEEFHASTHGLEBES KBS, EEIHE
XEHRBETEEZEREANER, BLFERYVMNUELGEES, 84 FHp FHHA
THR, SRATEREH —1TBIFE TR, R Elsie &£ Carol, Abe Slaney j& John
Smith, WERE L EFEHAE.

LR FEBERPREER MBI, MREERS T R ESER, BafER
RS EHEHR LM M #TEE, WREXLSUHIEZIHERNEERTHLEY,
il w2 EERTREFEEEEXHE,

MLHEETMRECLT R EREFEENRINMT — S/ MREKR, RENFESE
NEVER iR V, 7€ PREPARE PR FE P, X KRB TR E R, HEUEER -THEA
HERTZER, WEAREAE 1903 £517, EREWEES, NEVERFRH REE R
THEABE WM B, HEUGEHNRAPFBATEE (HERKRM—EEEG, BRENRE
BIfFRFPE - CHME, BEXE M), DEAXLHBHAEBRERAPTENELEP,
MR 2WE RGBS REME, WA AN Ed KR, 384T AN E 58D BB
MR, 5L, —HASEREAAESHHXHILES - M EBEHEP.
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2.6 Playfair f] ADFGX 8853

R — U R P e AN M E A 5> B 8 Playfair § ADFGX %1%, HBEM
®E, EATHEEYBHENEE, BEARITBEHREERNYNENE DA BRN
Bl

Playfair (K§| R Z /R - BHTH (Charles Wheatston) S5t KT 1854 R B, Kk
fth LA H A & Baron Playfair of St. Andrews fB T2 1, Playfair -E KA TR ENFE B
TS, BRTES - WIEFR AR PEAELS, HEEFATEAR IR RS P8 (O s,

BERER R EHE MR, W playfeir, BRFEGEENESF LM -4, ALE
B playfir, R T HIF RIS <5 ERERRAHIRS, SRR RSN H 26 ~FHH S
FRHMEFRRERE, ( MjEXN—DFBREITHF.

p U a y f
i r b e d
e g h k& m
i3 L q 5 L

u v ow X oz
BB S meet at the schoolhouse, M AMFB XEATBHANFHFUI N —H, MEH
MEPERMHERNFE, REFBBA - BEFHIE, DRFLENESERE A/
REWBEA . XH LAAXTERT
me el at th es ch ox ol ho us ex,
BAEFEAEREMESHNFHA, FHAW TR .

* MARWNFHFER—ATHI, %7 OAT NS — 58 5 2 8 5 3 5 iy 355
BRABETE, kW, « TRMN, HAM MR —17, MiER—P, W N H:
EF—17, #efER—F,

* MEWNTTFHIER T, BEEMHSHAINTEREE, HERPERE -FINES
FABHES, MRE—-FHFANESHFERZTHE I PHFE, i me TR
T EG,

* MRS FHAER—F, HEHRHESH TENFRAEE, EREHENRE 175 H
17, Mol TR T VR,

BTk, AFHBEXHT:
EG MN FQ QM KN BK SV VR GQ XN KU,

MEFE, MR ERME,

WMRABER G ERYE, ZENETUARRRKY, ByEREdhEmEs (8
B TrEHNHE) CEBMBTES. YRRNEE- TEEHNIESE,; E% 5P NE
BHAEEFTH: th, he, an, in, re, es, ... MH, X EEFHHEE VBRSP4
BIEER, M, EF re Mer MMM W, MBEFEXPRICH GI IRMAFHM LB LE
EWE, —TRARNBMREe, (. r, s IBFHUBRTERN - EERER, ZHFE



22 A FEp
R - T BERE - PHXFEHEEICHMNAE S AR FE, REXTHHM
o, SEEE AR R RO LA A, WES] TS, XA SRR UH — B S
ITEHE .. XTEZHERSHATSHE [ Gaines],

ADFCX W BT, BFEERPWIFELANS x5 WIERE, TR M BHANER —
TEE, BENTMIIRFER A D F.C X HE, fi, EEaFER.
A D F ¢ X

A P B ¢ e n
b b g o ke r
F $ I e f s
G m d v i ow
X E v ¥ x h

B-ATWXFERAERETHA R LE, Ws BRT FA, : BRT D6, HEBHEXE
Kaiser Wilhelm
B R RNE
XA FF G6 FA AG DX 66X GG FD XX AG FD GA,
EES ML LET, RANE—MERELREN, BEEAT - SN TENE R, B8 —
A RET, N Rhein, HXSFPNT BRIFICEREM I, HB S M5 RN THERE.

I FE N

B DD Qb
Qo oM oA
w Yo o
W o b m |
QoD SR

BLESH FRS, ER A5 I0EF5RMIFHED) -

]

o b B 3wy | e
P R Y
=S B =

MR R e | m
o

LR T B B T

A
Big, @il FiRTEeE (EAMinid) THA%EXNT:
FAGODFAFXFGFAXXDGGCGCXGXGDGAA,
AZFMETXRYBEEVESN, NXBFRKEMEXMEETUREF ML,
FHERBA TG, HNEHWFT LS8 FAIE, REAPH N IERE X% E B,
MinE MR TS dE, IAVHEEFMIEREE, BAMTEE—KEAANESE
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FREEMNEX. i, XTARHEERBEZEERNFETHRITE « B (Georges Pain-
vin) FIfF@ « & - IERE (Bureau du Chiffre) HE##, fBTRESBHIFMALYBRAGFER.

HILERT- - M15, BiRERSRAAGE LI FRERRMN, EHHBHMAG
B AEHRNEE, XERE-HFELITHIPAIILTRALSS -, $EFRE X
FHRMAR G EE Y, ZERTEERIIMALE, WRIEHRME, BIAKTLMENHK
B, FRXTKELEFEXAIRE T, 45 -HFxL, —HI&A-TKEMS -wHis
B, KAOYMETREREEFEWT: HBFIMNEEERMF, HE -RFXEH ERE
T, WR-TFMEGEXEHK, FECRERETHT, DHEZ R -HFRTGH B — 5
XA, EEPET, WRAFEHEE, EHEEERY ., HBEIMIE, 2SN
Iy B BRI BB, §—FMSFEYS -MBTFNEREBMAR, fHERSHAE
WRE MR X Sb o) RE, A AT LI B CRIF R I B AR RE

ZRTLEFEF R ADFCX BRI I X BHF S EEKH (Morse) B (+—, — -«

— L, — =) PEABREBN, MAMAIDOBGERAEBHREIR, XERHR

BG4 S RPN ES —. X, ADFGX Fi¥ ADFGVX Bt it, {#A 6 x6 fi#ty

R, ERFEA 26 FEME 10 M HFE,
BEXT ADFCX EWH S EH o1, HEW [Kahn],

2.7 HEBEBE

Hi E B A AR EBER Y, AXPRE AT AEEXPFRETET —FE, #
MEh . HMERER, FXPHEN—TFEEFER S THXYRE —-TF8, X8
AR STRENK FELH KBTS . W T Vigenere S|, SAMWRFENIIHE, il THAK
KE, MAMESREES, BHKRETHES, BASHTHE I FREEHEIZER. 2
HEEBER TiIXEEE, Ry EFRMEILNFEEFRSH, REHXHAH—TF
¥, BTTREBOE 5 2 X R BB AT R A T .

2.6 IR HTYE R Playfair B0 R HEBRM— R L6 T, HHEREANFS MBI R
P BRI, AP — 1 FREIE, ELREFLHPH - FE, ANERERITF
B, BEFEFEEASENREERERANT, thin, FIREET S0 BRI E.

EBEMENMANAATEERNRET LB FoHEB MBS, B0 DES FikE
T 64 A5 44H, AES (/] 128 WAPHI4 4, RAALEHBKM 4, REEFHEYE
RITER, BrERe MK BEREBK, A S B URRS T MRS,

T8 F 7 e A AR ME T SR R R A S M . — UM AR B S P I — B A S B g SO — B
SHAL, XM TR R E LA (ECB) #:X, BRE -MAXREHABEHCSANNE
S, WEXHSHTBHEARBIN, RSB TEXSTANEY (CBC) BHAMF X
SRR (CFB) #3X, X4if e 4.5 Witie,

EELR, RIVILHFES, ERHFHF. AAT 1929 2By —FMoHEH,
EEBRFPRFRIBRLE, EMMEAFES - REFTBFHENTRESFE (B4
BW,OBBER), AEENEYEHESED, REFEBNERNAITIEN TEP SETH
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Lot
EE— T, WM =3, FHE-—TrexanWEEM, CRHBE 26 WERALN,

o, %
t 2 3
M=|4 5 6

it 9 B
BERRAN—RATEE, LI, FEE abe, BIIREEEN-THAHTHE (0,
L, 2), Wo@sbEg Mt SAEEHEE (8K, BESAERRKKAD, SBWRE
A AR, ENSRERA), HAERE 26,
I 2 3
4 5 6
11 9 8
Wik, #FXE AXW (B—1Fi o RMWEERULE, AR THEMNEK) .,
hTRE, RITLFREFFIAM, FEHE
ged{det( M) ,26) =1,
X, MBI EMAMAEENEHE MN = {mod 26) ,XEM I n xn BEAIER,
EAFH, det(M) = -3, MR
- 14 11 -3
:3"1‘[ 34 - 25 6 }a
- 19 13 ~3
AN 17 & -3 mod 26 By, AR 17 H#F -13, HE26 28, 158
22 5 I
N = [6 17 24]0

15 13 1

L&)

(0,1,2) = (0,23,22) (mod 26) ,

EHFWLACLKEE MN = I(mod 26) .
XTI B EHEREEEME, 38,
ZrMHERERUNKAUT, &F:

22 5 I
(0,23,22)1 6 17 24 |= (0,1,2)(mod 26),
15 13 1

Efnxn BERFH—RBER, BUXSRE - MNFH—4H, FESEAHER MR,
KR 0~25 MEREML, e =0b=1,...,7 =25 RRAFF. BRI TRER, FH
A o A SR B M, B R

blockeipher,,
EERN (RITIY 4« BIEFTERG A2 6R)
P11l 14 2 10 2 8 15 7 4 17 23,

BAGE - TEERL M, BEE26, FRwTeTE.

(1,11,14)M = (199,183,181 ) ={17,1,25){mod 26) = RRZ
(2,10,23M ={64,72,82) ={12,20,4) (mod 26) = MUE,
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ES LU
RBZMUEPYONOM

RBREER, AXHT - FRHEXLRESHE o MFER, W, B block ER
T clock, ®3CHIW3 A FBRM RBZ BN SDC, XMEFRGITHARMEREE, SRWR -
R, RAWRELLIELR T AS . WFEHMNEGRIIMYNERE (diagram), = FRHHHGM
ZHEF (trigam) , EFMERGITANCETERS T, #0, i =FENHASHERE
(BARWBEEHENHSGERWARBIFFEE), ME, XHEAHEGHIHERD, L
BFHRA KBS RERD— DB TR

R TS0, RINMEESER? B E % 5 RAKE Y n fVH, CHHE BRI
B, FFARBER N &BF, RITH

RBZ = (17,1,25) w(17,1,25)N =(755,427,66)=(1,11,14) = blo,,
i, ACEEBRATE,

XA REEED, UNFEAECRRERES, B A pmtid RREFS BB, W
BRI n, RITAIUZREHEAEZRIEANME L. Fit, BT B8, WREIH
KA n BB SCAT n AN S0 E, X RERL AT LUR) BT AR S0 R B A0 B U AW M B SE R R R
(i N, XAABEA M), fln, BREAa =2, HHX

howareyoutoday =
7 14 22 0 17 4 24 14 20 19 14 3 0 24
X R 89 8 30 R
ZWSENIUSPLIVEYU =
25 22 18 4 13 8 20 8 15 11 9 2t 4 20

BT PR 140 4 7 A ) B R B 2L

(7 14)(a b E(ZS 22) (mod 26) .
22 0/\e 4 18 4

o8 1 B2 wﬁ(; ‘;) HAFFIA AL <308, £ M26 RANATEAY (BRI P PR LKk
SRR A EE) . Hi, RIBHRSXNERE 7, LNMES ~0g, TEH

(7 14 )(a 5)2(25 22) (mod 26) .
20 197%ve d 15 11
7

ROXEEMWR T, B (20

1‘:9] R 26 BRI AEE

7 -1
( 14 ) - (5 10 ) { mod 26) .
20 19 18 21

A ELE]

5 10
ME( )(25 22)5(15 12) (mod 26) .
18 21/\15 1t 11 3

RN RERESHNRT RRESIER, FLURIE A Y ERIERERAm.
Bh 3t T BE AR AR oGk I E A RS T, BEMMR—, MHE, WRAAE -, 2id



26 HEEED

BT RARERE - EMAA. TRERE-CHN, EBHE -HHA LR beaa- =
1000. .. S8 AL B abaa-- = 0100, .. HESTTHIE n AR ... acab = ...0001 , FX
R RE R ERE M 1T .

I TR M, ARSI H RN ER, CXBEAEIRRERENE
W, RO RMERE N M7

M FROFHERICEM [Shannonl ] —Frhf — BRI, BB T —F18F
B ELE R RE R B 2 0P 454 . §#0 ( diffusion) FIRE ( confusion) .

THABREMRBITEETH XA — I FH, MAHEEX PO FRETR T,
T, MAREEXIH—TFR, BXHFHILITEFARERT. RNEFIRKEBEYL
A, XUAXFFEY, EFEHPREHREHIELPHILIFHE, XEREH
LHEMBTXFER I ERELNR o E .

BEMNTXEEHAFTRNE X MEMAAL, BENBR T, 88— B X 2GR
FHH LS, P TRE, BRA -Paxn EHENFRER, BE—TRIEZES —
MRE Y o MBS - W0k, A RE MR X IR, R B T X B — R, R
B NIRRT (RGTE12) 4R SR FHN TR FEA T, R R IER
BE  EBEHBETHEGEFRNBRE N EEMA R -E— A0,

Vigendre fIE R A H &5 MARB S, XURECIIRES ARESH R
By IR -

FHARBESEAN - R RN HTFEOREEFEENER, YR, 850
R IR IS (RBERFBENEA): FXPE— N/ MMERAEREEE DT U LR
MY RHSRR, UBRTEEEAMRERATEN.

2.8 HHI¥A ASCH

EFEYRAFATEWNERT, BRARBER RO 1 kERKIE, MALF=
HH¥FE.

BFE LR R s (B2 SRR, RITBYMEES -F, IFAEMIIKF
RETHHEMB ., ¥00FRIHE, 123 BHRE L x10° +2 x 10" +3 , P55 2 {£8 10,
NHEEHFORMT, 110101 MM ER 2" +2° +2° + L (BT 4% 53) .,

B0 Wi~ th4F (bit), A8 MRS RFHBRNE S SRS, ®y—4
FA (byte), BAK S LR FHRSR 255, B Kl 16 BB T AT 65535,

BWHBRINTEEFAAAANERT, EEHEA TR, 52, FEAEFSHRES L -#
Ms, ARZAEHFTARERI L., HEHFRZ 3R ASCH, FEEZATRIE®R
R, H--PMEHAT RERETR, ERGRIR 128 MARNFENTS. TitRELTEY
EHAS IS, BFXMEHE, S)MFHETHS LIS RER, —HAESB DHHEE
TSR ETARABERRERERE, FARaUERY B EAFI%, o fle,

R2LABUT ASCHL S — e SRR A SRR A, ERBPRIVEGHETN, ME
EATAT LAR 77 8 MUl SCA AR BS AL O N 1 mE S
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* 24 WA SH ASCII X ERB

27

(i ! # $ e &
1 B i3 34 35 26 37 38 39
i E 0100001 0100016 0100011 010010¢ 0100101 D100110 100111
A } * + , T
40 41 42 43 44 43 46 47
0E01000 0101001 OIDLDIO Q101011 GLOLIOD GLOLICL GLOLILO DIO111L
0 i 2 3 4 5 [ 7
48 49 50 51 52 53 54 55
Q110000 0110061 0110010 0110011 0110400 0110101 OLIOE10 DLIDLE]
8 9 H B i = & 7
56 57 58 59 &0 6l a2 63
OLLLOOD 111001 GII1G10 0111011 0113100 0111101 OL11E10 0111113
@ A B C n E F G
4 o] il al 68 ] 70 71
1006000 1000041 1000010 1000011 1000100 1000101 1000110 1900111
29 —R—®

— &K —% (one-time pad) B—F AT ELEE, BEH - BIFE (Gilbert Ver-
nam) FIEYFE X - BEEHIE (Joseph Mauborgne) F 1918 SE BB, BRINEIFEA — &5/
OF1 1 RFRIER, XTLIH i HEBERLR, i A E— WA ASCI 3k %
~, HEXANERMERTUBEFARFTHEMBRES .

EHRESEBFBKER O 1 ARMHEIEF ., —AEERET —XREFTHAR
HUER, mEXNIRERGEEMEH —(—MHE2 N, XM IRERURE (exclusive
or) + I:HXOR %iﬁs ﬁﬁl%ijﬁ! ﬁ%ﬂjﬁqﬂmuo +0 = (}’0 +l — I,l +1 — Onﬁjﬁﬂ, ﬁﬂ%‘rﬁ
B2 00101001, #4742 10101100, A LUBH I T & X«

(B 00101001
(&4 10101100
(#3) 10000101

MESARERNEA, AFERBYE X5 & MM 10000101 + 10101100

=00101001,

TR H—RAFRHARMNER, MEE T, FHE—BHENWHBENFEY, §
~UEREMATO~25 ZEMNBF, BEEAFENSES, HRER M ENBHN.

XA T T AEE XA RERE AT BN, b, &% X/ FIOWPSLON-
TISJOQL, HASCTEl 88 B wewillwinthewar, U] BB R theduckwantsont, HESH X A HHE® K
B, BE—FEARRE, TRAEXPBAHELTHXHER (B T uale xmEsE).
KTRX—m, HIMNTRAMAXTHFRBANEIECN ST FHEMONR.

MPECH B3, WAV SN A B, HERZ MR E F BN
HAGE ., FRXEHELT, TLEFAE XSE L oHEERE A TR, BT
HHrTER B EAN -2, EFXLREEFTEN, BENEEERTXXIHFH.



28 FHEZE

RSP AR R EXAEF AV FHAUELSTE, Rid, e
IEFAIBEDLA O R 1 FFFHRRAME. —fF Rl - AR FRRBET, (HX 4 A%
NN, X NBT RITRITUEHEZEYE (Geiger) H8®, 7E— M DHye 8] a5 58
-HEER, MAXTEREARMIER0, EANRICRL; B - mEMERN L,
HAERPIEA N RN (W2 10%); al RREBr-4 M FaEaEH S EE M,
- BEAERASTET, ERTUENTRERA - ERD, YHEAME, RTLHET
e fE 8. i, AREHY, ITELEL, 2ENMFBENTISARERT K —FHE
WA EE R R MBI R Z MR T — % “#hek”,

—R—FHREAREFEERRKNES, IFELERHY MBS MER, B2
ETEAEART, RS - ABEANEEFHTRARER; LN, FRMEXFSE &8
R AR AT REXT S8 R ERMBIRA ., HHAEKESHERT, o TIMBMEN RS AR
LirE — S 0 M L FF, B2 X “HM” 0 -k—%, @R EATELS
HEEMEANRLEERA AN ERERE N /MNP RES, H—F o ERRER A%
2, 211 fifhFIFRARR,

Maurer, Rabin, Ding MIHMAEZF RE T EMREEN K —B Lk, BEE—4 1
B Y RA A LN LR E R, BERE — & B LR R 2
MR —BR, AW ESRAGEANE, MINEAANEHFEN RSA (RS6
) FCEIU AT BE UL A9 HLRE I BORE . SRS L W ST R AR 5 K O A o M w4, R
—K-EHELHAMEEL, AEFECESEM T EREANLY, B b T35 ek 5
ETHNAEERREENE, FMUPEFTHERF R X MEZE, B2, ERERANE—%
—E N, WKW R RTRES ST, SORE R SRS X A AT B e A 15 B AT LR K A B
Ketk. R, WX PIEkidl, & RENTFEH BRI —3F5, 783555 4 FR R
Bt 2 — P E M,

2.10 RN ERLER

— R — R 2 A i 95 B I JF B OR 7 ok BE ML AR LR W AP B, 6 18 RS ES 22 2k T
DES (W54 &) sX AES (B S F) 21, MERSE RV SR THENFHH.

PR BAULEL AP A -~ R T IR R A AT ARSI BN AR, B, - Sk B SR AG PR MR TH AL o
BT 0 S AF G BRI , - (LR I 400300 DS R 1 =4k BEALEL A T A0 b i — 8, B3 TR IR 8
PREAEEEELRRERAREIGX S B R, FHENSATr, BERMIRE
H—FEEREPE B MR LR T . KERHTENSE A ERET ™
FREBRITTIE, thin, FRME C FEERE P I~ BB rand (), ERFEEATF 0 ~ 65535
ZEHE R - AL, XA YBEILERRE B “F T (seed) HENWA, RS 4 —

TR AR TR A M .
¥ rand () FVPERABRIBEOLF S5 4 SR B T AR S BN Fiy, —
TR R LS (Lioear congruential generator) P4 — RF(¥ x,, x,, ..., HEER

%, = ax,, + b(mod m}
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x, BVIGR{E, o, b M m BRRAXPHEH., B ERENSERSEMZ H o BEALF S
ARAMEETUERNYEMMER, HAEREENENER, XRENEMRATHAN
(B &8 e, bR m KH), ZEXFHERT, ZHEEFTERAALEELFSFDNHERTR S @
RILHFH, FEL, CEFEREMEMRSERENFEEFBRERAZ2ME.

EHEBFEHMAT, FE- DR HAMLERESRAE, ERMNEITEFEM T ®
32 3 A R AT T 0 A0 BRI

B-FHEEHRREY, XLERAUAx) BRBERBITEN, R TR y W y=f
(x) ALK« FEB. BRAZXHE - TPREEK B — T HEIEAs, EXx = fls +
=023, WRSLE s BKEHILEE, BLFEF b, b, ..., HE—ThEEH
FILLRRF S, XFBEVLFFE BN AT ESR R, HECSTFHEIERTTM. FERMm
BEMANMITRMEEELRE DES (NP4 5H) MELWINEEL (W8.3%)., EIFHKSSL
LHEFE (AT Intemet L EL2EF) hHET SHA S0 ESBENFI SR80 — G,

B O —FhP BT SRS F ik R ERIBOE P M ERE  (intractable problem) . & # F#) %
BELWEHFFE RS2 —2Z Blum-Blum-Shob (BBS) {RIHL U4 3%, a2 AL
Braip i BARBE R, EX MBS, BAFEFEITRKAERp e, ENNER
FRTIHIN, W =pg, HEB-THINER~, r B5n £/, N THHEILBBS &
AR, BWMEHAR x, =« (mod n) , BBS B WM T B — P EEVLASFTFY b, .5,,... -

1. x; = xj.!_t(mod n)

2 b, £ 5 RIGH RS

P .
P p = 24672462467892469787 Hl ¢ = 396736894567834589803

n = 9788476140853110794168855217413715781961 .
4 x = 873245647888478349013 ., Wia % AR
to= z' (mod n)
= 88435298710478780097089917746010122863172
£, .3, 0xg BIE R
= 7118894281131329522745962455498123822408
x, = 3145174608888893164151380152060704518227
x, = 4898007782307156233272233185574899430355
x, = 393545781893511292234703354618967231063389
x; = 675099511510097048901761303198740246040
x, = 4289914828771740133546190658266515171326
x, = 4431066711454378260890386385593817521668
x, = 7336876124195046397414235333675005372436
BEREE TR, RESHNBUX M ERAHERBY, mERFERRS,. ..,
b, =0,1,1,1,0,0,0,0, [ |
Blum-Blum-Shub 4 AR R A SRR AR HiM ), ¥ W [Stinson], BBS MEE R EHMItE
HER, —FREHTEREATERED T P ROBEARLE, RE L < log,logn, X
PR UE M E M e,

Ry
i
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2.11 KR BEBRUFEEI

F: FHh, FENMRAABIAK2 H.

HEFEHRMEFHELT, SR ESRFREALLAEZHNHTE. WREFEBRY
M ett, EERLIEHRE NS, E40FRE, ERBERh, EEHARKFEN
s, BibmEERERLEREREN. 507, EEHIFARRMREE, BANTHRIERS
AR BREHRE, AEF HERETUHED,

ERVPRMNAFA—FHER, TERAREHEAEFRABEWHA THEAN,

H—F¥

010000100101100111110001101110101000010010110071111

FTLARIN T AR ERR,

x,=0,% =1,5,=0,x,=0,x, =0

LB IH X R

X, = +x ,(mod 2},

ERFFIREERER 31 WISHER.
F—RAER, ZR -PREn BEEBRHXER:

A+5

Bpowe = CoX, tCx,,, + 0+ 0 X, ,(mod 2},
XHEW . o, ... BREX, WRAL THHE (initial value)
xl,x,_.,... LT

A 2 x, BB AR 0 (R TT LU RIS O 0, S O A 1 4 AR B0 48 S R 3 0 LA A RAE Y
MEMES, WIRRBEL., O R AFEIRG R X, REHS S K — R
35 80 30 LA M TR 2 MITRIE . BN, AR U SO 1011001110001111, B4Ist 2R
© iR, RITE

(BA3C)  1011001110001111

{8 +010000100}0]1001

(#F) 1111000111010810
A 8 A (R B 1 7 S5 S 3 A R SR AT LSRR T

XE AR — R AR, — TR A R AT LRI R B B, XA

JR IR Vigenere J BB BB, AU —MEANKEERBEH, £ LEOAT D, 5
{0,1,0,0,0 FRiAMETIE, FIER 11,0,1,0,00 TTRAP=AE— RN 31 655, T 0A
10 AR HER= 4 31 HAF, FHAEITRR T X

X

w+31 = xrx + xrn?

FFHAEMIER MG m BB =4 — AR 2" - 1 = 2147483647 WIFE 7). HIL, 62 H4ET]
LIP=E RBIA T 2Ghit ES, HE—K—®ERBPXR—NESE MK E, S8, mExILe
BRI 2Ghit B 1 B S 4tk
HEHATNMANEHEEEIRSARES (LFSR), ZAEESRTYERES S0,
FHEEMARR., 2.1, RIHR T — T RN R B ErE, MFEEanE
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H, BEXUARERNELHNHFFENF R (XOR) ZHEE.

MEE—WIHE, - 1TE&FFHRILRERISA -TE&ETPENEA, HORHEHES
AR EERPOE AR 2 ik . S B EL A 2, IR LR T — T HeRr MU= 430, B 2.1 R
T, =x,, +tx, FIBB, —A 2 2,2, WERBESKES, XTUIBRTLURRERT%
HOAR R -

¥
w |

= X2 o Xoad m —j}—*i

i b
B2 MR e, = +x, MBI AFT S

AERE, WERNMBEFBEECHH XA PREBEDBREN, Bi—FHiE, B
BRNHWET -BRESMIICHFLRIAM MBS L, KaabmeEXM3ExXE, B
AT HEREXTEHNEEFS . S48 (30 B2 HERERRAMN) X8
3, HXCEAEXTE2 BN, RERTEHAMLSS. B, BT RITE 2B
XHEL, HEERLEHTEHARFAN T

A, RERMAERLSBAHA 15 49/F 5 011010111100010011010111L1, . . FiEEY —E
011010111100, HBABEMEFHRHXEFERLT/ER, RAEEERREX M EHNAER
B RINBEEARENERE, IRTARE 2 G (KE1 24 —-1¥%5F%), &8
RTEERx, =, +ex,,, , n=1fn=2, $EAHDLHBEKMEx, =0,x, = 1,
x, = 1,x, =0, HFZ%

l=¢,-0+c, <1 (n =1}
1 +e, 1 {n =2)

0 1y(ey (!
()= (o)
M ey =1,e, =1, XBRIAIRTUFLBITRE,,, =%, +x,,, , RARXHLATEH, BN
x, Ex, +x, , Hiit, RITEZAKE3, SREEEAR

o

BEERTHIARZOB2; IR ERXTEAEW, THUFH, SEANEEFE TR0
B2H, INAHERBHEATEE.
REZBRKE 4, HEFKOT .

=

Il

™
)

RABERENEA, SE



32 HEFpe
G 1 1 0Oy 1
1 1.0 1)e|_|O
1 0 1 0fe, 1|
0 1 0 1A, 1
Bie, =1l,c, =1l,e, =0,¢, =0, FHAMGRIFEDH A
Ty = X, +xn+1

RETHERFENFTHEABRENEEE MM, BEXERES S X HHM BT HOHRE .
B2EXE, ERMREHAECESRHTXIFEL, IFEREMTHEEE,

E--MMRANT, ¥TWRKES m @203, BERMu0HE, 2, ..., 1,,
AR

X, Xy x, cy X
xz Xy PR xm'l L _ xm+.2
X Frr s e Xgg AN, Xy
BB, EERME2 0GEK, YARYRE—MKEDNTFm HREZEHRFR 2, ,2,,
[N ,.'xz“_l a
FHRBAAMABARBRECSBERET, RERMOBEEHT 100 i, Fm =
23,4, .., BEAAERHS m xm &, FEHEEHTHR, 08 m b )L 0SSN

EF AR, REBLHE, BEEEET (P14E2) THAXWERTERLERH
AMRKE, KX MEESF, TEBEEK ... o, « RERTLURZEX M BRER>
ERFFIRESHFAEN BRI AL, MBREAR, FiRAHM0 mE.,
BBEFI D HIEIF AT 100 0357, ENEBATHI—LELER 100 L%, MLEEF
BN R, ARSI EATHGEE, L, ~ERBTXMRAR, maLiEm
FIRFBRNVBZRH LSS,
XA —MET, BEE TH 100 LIFKFES .
10011001001116001100010100011110110011111010101001
0110110101100001101110010101 11 10000000100010010000
B 20 AT HIR M m = | Frh, B
1,0,1,0,0,1,0,1,0,0,0,0,0,0,0,0,0,0,0,0,
FHMBRRE» =8 HHTREMNIERTIIR, RUXTRBNERSR, L8
{€0sty, -0 e = {1,0,0,0,1.1,1,1},
X LA R
Xpg =2, +x , tx, ,+X o +X o +tE .
EXPTBHAERT BBEFFMTE 100 7, MELCWNE, EL0EFEAMOEREET
i 1 .
B 100 tRRR B ER —FPIRHE, TR AEAE S, M, RFEs
Moa, TF G, FERF 2, =1, x,=0, =0, ..., HHBENMF,

x, = ‘xn+2 + Xoad + xn+5 + Aois + xn+7 + Kaas
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(LT EEad —HFEHR, BHEBRMNBETAEAE2MHHFRT, Bilt, —x, =5, ~2,, =
xﬂm)né}n =16, ‘f@f‘]

X1 = Apg F Xy F Ny F Xy, Xy + Xy,
=0+0+0+1 +0+1 =0,
ﬁ*@;ﬁﬁﬁi—ts ﬂ-u{ﬁiyj%% Tyg aFig s r %) o

T ERIEHXER
wE: &
) X2 T
M = X ®y Tl
X, X s Ko,

R 2, 250 s, TR AREAT m BEHAER, B daM =0, Kk, W
BER 2, 5. T, HRKE N m B0AHRER, HFH daM =0, BAFFIUBEKE
INT m A2 IR,

ERE:

HARMEBHARMERE FM - 230, UERBGEFORE —a%. —MFEFHTE
WR—AKENIHER, Wa,, ==x,.,, CANGTEBEEE—ANEER, W, =
A (BN m=2), BAREHBWEL, — N ENTRBEREDFESBEEKRHE
A P, ZREFR v, =2, +x,, +t5, ., BEBEVOFAMELL, 1, 0, 1, Efx @
HNAHEHERGSEL. 1,0,1,1,0,1,1,0,1,1,0,1... . BRABBEIXANFEFHRRx,., =
Yo tx, 0

WMEH -AREAF m @IOR, RAEEN -AREEBTHREAS, LI, I
RBTEBRRNEr,, =%, +x,, B4, FA4TRLFEI~3/7280, A, FAR20H2 8,

HE, BRTARBOE 28, BAFE- T EBHTARD =(b,....b,.,) WEIM
=0, IMAHT—TBHMNELR, BHAETHEDL, HHE ., SHESHEHXR.
W, MREE MR EEETZHSETESN, da=1,2,... . mBx, =x, +x,, , B
NEEEXHERT EE, Mo =2m 38, =%, +t5.,, WFRMNCHEE, FEE
Jm BBAR, XMO0<n<m, Hx,,, =%, e, %, B E X %0 Xt 2 Frmaz s -+ F
P RXANER (4R, NRERXIFIIBEE T, FL a2 2m, XU HESHATE Y EH K
Mepd B R RRRY) . X EEE DS BIE M g

Co xn-rl xn+2 e x:nm cn xn+m+l

C| o xn+2 xn+3 e xn+m+| C| . xn+m+‘2
M, = =

Cm-| xu+m xn+m+| LR xn+lm—| cm_l xnoZm

GREM, RRPERERM m xm G, T, MEBER M OV AEE, K&
e, E{UREXATBAXE, BLEAARNROWE M =0, SWEERPM A =0,
FHELEARUME D, FROM, =0M=0, FHHRAHTE, FARR—H, TREKK

g .(xm-al AN ixlm)E 00
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MAHEn = | WIHR, RIABSIES b T MRS —FE0, i M WEMBTIRN M,
TS, HEbk b RS HARFIAERN 0, B, bM, =0 . RiAAERLIEREH bR
MBS — B2 0, LUXF I Agkst, WTLIBEDIX A » 84 oM, =0,

RESHEHN, IBEFE T —IMKENTF o i#EL, W, WEs =(1,1,1,0,0,
) BRAXERE v, FHox,,=2, tx,,,, REIM, X a<s2m -3 tElSr (AfTTTERIA X
PRRRBERRE 4,., +5, +,., =0, EFTEFLRE A2 6, FL+ - BHFBKN). W
B, FEAKEIm - HBBRETEEEE S m - | —PBAL (ASREHETT
SRS —W) . X TN, .

e, BAE—TE2TFRNBHEAY., RRE2ARNKER n, EAFNBRG m
AESMA P E SR, R kaiitgant, T UtHBMENE. BRUE,
MBHm MELNO, BAHEFSEKERO, FANENHESLE, Hik, BiI1%EE
XHER. AREA BN L ARW 2" - 1L ENSE, HBELH—HELT., H
W, HEEZT2 -1, — 24N 2BHNEE Y m NFEFI S, TRFHLEEN,
FAMAREZR 2" -1,

HE—PTREABTA x,,,, = cox, +e,x,,, + o + e %, {mod2) , HFEIAR

qry =1 - cm_,T'“" — =gy,

MREAT) RE2LATAR (XBFRETEESBIFHCERERAR), 320X A F 9%
BR2T -1, HEBHAY 2" -1 HEBE GX 0] Mersenne B ). MERPAL 1, b
REFNMBXTFARREER, BATURTEXRHERT, AR —sF28KM, @12 -
1, BfR2" -1 REmFrgs.

EEEAMEIRER BB AEEEY, T2 R [Colomb] # [van der Luibbe] .

BE FR BT R 2 — R R R R B IRR .

Bua BB %, + %0

— R, R R, BEXRRIAEITEE.
2.12 Enigma

RINFAAFERUMEBRERFE 120 F LM, REL2HWRIITREHTE -
/R Hi (Arhur Scherbius) KR8 @ Enigma, T B — & % 7 48 @ 6 F 6 8 11 4 a9 4L 28
Z—.

BREECEFEZL, FEALERRT, BAHEKT. R, —mE2EBER
FL - WAF WX (Marian Rejewski) ., B H E - H IR W T ( Henryk Zygalski) 7
B - WP (Jerzy Roézycki) 7E 1930 MM F T Enigma W PR BT A, 1939 4F 4
MAFERNTEFITER, EFETHRRRELZAAH, ZEERBRTEZ AN
REHT, HFEEIM R KR ARMHER I HEFTEEREEA.

MFHRIGEILF LT 30 4, Enigma S BB IEHBRE T F 5 AT 0050 58,
HrRHEH TRERXARBT Enigma B89 % B0 EF, 3 H A LAk 407 50 0 % 9755 & &
=%3:3 8
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BERBINFHERME —T Enigna, FAARMA T EFEHRBF L, IR
Mept -SEEFEEH, THE [ Kozaczuk], XA 45 A F ¥ 5% % Enigma B 19 3F
4k

ETHap s BEER2 2450,

R 5 v N % A1
—— n L0000
1- . E I HHH"*&L S = }
I s -
L_ | "u \\\‘_K‘-_/ e _K
R A

2.2 Enigma PlEE8R EE

B L, M, NA¥ZT. B17%s TH--0E 26 DEE R E TR, XL i S8 2 H
Pl ¥ T M5 - 26 MRS, RRBIEHT], DUEF MR EE S A,
TR -TMHRIENNE, BEMISRWFMATHEEEE, 8- TMHITOAREERRL
AR, B—78H 26 BAEERTIKITE.

R R EIZhiE, TRy 26 %57 8 o3 R A E

KRR, MITrdimEnfFE.

S RLBERENR, EA KL 6 MELATREM 6 HFHMATER,

HET TR, B--PEIIF NS 126 8, KRG, WX TEFH, BEEA S,
HIBEEN, M, L b, SHEBIGEFESB R, MAEMEIR - BREREL M, N, F
Flis S, XA, BEEART SEEE - NF MM RERRE, XKBNENTFE,

EAEEFFNREBRNEZ MA KRS, XLHERTODEINGE, MAKITL
MMy By, XMELRT, MEREFHERRE .

i ST 2 R8T RIR RS MW ERBRIM VLA, B8 IE R P
e g, ZEESERSE LRAMEER, FMAITRICRFZEMNF, XHXHES
RERTHRE, EOEEXRAZANS L, AT LARBHTEEFRREFEMOEE. T
B AE B — . 4T “a” Mt “a” ELHESEE CRELS - FEBMAEEY, IT “h”
iR “h” HERMEZEA LORES - REBEAERN, MRBRTHE “a” Wi “h” 27T,
2B VLS B R AR R AT “a” S5 “h” MHE. Hik, mRAEHE ‘L @, i
“a” BEETRER.

BLUMFEARE, B - TFEYLMEFLEAD, XEREEMIAENEE, HXiKF
EEF SRR, HANNEE TR, - FHMAIIRT AHER R ER T BN ESR.

BZHEMNHEREHEEERM TN PR BB RERE, NRBEEEHR L6 kKR
B, #ITHEEHATELXRES. FATHABRORETERARGHBYEE (o
BRXEDH—K) .

i, HESUESHEX, MAFERNEFERTE, XEPELEE AR AHGT.

HELRHEXHEMRER? 3 MY 78— 74 26 R TR, H 26° =17576 Fhoj §E#E,
3RS TR O AR AS, WA FRAE 6 x 17576 = 105456 Pl gRAy IR {H. R
R Enigma BRATR, HS MU HMANEGTF, FRBE I 4, XRA 60 Bl Bz T
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Fl, FRA 1054560 s sh =,

EZRRERER L, A 100391791500 #4240 6 M P8I .

EWEE, XMBEREMATEMINGEAN, UPRFRBRNFE, RASESHY
FEaPRMES, AARSG FRESNGERARNE I FEBRTTEMNNERER.

XH—3K, MM{TEEHE N EE Enigma BB7 AR LB AL HBITHIFIE, BERENH
—THEINDTEELGRANESNTHONHBREROMNBERER, IREHNFEKBTER
ABTH B AR BRI S8 0, BB TERME R T sk e — 8k,

4~ Enigma {ELBEF -FFELE, CEEQFTMTASRESHORR, BR, Binx
KR E MU, WA -REENE - £EERTEAEENE - NFBERARNEY
FREDMEAES, FaTFRERY, 81 XEMNE _FREENNS RN, X
Rt — R A S B BB RMFEN, H— KRBT —&FRNE I FHTHE
a8, RBATRRFHERERNE--1F8, FRAESNTHRSEFES N FE, LB,
SWEXPRENTFE (BTERROECRHERAET) MBEETER.

ATBBEIHENNE, BREANG - FREE-ITFEEY, 1M EREHHI3IIF
BHA, i, r, f, o, RE, MIIENAFBFALEFEASIAWITEXNELMFEREYH,
HHTEEBEFFUTESBE, MUEEEE - e, XPHENE vfurfe UBE - RFEEH
FHB, MEEHEITREA -, FAeUE, BTUFREREENNET, TR, &Y
RIERARTEHREMESFSEH, MEMEEX, B TE8-FFEEFHTAENEYS, HFMEs
WREAKITEEN.

MERHT KRR, REEMHENE LERXNEEXRBEERORAMFER, REMHINE
RERYT, US5BTEEHRANMNEYS, BEHASEERNBELE,

FHNB A REEDSWEEREN M EERE, RAE -XRET BER, Hrby
TRMBAFEPHZA

dmgvbn
vonpuy
puc fing

AR EAAEBRA RN - XHRERNEN, F— 1 FBNNERET 26 MF8
RB#, WHAIFINERA, EBE N FEHNEZA, HahTEHS, B -_IPFIREH
Fp B, ME# B, 2408, YR THONITFEEHNERFFNRC, D, E, F, XPMEK
BRXERMAD, BE M CF,

EXETENMB-TERMNEXNE., SHFEITBRAMDER AD, BEWREFLHRHR
AFMBBD (FWHEHAMEAKHNETE). FFadb, 6P e, e BE, H3-H (abe)
(3-cycle (abe}) T, AERMHFERIFHEMBKENRE, I (ab) RFREBHR o B 5,
BERTUSH--THFREH. flw, TE#&k.

(dopfkagzyo) (etjmunqglhe) (be) (rw) (a) (s)
RNEBR B e, vBlp, tBle, rPlw, FF, HoMsHEFRT, MRARAHEN (&
WEBEBE THRERIAFTESNFY), BARTLSEIE—HI,

LRI E - TEREN LR, RONFAFANEX=1TEFEFHWETHAR, BiLRN&GE

BT EREHR vz, L, vz MERT dngebn, CE2AEERARE B d, XHE
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A B D KR Bl o, RITERE—&FL, BTUROARER, MBS AXFEXHRY
Raofid, MDERMRMe (B, ARXIBx, MO RIEsB o). RAM « BIE 2R
Bre X, B_IPBREGOXFXTEFRITADRE vBip, WNE=AXEXATWMAD RX p B £,
B b ny LI e

AD = (dvpfre) e
RRFNFE, NEZRAEENE _NBEAITFETH

BE = (oumb--)--
M =BT FEAH .,

CF = (cqny--) -

AR E(ER, RITELIHN AD, BE Ml CF (IRFEA K IR, Pl
AD = (dopfhxgzye) (eifmunglht) (be) (rw) (a) (s}
BE = (blfgveoum) (hjpswizrn) {axt) (cgy) (d) (k)
CF = (abviktjgfeqny ) ( duzrehizwpsmao) .,
REELUKH THRBENSSFERNRZE, AT TEREH, B, I:.H'“:T%IEE"]
HR—XEEANE—-GNRAX.

THXE - TREEERNER. ENE - TELEABRPFIHNERS, REELE
HERBENERERS ' . XTERMNBI—IBITE. BRAE—-TBHRP, UEWKR—-F
B#SHS—TEARSPST'HRE (RILST'RFBHR SHMH; EHEMF, S=5"), &
ENMSMRER, ENHLAERETEARAMNIS, EESMBPHROKEMB, ttin, ADHKE
10,10, 2,2, 1, 1 WK, MBMHERHRL S, 44K SADS 'HH, X BAKEY
10, 10, 2, 2, 1, 1 M5, BHib, WREBEZEFHZBERNE T, B TFOWBMLREK
RHERME, BAENKERRFSUTE,

EERCSERBT,  AD, BEM CF ABEFHAFh, RN KENLFHRAB/EK,
KRB, FHARBIRES LI ER 2 Kozacauk MR MM F E,

ER 785 i T A0 690 [B] AR 3L B F R BT H 105456 Fgn kiR BiC AT, X 105456 #hyiek
EREA=FBRSHAD, BE, CFRKEREXNAEN. EXMEET, GIFHE~
AREX, HEMUFOKE, ARE— D EBEARS THIHREIR, E—HERSERN
ik, REAHRAOER (SEREHNIEN) TR -HEREH, ERABAEDRIR
. HFI938EIH, RAT-RFBANHFARXEFAEYE, LRXHIEFTAHER.
HERAAEETER ~KBEERD, XTI RURIIMRAN, HFR—FUE “HFR” dh
MERBEBRAEY, BRBER /I,

X ey A R TESE W R OC R LB Bletchley Park MR R AR S H T, G54
WERRM “HEW”, REHBRXI - BR (Alan Turing) @R, AIHIARIRES
— s Fi L,

2.13 3 oo}

L IS S - EREBET - THFELSW, BALE Tiber (AIWMA), BEATK Coliseum
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(Bl . BHIFHS), MEXRTEX EVIRE, AREREHFFAHEEN, Hit=iAFEN
AaTREtE . WiE, 7TESLAEB BT _

2. @GS B Sx + T(mod 26) ME howareyou . MEEBRM 47 BHEEH ITHE

3 FE MM HEMN (mod 26}, {FF hahaka 1T — TERFUCMNEE, B IXE NON-
ONG, RERX T ITERE

4. THIE SCRE A — A RS 20 SREST MER .

CRWWZ

BH SR he TR, AMEZFR.

5 RBEEHRGHERMEEE, REERE ~HaEBmHREx (AN IEEE
26 T), WRXHEMLERA—- T ANEBEFARSS? BiEHt 4

6. B 5 B B A 27 Ui 26, FEMAREMES? MPR/E 29 1’2

7. R AR ax + B, 0 F ged(a,26) = d > 1 LMD EME, LEHM R x, =5, +
(26/d) B4 ax, + 8 = az, + B(mod 26) , FHIEMHFAEX A T AL 15 FHE — AR .

8. MRA —BA3INFE e, b, cHMHXF, ETIHMABMELF R .7, .2, .1,
T8 OB AT Vigenere I A IMEFHY ( HMBALRSE 3 M AR 26) -

CAAABBCACBCABACAARCCCACA,

A FHNKERTRERE 2, FWMERTRAHFEA.

S WAvMwERB o HEEmE, v w=|vi|wlcosd, IR ¢ ZFATHMBMER (B
AP ERE EPE EMEN), [v[ERvHKE, MALBREGR2I BPHES
W, i =0maRA - ARBKRH,

10. X YIFZAM %ﬁﬁﬁmﬁﬁ%wﬁﬁﬁ(z ;3) e, R A,

11, $3030E CEZXDS BB/ /R EWEA 2 <2 EEMERRKM, BHIXR solved, N
INEBEE M,

12. (a) WX XA ELNI REIFH/RELH2 <2 EREMER KA, PR dont, HH M
IR M,

(b) MREWICRE EINK, HIXARR dont, R MTFERE. EREFEAB A ®
T, XEEMBFEFENME_FFRIAFEINRE—-NFHF (R2.7HRE).

13. =0 LFSR B R LL 001110 FriGa), REXITFIIEEN 4 k.

14, Z@—AFMUE =1,k =0k, =1 R, FmZu@BHARE,, =k, +k,, +k,.,
FEXWME. XPMFEFRASE —GREAABE, E3ETAHESYMEESX, AEXT"x
#ER

15. 720 fib#g 80 FF{LHFHE, NSA (HERELR) WIEER SR ELEHAT 1 ZER
1100 7~0, XAEAMALHR: “REFEF—T "10MW100KF, I0HFTFAI00KY, GE&E
R 100 M0, —R%24 ~/bRf, WEBI205FABEHFI0H 100 KT, BERHNRA. X2
—PARAREEBME, XMEBETRITNER.” ATEI120FEAKI 100 100 KF, &
PHFTEREZ DA (HEAERER, —fENE, m&ASREXS 100 fif ¥ etiE
%P 10 #) 100 K7 By et B AgTE L)
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16. WEHTEER PRI E DR 2 —REE B H0E, KPR E 4 300 o K 2 59 8
it -TE (RERACHE) BEENLARAS, FERNEEAMESES, HF8E
W, BT, HER (a) M (b)), ARBAFXENERABHIREG -1 FBE
HASE, P XENaEN X M8 MES (o), BEFXEBL TEXREH —
DTS EEARA, WSS RN ES.

(a) BALEHE

(b) (k&8

(c) Vigenere #8 (BIREHABRKEN 8 ~ 12 M FHHEARMN — P EIBHI)

2.14 I ¥, &

L FAE RGN

yovejgwvhgtdtwrywu
HHRE (HCF SR yeve 1)
2. FRAIEXEBAERANRD R,

lellewldazlinnzmvyiylhrmhza
EARITHERES T, BREXHFEAREE, FATEMERIERAER, SELMNHAXE
Har (EIXAFEXF el P ,)
3. T EE SOR R0 5 8 5 A R

edsgickxhuklzvegevkxwkzukevuh
RS I B T8 if, RN (R XF edsg 1) .
4. FRIGTRED WG, FMES 32 + b, b WIS EERN.
tcabtigmfhegagmurmymtmntag
HRE (EAFHEL ead ),

5. AT ER y = ms + n{mod 26) , M m > 26K ENLEINE, B5b, X F
RES m < 26 BRRIMEZHEMBR.

6. EARMBTMIEE. RERERUR - THOFEE (4,C,6,T} . BN, XT+57F
REGRWILHET R, RS, REwe. SEMMMREE, T4 2 DNA 71 RNA
BN ERARBY, BFEO, 1, 2, 3555FF 4, C, ¢, THA.

(a) HRA—UBUBEBMETFIXTETFROFR, EREFALE 3 SR6aE,

GAATTCCCGGCOGCCAATTAACCCTCACTAAAGCGGATCTCTAGAACT

(by BEH—1T8F, BERHEFRNTHRPEZRNH TS, EGHEBPHT LRI

7. THRIEMBEHRBEE LR 6 il Vigentre BT R MEH, HHFKFEL,
BTS2 AL, TR EMRENS R

hdsfgvmkoowafweetcmfthskucaqbilgjofmaglgspvatvxgbiryscpefr
mvswrvnglszdmgaegsakmlupsgforviwvdfojzvgsoaogsacikbrsevbel
vbksarlscdcaarmnvrysywraggvelleoyluwwveoafgeclazowafojdihssfi
ksepsoywxafowlbfcsocylngqsyzxgjbmlvgrggokgfgmhlmejabsjvgml
nrvgzorggerghgeupeyigeydycikhgluhgxgzovgswpdvbwsf fsanbxapa

sgazmyuhgsfhmftayixmwznrsofrsoaopganaaarmftgsmahvaecev



0 FHE/IE : e ST e .

(B SCFEISTE ST hdsf R, BHSCSRE B TEXARNTHEE - X% - ¥4¥ (Emest Vincent Wright) Bf

B Gadsby.)
8. FTHILFRA Vigendre JFEEINE M4 2, HR DI,
ocwy lkoooniwugpnxwkt zdwgtssayjzwyemdlbngaaavsuwdvbrflauplo
cubfgghgescmgzlatoedosdeidpbhtmuovpiekifpimfnoamvlpgixejsm
xmpgkccaykwizpyuavtelwhrhmwkbbvgtguvtefjlodfefkvpxegrsorvg
rajbsavhzrzalkwoowhgedefnswmroiwepaaavogpdnipktdbalsisurln
psjveatcuceesohhdarkhwotikbrogrdfmzghgucebvgwedgxgpbggwlph
day loogdmuhbdggmyweuik
(FHBMESH ocwy W, BISUEH TER - WBEERFNEW “"KBANER”.)
9. TFIXF R Vigenere FIEMEWB A, HHRLVISC (FXAFREE G skju B)
xkjurowmllpxwznpimbvbg] onowxpochhvvivsllfvxhazityxohulxgoja
axelxzxmyjagfstsrulhhucdskbxknjgidallpgslluhiagfpbpcidsveih
whwewthbtxrljnrsncihuvffuxvoukiljswmagfviwjsdyljogijxdboxaju
lrugpzmplivmlubzxvoodybafdskxyggfadshxnxehsarucjagipfkndhsaa
frulluwtagfrupwirszxgpfut Jgiynrxnyntwmhcukjfbhirzsmehhsjshyve
nddzezntzmplilrwnmwmlvuryonthuhabwnyvw

10. R 32 R A 2K R N A A O

zirkzwopijopt fapuhfhadrg

FHRMERR

1 2 3 4

4 3 2 1

11 2 4 6/

2 9 6 4 t
AR,

11, THEREFMRES —MEERBBAUFFRTLEHN, BEFETHBIER.
i,0,1,0,0C,12,1, 0,31, 1,0,0,0,11,0, 0,1, 0,0, 0,0,
i,1,1,0,0,0,0,0,1,0, 1,212,131, 2,1,1,0,0,1, 0,1,
c,1,90,90,40,1,1,0, 06,11, 1,1,1,0,1,1,1, 0¢,1,0,1,
i,0,2,9¢,0,1,1,0,1,1,0,0,0,1, 0, 0,1, 0,06, 0, 0,
1,1, i,0,90,0,0,0,1, 0,1, 1,1,1, 1,1

( B3 FEHCFE SCfF LI0T +p )

12. FHR—1 LFSR & HB987 100 I, HHX M BEAKER.
i,0,0,1,1,0, ¢, 1,0, 0,1,%1,1,0,0,0,1,1, 0,0, 0,
i,¢,1,90,0,0,2, 21,1, 3+,0,1,1,0,0,1,1, 1,1, 1, 0,
i,6,1,0,2,0,0,1,0,4%,1,0,12,1,0,1,0,1, 1,0, 0,
o,¢,1,11,0,21,1,1,90,0,21,0,11,0,1,1,1,1,0,0,0,
¢,0,¢,0,1,0,0,0,1,0,0,1,0,0,0,70

> L3

( PPV EB1E 30 L101 R )
13. TR SCRVISGE T F N LFSR #8315 .
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¢,1,1,0¢,0,0,1,0,1,0,1,1,1,0,0,1,1,1,0,1
1,¢,0,0,1,0,0,0,1,1,0,0,0,1,0,1,0,1,1,1, 0
g, 1, 1,1, 0,1, 0,1

BRigMEE XL T EAIFEN .

i,0,0,1,0,6,1,0,0,1,0,0,1t,0,a

WML (SRR SCIE L0211 ),



ERNELER L, HEENEML AR UBHEOBEARAB RN, NETBREE
WAEFRIBHENRFEREIRE. A8 SIS FBEMBTERETA, H
PRERNRIGE, AHEAXRKMNER. FEHROHRLUGILEDAEROERM, E
WEMEE, MNERSR. BB, WEMRSBELEREY RIS,

31 BEXH R

3.1.1 ¥k

i 5RBMEREFX, HPBFEMHREZ--EER.

EX: WEB oMb, Haox0, WREFABB L FH b=ak, BLRWIE > 888 a ¥R,
ifEal b, BUHAW b & o FIfEE.

BE. 3115, -15160, 7118 (REEER)

FTHMREILFXTHEENBEEER, [ ]

A

(1) MFAENEH ec(a #0), el 0Fal air. FIHE, WEEHER L, 11 b
RS s

(2) iR al b H b1 e, Mial ¢ B,

(3 MR albHal e, MAMEMNEE s B, al (sb+1tc) Bir,

ULAf:

(1) A% 0=a-0, FREAAURE=0, BEX al O T, BH a =a-1, FFLT LR
k=1{fal a fisr, XEHb =5b-1, FTELLI & #3E,

(2) FFE LR IGEER D =ak, ¢ = WS, Aie = (KDa, ikl al ¢,

(3) b =ak,,c =ak,, BRA sb +tc = alsk +1th,), il al (sb +1c). [}

g YE (2) PMRae=2, WHE21 b, B HBE, BHER (2) Fb61 cTH, B

oMM c B (MR a=2 HEEE).
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3.1.2 E¥

MEERp (p>1) HERINEREAGER, HMARREHOEERER, MHBHY
7 HER (prime number)

RN ILARBR 2, 3,5, 7,11, 13,17, -, —PRFIERER - MEFRE
¥, MFHEHEE {composite), B n AIIRF BER o B b HEH, Kb 1<a, ben,

ABEE, WBILEBEATHTFELTFNEN, MEARAMNBERRONTER, &
SEFRAE 1896 SEEBEIEM .

RHER: Bo () BRAOATHEENH K, W

ar(x) *Ex—x,

B x—voo i, HA{H 7 (x)/(x/lne) — 1,

TEX BT BEERA .

EMEHSRMNMEYBiIsHLIEL. E&MEAYT, ROFEXRAOEK, #0100 4
FRE. RAIATLAEE 100 S ERM .

10I0l1 1099
10" - #(10%) ~ -

L, ERAOBBRRE. BE, RIPETRUMAE - BESREN.

ERAMRERVE T, 8- TEHREAG - TRILTERNARIKEARGRY. #
411 504 F1 1125 HinF KBRS R .

504 = 237 ,1125 = 3°5°
FH, RERWTEEBEE -, BRIEFARAFAONFE. fin. #504 BEMH, LREE
Z42, WA, T, MBEEERAAERRATRET .

EE: B -ANEBEHUAUSRY L ERNER, BREEOEEE Y, BRI
FHE TR,

S HRIERHZAAE - TAETHELES, M EPIRIANE, ITHFERRL, A%
ERBREF L, XWBMFHEM " = 1. B, FTRELITUAIRREIERORR, B
ZHERH, MEB--TRHRBRTRHEASREZREFN—TRER T

ik, BRFELEBE, CHREMEILITREORE, EHPBDH—-N D,
ZnRAIEERI( = TP RER(= RA-THTFHRF), Bk, n HRTFESIB. B
n=ab, Hl<a, ba<n, ¥ n BR/IHERBY, EFRFREEHNER, c b HEEHM
R, H-TEBRHERARUE T ZHEORAMREEROREF, Bilkr=ab REKMHR
B, X5BBEFIEREVRTE RS EHTFE, HREM— 1 EREEHTHENEHD
A,

BEHHOE - ERIEAEMESR, BRNEFETFTRXETEREEHM®.

HEEER: MRpR—TRE, AR ab BB p BB, Wapl eREpl b, E—H
W, MEFF ab - RBEWEHp BB, HAa, b,..., : PEANFUEHEE BE,

fitn, Hp=2m, MEFAIREREBEE, BARPLRE T BIBH, I T

=~ 3.9 x 107,
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FHERERS —TAH, ERIMNTEKILEE (Euclidean) HILZE.
TFHgsZ R HEAER, BE - MBI WERSB BT FER:
no=p,tip,"ep, =g, g,

Ho, E&p,, ....p, Mg, ..., ¢ MEEW, #EW b HBEIEFE, BU—-TFH
ERTHEIBTHHNA, A2 EWAFRBRUI M., -EXHERE T, TUBEEER
Pis +ov s o, PEEM—FFEBN g, 8P4, UHP—FEEIETHERp, M, BH
n BERE K p, WBR, Wi n BT g9, q,9,7q,, EFHFEERUIEMAT ¢ PREDHEEEEp, &
B BHg BEE, py=q. XRGEXNEEp, FRMN ¢ WEPEEHATE, FUL—IE
BATEBA RN ROEBD R, B, I

3.1.3 B RXAZIE (Greatest Common Divisor)

aflLBRALDHBEEBRINTEE o« 6 WBRKEBE, iCh: gedla,b) K (a,b).
EEPPRAEHBS -,

B ged(6,4) = 2,8ed(5,7) = 1,ged(24,60) = 12, [ ]

N ged{a,b) =1, RITBKIF a M b RERE (relatively prime ) (HLFREE 59—
HH). TEHEMAHRBEXAUEYFTE.

L MRREESEE e b HY 8, WHE2., WEE T REE M HABTBETHE
BRA, BEDAH -1, BRARRKWEHRNTED ged, I TEHHTRIABRES
B

1728 = 2°3%, 135 = 3°5, ged(1728, 135) =3 = 9
ged(2°37% , 275°7) = 273°5°7" = 27 = 28,

HE: H PEAMATFROATULER, R HEIEPTFESEIESR, BaEH
—~EAEBKRKAHT T,

2. BioMbERBANE, WABEHABIERFTREFEFESWEST .. BN, T
HHERAEMNE (Euclidean algorithm) RitH ged, RITHE BB —F bh¥EFE M@
WRBERE, EXNEERANERMERZR, £FLHHT,

. HHE ged{482,1180),

#%: F482 XkBR 1180, HR 2, REE 216, H 216 kiR 482, HE 2, RPL 50. B
50 E£RR 216, W4, REGE 16, A 16 XRS50, BRI, £¥RE2, A2 kK16, BES,
RYPRO, AYHNMABER L1888, —HBRTE, HAL&ENO, BE—1ETH4
PR RATREY ged, A H ged by 2,

1180 = 2 « 482 + 216
482 = 2 - 216 + 50
216 =4 -50 + 16
50 =3.16 +2
16 =8-2 +0,
ERE R A ILA .
¥ - B - EBE - 2%,
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FE S S — T
12345 = 1 - 11111 + 1234

11111 =9 - 1234 + 5
1234 =246 -5 + 4
5=1-4 +1
4=4-1+0,
Hit, ged{12345,111H1) =1, [ ]
AL@EHelFime, RITTDAHBRNALESNENHmHR, Bi% e XF b, B
BoMb B -FRALER, TURIHUTER:
o =gb+r,
MR =0, 2 BBWLBER, RALAEN G, MR- =0, MFLEXRNIWTEX.
b = g,r, + 1,5,
RI¥E, --H#FTTE, HIARKE KO0, XEWOTF .
a = ¢,b +r,
b = gr, + 1,

Fi = @37 + 1y

Frg S §lh, + 1,

Tooi = GueiTro
BRI R
ged(a,b) = ry,
MNLEBREERUTHIMNEEN TR
L. EATEEE M,
2, BEHR.

XTFHN ged BIXETRIEA, WE 17,

MERJLEARETUSB THHEELSD.

EE: SoMbRFRIBE (ECH—TET), d = ged(a,b), MIFEBY « 7y 18
ax +by = d L. WHIFHLT, WR M FERYE, RAFEBH Ty FBar+by=1,

M E—HELT., #r ENJLEBRESIHRE, WA My, F#8r =02+
by, B3, BB T.j=1, B, =1, =-¢ , BNTLUEH: r, = ax, + by, . FH,
rp=al~q) +b5(1 +q,4,) . BERMNTHERi<j, #Hr = ax, +by,, B4

r, =l —gr, =ax, +bx, —gqlax,, +by,_ ),
BFAGH:
= ﬂ'(xj_z _‘L‘xj-l} + b(x;_z - ‘I_jJ’j—l)u

FIEMSEHAT L, RIILEH, MFHEAEN EXAMRT (FHEBET, j=%). F£
r, = ged(e,b), AMEE, ]

X —A D, RMATUSHERS R EEBEFRRENMTA,

Hik: WRpR—TRY, BRV o BBHp BRE, BaApl aWmFpl b, B,
WMRBH ab- BBYRB p BER, R e, b,..., : PRANABLEEE p BE,
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JEHE : ESEUERAE pl b IERT, MR pl o, MHF. M pta, HFEApI b, H
Hhp EFE¥, ged{a,p) =1 Wdp, XEHFp) a AR, ged AulgEHp, A, ged(a,p) =1,
FREESE ~ My @B ax +py = |, FAFRRL b, T abx +pby =5, BHhpleb B
plp, BFAE p! (abx + pby), HILEH p| b, JEEE,

FUERA MR p ) ab-z, Mpl aBlpl bz, WRpl a, BPUE; TA, pl bz, HET,
RIMNMEHBRBEETFHDIBEELD, FHE, & pl b, BME pl covz, oo , WG R AR &
W, a, b,oo., : PHFEDTELEEEE p B, WEE, O

FR e BB RBURI . Flin: b oob MRBIBEEH 6 B, HAREGHE
Hoad bEEMER O BER., HIMG6 =23, WaRh2, b3, ATR2EKIFAEHE B,
60 =4 - ISHERFNEHR, —MWNS, WRea=eh BEE, ML nl ab, HEr { aFia
o, Bilh, B8 EE—FSHECHEBE.

3.2 XK ax +by = d

EILERE S, RNBEHIE, BEEHAW . dE—FaMm, mRxemmt
BB oMb, WBLATFEER Ry, #i5
ax + by = ged{a,b),
iR x F oy B? BEB--FEROH e X8R b, Bb = qa+r, RERBJLEBRE RS EH
ITE£. RESIIWE-AHATFP, BETHROETHNE 9, 02, . 0., TRFEq =2,
g =2, g, =4,9, =3,¢; =8, HREMTFF:
g =U,x = 1,x, =—q, %, +x,,,
Yo = 0,y = 1-3} =S -4, T Yiao
R T FER
ax, + by, = ged(a,b),
w#H—1THTH, FUOTHAE:

%, =0,x, =1,

%, =—2x, +x, =-2
X, =—2x, +x, =35
x, =—4x, +x, =-22
xy = —3x, +x, =71,

M, afitEHy, =-29, HFXFRN
482 71 + 1180 - (- 29) = 2 = ged(482,1180),
HEXTEERRAABREOE, WRBHE, &F «,, = 590, i 590 ERVHE
1180 Br LS ged(ged ¥ 2) FrBMER, FH, y,., = 241 2 482/2 ffid,
BT FERATBRYBNLEMNE (extended Euclidean algorithm}, =¥ & F —
7 FP PR 3 Al ol — 6 (Rl k(5] A,
MF BN, BRSNS —MAEERx My, B HTERFEABL2BIRIEHE.
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¢ LW ged(12345,11111) = 1 R, ZHEMBERERARKL, 4, 5, 1234 FIFPHEH 11111
12345 kA, BISHEF 11111 f112345 B ged B 1, IR
1 =5-1-4,
B I TR ERAS 4 WREAS, M EBRININSERRHE 4 ATLIERRN 1234 f15 ML
HHE, AUTERES:
4 = 1234 - 246 - 5,
AL,

1 =5-1+4=5-1-(1234 —246-5) =247 -5 — 1 - 1234,
RAEFRA T Eecd BREFH TR, SHBEEREHAGRE (BS), fEXH 11111 f11234
KEHE, HEERTEAERL:

1 =247 « (11111 =9 - 1234) -1 - 1234 = 247 - 11111 - 2224 - 1234,
B5, ¥k 12340183
1 =247 « 11111 - 2224 « (12345 — 1 « 11111) = 2471 - 11111 - 2224 - 12345,
ged KBS 1 & 11111 5 12345 BMERMHA S, RE ged MHTESREYN, ITFERAAERS
ERERL, HE, —BTE, CNEERTINLES TiHEL.

3.3 @ =

¥ith, BRFBAFAN - THEEEZHIAVRAREE.
EX: BERaba(n=0), MFa-0&a BHBEME (EMNHTH), RIRE
a = b(mod n)
(FEfE e MART o8 n).
BN —FERE: R 5o NERBW BB, Mile=5(modn), EEERE
ML, i3 a =0b+ak,

=30

32 =7(mod 5); -12 =37{mod 7) ;17 = 17(mod 13}, [ ]
FM&SETEFHELY, BXE, AMTREFEZIAENLN.
il B e, b, c,n{(n#0),
(1) AN Y nl aBf, @ = 0(mod r) ,
(2) e = a(mod r),
(3) YHMR Y b=a(modn) if , a = 5(mod n) .
(AP a=bHb=c(modn), Hi4 a = e(mod 1),
HEHH
{1)a=0{modn) MEFHa =a -0 n FIE¥, Blnl a,
(2)a—-a =0+n, FFlMla=a(modn).
(3) MEa=b{(modn), iIda-b=nk,Pab-a=nl{-k), FFLL S = a(mod n) ;

T o ORI E, FTLUBHMEEBER.,

(4)ita =b+nk,c=b+nl, Ap2aa-—-c=nlhk -0}, Fflla = c{mod n), O



B FHEWE

R FELEENE » ZH, IR Z, XEBHPAULEERES
{0, 1,2, -, n—1}, WS, FEBEELNE EZF. R BREREY, BEEE
b, TUAMTEAER « BRL - BBARK.

a=ng+r, O0=r<n
(EERTARBARYE; ¢ EBM - ERYP) . TRa=r(moedn) , B~ TWeFRRF
rEaAX O < a PHFTERE - SR,

Wl B a, b, e, d,n{n=0), BiZaea=5(moda), He=d(modn), P4

at+ece=bb+da-c=b-d,0e=5bd{modn),

e ;

BEEBEEANL B a=b+nkc=d+anl, Waa+c=b+d+n{k+1), Hit
a+e=b+d{(modn), R :a-c=b-d., XWFHEHE, Hac =bd+n(dk+5bl+rk),
FrLl ac = bd,

O

XS SR RETMMREER, BREEE, AHTREEONE, Wi
AL

MABMNW O HORABTEnZH, ROTAEHRZSGHRE, NRGRIFa, #®
BIEHHE, MREREKXKT r-1, Kl 2B, RAEBRKR. ALRIFHATLIETMRER,
Blin, BB 6 WEREEA LT armek k.

0

Uil (| b e

=R N R
— R e WD RN
b [l ] W
W ke DB A
LS S R e R R

ualum-—::q.

HEAE 6 I RALIT AL R

mIAuNch
OIQIe|leoo|D
il W= O -
AN iAo
Wi W ioiw| o|lw
NibRlES | R Rl e
—ilw  alw|o|w

¥ FTEHXAEOTFEEFRONMETE -~ OREEE. FEXIRE: #+7 =
3(mod 17)

WH.x=3-T=-4=13(mod 17), [ ]

BRAIBOFERE, HE, EWHRT, HITEHOOA -1 ZHABYRERE
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3 N:E- T
3.3.1 &

HEnBRIEUIFENBERES 85, EHMENRE. 7 ged(a,n) = 1 ESRTH
a(mod n) XM,

T BB a.b,c,n(n 5 0), H gedla,n) =1, WE ab = ac(mod n), BB4 b =
c(mod n); MAER, MR e Mo REEN, BRIITUERSEXFEHRBRY ¢

WEH: Wy ged(a,n) =1, SFIFEEREE s, y@i8ar +ny = 1, BARBIERLL b -c 15

(ab ~ac)x +n(b-~c)y = b -¢,

Bl ab-ac B n WER, n(b - )y R n BOER, Fillb-c B WE%, Wb =
c{mod n}, 3

B F2x+7 =3(med 17),

R:2:=3-7=-4, TRBs=-2=15(mod 17) , HN gcd(2,17) =1, FFLLfEE
q2EE, |

BH: FS5x +6 = 13(mod 11),

ff:5x=T(mod 11) . REEBLAN? RINVFEBBB S BB, HE, 7/5 Bek R 117
UBR7T=18=29=40 = - (mod I1) , HISx =7 HHTF 5x = 40,

BlE, WARBRMS, WUBAERy=8(mod11) , BH:7 =8 -5(mod 11} , Bl
8 57/5 BER%M. [ |

B— T FHaT L HSSh—F b,

HWH5-9=1(med 11} , MATLIEB, 9 B5(mod 11) BREFTE, FUFIRK
LS St TRAREY 9, WRRIMNERSx = T(mod 11) , FRUBHFHRAMRL 9, B,

2 =45x = 63 = 8{mod 11)

WM Bliged(a,n) =1, MEEBKs, ¢, FBas+ne =1 (Y BOHBILEBAE:
A1), Baas=1(modn), Hilts & a(mod n) WRERTE,

R - as -1 = az,

Soas—1 B a RERME, O

VEGBILEBHIEETN almod n) WD TEN TSHRK.

Bf: & 111115 = 4(mod 12345),

B ZRETES T 9 W ged(12345,11111) , RITBBH ¢, = 1,9, = 9,9, = 246,
g, =l,g, =4, Hilh, BV ROKLEBAEP, 5, = 0,5, = 1,3, =~ 1,5, = 10,
x, = - 24612, = 2471, RATATLIAEH . 11110 - 2471 + 12345 - 5, = |, Hik,

11111 - 2471 = 1{mod 12345),
ERRORAKRAMARRLL 2471, TLUBBER.
x = 9884 (mod 12345)

B b, XEGRE, RIVEHAS 123450, WRBBT 4711111, 87 LA 9884 AL
B, REERDFHEHE, BREB—R 411111 B 4aB-, ERE-TREEE, Y4
VL BB SR8 2 4, M IRGTHH M 12345 BBt 4R, 9884 WA LMK, BN 11111 x
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9884 =4 (mod 12345)
THAESH —®5E0,

3.3.2 Ra '(medn)

. BB ILBREBEERBHEERas +nt = 1 BIBK s 1,

2.a' =s{(modn),
3.3.3 Y gocd(a.n) =1R}, Bax = c(mod n)

(HE, HEecdla,n) =1 EHT, /e iTHnizE.)
I YV EMRLE SR RHBESRG as +nt = 1 B « i ¢,
2. x=cs{modn} (FWHTHc(mod n) {L# c/a),

3.3.4 P ged(a,n) > 1EL2H

HEHR, BIAITERE ged(a,n) =d > 1 B ax = db(mod n) MERR, HEXMBTH
mF:

bR b ARERERR 4 BB, XM,

2. B d b, FETEHMARRN.

(a/d)x = b/d(mod n/d) ,

HER asd, b/d, n/d R¥EWR, Hged(asd,n/d) =1, IELENFAERXI M RAERD
AR — 4 x, o

3. BER&K ax = b(mod n) BYIEN:

X%y + (8/d) %, +2{nrd},... x5 + {d - 1) (n/d) (mod n») .

R B 122 = 21(mod 39),

A oged(12,29) =3, WARKLII, TIEIHNFERNR: 42 = T(mod 13) , FHiKE
ERERRATROKIVERRDE:, BRINMTUER -1 R =5, BKERKRAXHBA =35,
18, 31(mod 39), [ |

BIER S RABERXT » —RFH, BEENELRUEFASBEFNTH. EAHBH
WEy, RITTLUBB THHFRRA

2 = g{mod n) .

B, BERHENX " =1(mod7), HIHO0, 1, 2, 3, 4,5, 6 AT, 2RHEE N
x=1,6(mod7) . EHWEHT, Hp RAXREH, x"'=1(modp) BEHE MW v =+1{mod p)
(R 4),

B, ZEBFAKABR 2 = 1{med 15) . HBRAPEE 0, 1, 2,..., 14fbA 8, &%
HEHhx=1,4,11,14, FiN.11"=121 =1(mod 15); AMt, “KFAKHTERMWESHEY
MAPERETU LR, RYWS, —RKEAKREEIBEABLERN L LWE, £3.4 F,
RMBEFIEXHAR, E6.4F . 1L 1%, 2.2 VBB THME.
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3.3.5 SEMUHR

HEREBHBERT., 7EHE SEEFETE. #lW: 1/72(mod 12345) b 6173 (med
12345) EHEFBE (FE.2 %6173 =1(mod 12345)) . HHER TEHRME: XY ged(a,n) =
1Ef, ¥ b/ THHGTEZE. YR, UATEANE, b/e(modn) MERRE e b(mod
n), XBa ' FHEEHEn ZEAFHE ac e = 1(modnr) ., WREHBHBESTHER, A2
B

dLAf AR, “1/2” [UNEBREFIM TSN —THE: R 12502, HBERIL,
ERFHTAPHASE “127, AR, RIMMREBZH T EOHE. HRINIETHE 12345
BHEE, 6173 W HEHAH XM, BXN 6173 x2 = 1(mod 12345) ; EHIK 1/2 (mod 12345)
5 6173 (mod 12345) BT L 5 # a4,

A AREEZH T EHETR? ARBRIMAMEHTH 1/6(mod 6), HABK IR EFH
O{mod 6%, BMERPFEEAITH 1/2(med 6) B, BEEFEKREH. Fln: R 2=
B(mod 6), MATREEFARMEL 172, HXp 1£4(mod 6), AR EEA T ged(2, 6) =21,
AF2R6M—PMAT, RIMITLUEHAFRL 2 BHEY "R, EEMERXTHRER

RVFX 48U -

3.4 DPEMREE

FHE: AYEARFELE, FEASES - “HBREER” HEF: HITARLHAIR
FEHAR, REFER, FELH, BASEHERFETHAR, RALEOT®K, #
THAFFNE, RSB A JSHRMEN, 4R ANIEIRE, KBERATHRE—
AEEFIRZH, AASEEMNI ES5RHE, LA TRE—AMEEARZIH; 546 RN
EFTHE, LELTEE—PEFENMBZE; B, RREREIB T ACLHALESEAH,
FHAMBEREEFFEGRRTEREFTFELELE, /AT PGS E RGN F
i, HAREEAA “TEHHAITE” H—ARAEMRE, TATPRATRBLFRY—AE
A4figd, AERBFET LAFFEGEL,

HEXERBERT, £8—THAXAOE » EBHSBAE 0 B F R R X E 8 IR E
B, FTEEFRSE: BR8N #Ex=25(mod42) , HFEEKLEH « =25 +42%,
Wa2 HE A E,42 =76, BIIREBlx =25+7(6k) , ®FEx=25=4(mod7) , FH, 7
B =25+6(7k), Hx=25=1(mod 6) , HIH,

x = 4(mod 7}
x = 1{mad 6)

FPEHASEELTX T 3IB8ETURESRN., BE—REHT, —TRRERTLUA
HEHETH TR BRI ERR.

hERATRE: Bitged(m,n) =1, $F « f1 b, WEKFESH

x=ag(medm), x =5 (mod n),

x = 25(mod 42):{
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FFEM KR «(mod mn),

WEAR: FHEBE s, B ms+nt =1 By, AAms=1(modn) ,nt=1(modm) . &
x=bms+ant, BfAx=ant=a (modm) , Hx=bms=b{modn) . Bitx, BFH4H—1T
%, WHs=x(modm) , Bx=x(modn}, ikl - =, LR m #IfF%, B - HFE.

Hie: BB m,n Bged(m,a) =1, ROBKR R m AR, LR BER, Bac
i ma AR

WEH: Re=mk =nl, FEEEs, ¢, T8 ms+nt =1, WAREL ¢, B e = cms +
ent = mals + makt = mn{is + k) , 89F, O

ATERETEHBARTEAEY, #exx %, BTH s — v, 2 mn 458, Hilk,
x=x,{mod mn) . FWHATXPHFRAMEBRFE B ma HEF LK, 81T,

Bl: ax=3{(mod7) ,z=5 (mod 15) , ]

##:x =80 (mod 105) ($¥:105 =7-15) , EHH 80 =3(mod7) H80 = 5({mod 15) , 80
R—T#: BTERRETXMEATFEYE, FAH n HREEAH -E, FHPXIRR

BA 105,
|

MAERFER? E—-FFE, STTHEDNE -, cTWH, PIEFEHS b(mod ») F
KW, HERIE a(med m) FIRMAE. HIN, 5 5(mod 15) FIHHEE
5,20,35.50,65,80,95,......
% F mod 7, FILKMBES, 6,0, 1,2,3,4, ...... BHBRIIEENR I(med 7) ,
Fr AR AT & 80,
MTFHMAKE m, n, AFIEERERE, BEF LN FETUREXEE, 5
b (mod n) FIRKVERERR LR b + 0k, &k H%H, Hit, BRIFEML + k= a (mod m), B
nk=a — b (modm),
WA ged(m,n) =1, HFE a(mod m) WREMNITK ;, WAFEL:, B
k= (a—-5)i (modm),
RAx = b+nk, BPABRLEH,
MTPRMER, KB EHMNEALE TMEFRARR s ER KB,
#: Ba =7 (mod 12345) , x = 3{(mod 11111),
M B33 WA, 11111 (mod 12345) MR = 2471, B, k=2471(7 -3) =
9884 (mod 12345) , ERE x =3 + 11111 - 9884 = 109821127 (mod (11111 - 12345)) ., &
mia AT EMAEER? FENBHAZHAEHERRBNELRKE, HEERES
BANAEROREER, REHEREFES, HoA3SE, SMEANAANERSE
BN ERBELWNABENZAHRBL.

B EE2" =1 (med35), M35=5-7, H
2 =1 (mod 7)

2 =1 (mod 5),
BE, s =1 (mod5) HEFH I HB:x=21 (mod3) , MW, 2" =1 (mod 7) WERITE:

x=zl(med7) , W{ITTHRERMT 4 .
z=1(mod5},x =1 (mod 7} — x =1 (mod 35},

£ =1 (mod 35)@{
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x=1{(mod35),x=-1(mod7) — x =6 (med 33),
x=—-1(mod5),z=1 {mod7) — x =29 {mod 35),
a=—1{(med35),x=~-1{(mod 7) — z = 34{mod 35),

B x* = 1 (mod 35} IR x = 1,6,29,34 (mod 35) .,

HEHNT, Mo =ppp Br M FRAFERHEY, #Bas' =1 (mdn) F2 4

AW IR, X BT A E B A,

hEMAEEE (—MERX): B m,m,, o, R, BTN ji =),
ged (m,,m;) =1, HEBWa,, a,, . a,, ATAFRRTEA,
r=a,(mod m,}) ,x = a,{mod m,}, ...... o, = g,{mod m,),
M- -« (mod m,-m ),

Fi: ZERER TR EHAAR
x=1(mod M}, x=-1 {mod 13),x =1 (mod 17),

B b, x = 1871(mod 11 - 13 - 17) BFFR MR,
P EERM « B ILE S 13,

3.5 EREitHE

AL, ROEITETIRRGIHE:
x*(mod n),

HEEYHERNILS S, RIPEITCEEMNEER,

BMEHHE 2™ (mod 789) . MBRNEHEA 2™, REBHITHIE, HEBIRX
PR, MBENSRNNEI MY, ST XE, RENE, HE2 /M 124 RFEDER
1233 K, ZMFAEXRET, UALEEATH AR, THEREHERBAXKEE,

THAB -MERFUAMITE (TERANHREETBIH) .

RAVEITE 2 =4 (mod 789), REFAEN, BHETHFARR:

2'=4*=16
2¥ =16" =256
2% =256" =49
2% =34

2% =367

21 =559

2% =37

27 =580

21 =286

BIdy 1234 =1024 + 128 +64 + 16 +2 { X W T 1234 ZF _#H /9 10011010010) ,
BIr A,

2" = 286 + 559 - 367 - 49 - 4 = 481 (mod 789),
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Ay B RFRE, ERATAFFE RO B Ot S S ad 788,

AlFE, - CREET. DRBRMNENHE o (mod n) , BERAFTIHHE 2log,(b) (med n) ,
HEFRSBE L 2 FAMHE, XURER, ENEBEHETURERTER, HAEFAFEXX
I £5

HBa, b, n £ 100 MHEE, XHEEOMEAE. MBERIEIHTE S, REFHTH
n B, MAHBIMAFESEE, BRd HLTI10K 100 KFMAEK. AW, AR A
BB EHE o' (med n) , 700 FZHNBIATERE, BitEDRALRSEEET 200 {7
B8

ZHRHENSBRLE 12,

3.6 TRI/NERBNAIEE

it T REINEERBL S DEBMBE EE. XB I TE—FUERASEE K
‘gt fE, AMANZRRENEEFSEPEREEENNE, 2P EEERIXFIER.

WRD/MWER: WBRpBR—TEE, BHp A REBY « B, BA

&' = 1(mod p),

UEAH: ® S = {1,2,3,... ,p-11,

EEBG g S-S5, CRA¢(x) =ex (modp) FXM. WN: Hp=7, e=20F, B
MeEaFLL2, REHGTHETIEH,

BINRERRNE, MBS, Hayu(«) BEESHE, Bly(c) 20, Hikv(s) =0,
Bizar=0(modp) , BHgedla,p)=1, WATTLHEWAFELL e, 8 x=0 (modp),
FrilxeS. XBB (x) 0, Al y(z) e S, BARBELE ~«, yel, 8 ¢(x) =
w(y), Bl ax = ay (mod p} , H K ged(a,p) =1, FiAFEEL ¢, BB x=1y (mod p) . 7
L, 3« My AR, A ¢(x) My(y) RERER., B,

(1) 4 (2) 96 (3) .-, p(p - 1)

BRSPHAFILTE. ATSHFRAEp-141TE, MU SHHTELEF. CRBFINT:

1:2:3(p-1)

= (1) - (2) - (3) y(p - 1)

=(a-1){a-2)(a-3) - {a-(p~-1))

=2 (1-23{p-1)) (modp),
HAXMEENjes, A ged(fp) =1, BHlIFEERLL, 2, 3,..., p-1, FUBEERR
i =q""(modp) , iF4E,

W2 = 1024 = 1(mod 11) , Pk, FATATLIHE 2 (mod 11) 2" = (2°)%2° =
12" =8 (mod 11) , &, BRBTEHE 1 MFS, ERITAEA B4 R 10 1
AR, BmAEERE, 53 =3{mod 10) , WEHH 27 =2"(med 11) ,

BEEESTY, MBR2 =1 (modn) , Wi n HEK., R, WEHS: 561 =
17 B&¥, BR2 =1(med561) . BEMTFIE: AH560=0(mod?2) , FLL2*=2"=

O
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1{mod 3) ., BIH, FHHS560=0(med 10} , 560 =0(moed 16) , FTL2* =1(mod 11} B
2% = 1(mod 17) , M PEMAFEATH, 2* = 1(mod 561)

RSP R B 1729=7 13- 19, BEXENSAAEZGFESHARR, B, wE
2" =1{(modn) , An RATHEAER. M8, WR2"' £1(medn) , W4 n RETHEH
. M F2" (mod n) BITEMMY (R3.5%), XMARINBEH/T I RERMHFE.
Bl BRI n,, REBRKERBTRNTF R nzn, BRATEHL 2 =1(modn) , MMFEa
AR, MHE#ET T - B, R HE, WHEELANFFERE (R63W)., X
HENNSAL: HEEELWARIBWREE, REHEECTUHRBIFE ». HR, hE )
AT AT SR A2, BN, ESEHERAEEAEEN M .

HREBMNOUBFETSEE - HBCUPH LI EH. B o(n) BEB Il<sesaFHELE
ged (a,n) = 1 RDE. Hille=10, B4 PMXEAE, 01, 3, 7, 9, BTl $(10) =4,
EH O A o - BR.

MR p BR—IEEEAn=p", WAKXTHRIE ged(a,n) =1, BITSHBEE p TMEE,
A LA B .

. Ly .
$(p) = (1 -;)p.
FHIEMA T,
¢(p)=p -1,
H--H, APEMKERTR, MEEr, A
¢(n) = nH(l —L),

P
XEWMBRERAFES p BR 2 W, B o=ps REN IR ERSA AN, RN
dipg) = (p-1)(g~-1),
Hiim -
$(10) = (2 ~-1)(5-1)=4

$(120) =120(1-%)(1~%](1—%)=32 |

B EE: WH ged(a,r) =1, 4
a*" = 1{mod n),
ERH: HEBMIEHMB RS /DERGIUEASBL., S RE-TBHES, W Isasn,
Heed(x,n) =1, @¢: SIS EFXR ¢(x) = ax(mod n) . R BIKRTEBNIEH, WHHAE
xel, ¢ ()MEHRE SHEB-EMFHEF MR, HIE,

[]x= [] %) = [T,

PR T xeS, ZA BT 1 = e (mod n) , iFkE, O
A, BIOATUER, H¥n =p BREHEHE, BREERMNMBIRD /B HHE,
Fl: RI"E=MKE,

B SIS SRR mod 1000 BOE5E . BN $(1000) = 1000(1 vgm -5 =

400 , A 7™ = (7*°)7° = 7° = 343 (mod 1000) , BFLLS =g 343,
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TEABI R, LIS SO 803 33, [ 803 = 3{moedd(1000)), n

B+ 8 2" (mod 101)

B RR TG EM, WS 2" =1(mod 101) , EFLL

29 = (27 P12 = 19727 = 1024 = 14 (mod 101) .

EXFPFR T, ROITLAKIE R 43210 #2410, B K 43210=10 (mod 100) |, [

BMEZ, TS TREE.

BEFR: e, n, x, y HEBE, n=1, Heed(a,n) =1, B x=y(modd(n)) ,
MBaa =a (modn) . AR, MREHE mod n, WEETHE modd(n)

MEEH: jCx =y +@(n)k, BA

a’ = a"M = g (a* ) = a1 = &’ ( mod ny,

hERE 3

EIABHMERtN R EERALE, FBAmS# T, ERKRIEDIEHE 400 =
$(1000) , iR 100 LR 2 (BBHAREZ A LMIBRE, 253X 8T P48 s
FATE BB 1000 FiiRL 101 ),

37 X R B

EEBTFM3 (mod7) HIREEZH .
3'=3,3=2,3=26,3"=4,3=5,3° =1,
TERMNBIATHAETAE T BRRBREIWERF. THEW, 3RE7HKER (F
REREERBIEEN, HAKERH), A®, 58— 1EFME 13 MARTR 2 B,
2 BB I3 WATRIR, 2,3 =1(mod 13) , HILIAAIL, 3, 9RINE, Ht3 A

BRI3WARERE, HRI3PHEFEBRE2, 6, 7, 11,

—RORIR, S RREN, B p FFR (primitive root}' B— M, EWBEFTES —
THEFNEp WA, FHE(p - 1) MEp WRFR, HHERT, ELRE -4, TFE L,
R—TRHFAE, RHECHp -1 WRELSBHNE. WHkT 10,

THEGERE T H X FERAE A,

HHE: BHRBNF. ¢ B -TRER.

Lo n REH, HLeg" =1{modp) YA Y n =0(modp - 1),

2. MAB;MEAMRER, B2 g =g (modp) YHLY j=Ek(modp - 1),

W : MR n=0(modp-1), WBAHFE m, #iffr=(p-1)m. Hit, HBRIE
Ml H,

g = (g")" = 1(mod p)
WA, Bt g =1(modp) , RNEBFEXEHnE8BEp -1 8, BHp-1EKBna, WA
TEILHAAS N0 BIFT, 52
n=1{(p—-1)g+r, (O=r<p-1)

U R&E: ARRAMERSEHERIL, SHREMREY, x5 - 2RERR,
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GXBAUHM ¢ IR r FoRER), A

l =g" =(g")"'g"=1-g =g (mod p),
g r>0, WRERIEE g (mod p) ¥R g, g, ... BFrE2Z5K, H:
gn—l = g, gr+2 p— gl,-_.
EHi, g (mod p) IR Er Mg, &y -, 1. BRrATp-1, ARG pHy

HiRARE s . R g BAERKGBREMETE.

H—WAEER r FTF 0, XEEKEn = (p-1)r, Htba LB p -1 B, XHIEH
TH -85

HTFE A, Bzt GOREFRR, R M L. R =g (medp), AgH
R SR ENE ¢ = 1{(modp) . AE -FWA.j-k=0(modp -1), FEAMj=k(modp -
1) . BZ0FR., Mj=k(modp-1), BAj-k=0(modp -1), A " =1(maedp) ,
M5, UL g AAT =48, E, |

3.8 &En PR

HER A 3.3 Hep b/ BES A, Bt — A e R R AT L SK B » 5 - Y
WEE, ROIFEN —TEBAHER:. M FFEHER  AIEM Y BN Y EMTFIAM -
REEN.

FEXBERIEHARNMEHE, BAXUREHRFHPTHFTREN. X8, R—TEEH
AR RN AR AR, KRG ERNE a B8 A — T R B A 8 AT L
A — AR R R DL RUR R AT A B B, BRI o (HET K, WAL 3.3
TN AR B RITRIA .

wlin, #42 <286 F, BELE:

a b“'_ 1 d ~ b
(r: d) _ad—bc(_c a),

HHFEATHEIRE ad — be(mod n ) By,

m=ﬁMﬁm§$(;iymwn)mﬁo@ﬁaw¢c=4,ﬁM%¥m—zmMU
M. BEHS x (—2) = 1(mod 11), FFLLATLLE 5 B - 1,2, REBH.
(0 =30 )=l =6 e
M
(3 20 5= a)=(y 1) mean -

B BMIBITER W T EBERD
1 1 1
M:[] 2 3}(m0dll)

1 4 9
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TP-AR2 H WO EMLFEREL.

) 6 -5 i
2[6 8 - ZJ
2 -3 1
(T RHMRBIERES HE, TSERERE.) RNTLIH6 & 1L AF 12, 8.

3 3 o
M‘_{s 4 10J(modll)o n
1 4 &
A AT e AR ERAW? B MN = [ (mod n), 1 RANER, R4
det{ M)det(N) = det(M ¥) = det{]) = 1{mod n)},
Hit, det(M) B~ n KEXE, ZERE del(M) f o BHBEFH.

3.9 ®&aYEHIR

RIME M x* = 71(mod 77) H—M . EHFRIRITH— MR LI BFE N
T EHRAZRUIE L =b(mod n) FFHMM, XEn =pg REIEBRHNRE, —B
n MR REMME, TERIISBRXMYEE. K, WRIETHESHN®E, FREE
¥ama BRIERBALT .

HAESHBEER PHRMER. BEEMHEREp =3(med 4) , XIEEFERNTFE
W, ZTREL TS p = 1(mod 4) Bf LK S, W [ Cohen,pp.31-34] ,

. @p = 3(mod4) BEEHK, yBE—TEH. $x=+"""(modp) .

PRy HF—1THEpFAR, WBarBEpHErIBE+x,

2 MRyBRABEpFHR, BA-yB—P8pFHFR, HA-yBpH P HRR+2,

R Wy = 0(mod p) , MAMBEHBRART ZMAE, BBy # 0(med p) ,
MWK D ERBTA Y = 1(mod p) A,

b=y = ¥y = 4 (mod p),
AR : (2" +y) (2" —y) =0{modp) , Filhs’ =xy(modp) (MEIE3 (a)), HHKE
Ly -y RYPZ—B—TFHERp R By -y BE—-TFHHEp B, 1
Ry =a, —y=6", B4 - 1= (a/b)" (B p HBETELI 3 W), HH -1 RE—
THTEEp R, Hp=3(modd) XRFRILH (RIB15), B, y #1 -y 8FH
TEPFIR, WRIYF-TEp FHR, MAay=2, yBpHFH DT LIHER 22,
MR -yF MEpEHE, W4 ™ =y, iEHE,

B JLEAIE—TF Swod 11 WFHFHR, T (p+1)/4 =3, RITHEB x =5’
4(mod 11) , XHT 4" =5(mod 11) , AEA S5 mod 11 MEFHWEET x4,

MAEURTAFTR T 2mod L1 BFEHIR, BT (p+1)/4 =3, BATHH 2® = 8(mod
1), ERE8 =9 =-2(mod I1) , FRUTMLBA B -2WMAL2, BEER 2 BGE
11 ¥, )

MARMEBER -FHEEPEREAROBEL, &

O
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x* = 71 (mod 77)
ERRE
=71 =1{mod7) F1 x> =71 =5{mod 11},
HIi,
x=+1{mod7) Max=x4(mod 11},

A E A R AT, mod 7 [AIARF mod 11 [F 40T LLLE 4R mod 77 B4, @M. R
x=1(mod7) Hx=4(mod 11) , AFA x = 15(mod 77) , FIAXFHF T, 7TLUEAS 4 #ig
2 5 73 £ i

x==x15, + 20{mod 77},

BELERMB B A K ITE. B e = pe BEATERORES, FERMNMET
' =y(modn) 4 M x=xa, +b. ML EMME, RIOMWET ¢ = 6(mod p)
a=-b(modq) (HMER ¢S5 pXFTH)., Bitb,pl (a-0) MAL gi(a~5) . EAH
BHEF ged(a —b,n)=p, FURMNEEZBT T nWEFART (EFFEAERG6.3
e

i, TEERTAR FUH, RITME 15° = 29" = 71{med 77) ., B, ged(15 -
28,77) =7, HHT 17T R —1TEF ALE T

FHH—PTRXTFHER . FHFROBFN 11T,

HEINELEAEAMFEEESHRE, BEIE - fit. LERPERAEETAMR
B, YR ged MR HR- -8, BRAARMWTHFEA, TRUMBREp ME ¢ FHRGHAE, ™
REEEMBETARTEMN, WL, AT SEBRRM T EE.

B =pe B INFATI B4 WEHRA, FARBy S BEEHN, HFHFHF--1
BMnFHR, BBAREx = y(mod n) #94 M x=za, +b 5 n WEB SEBENHITEHZ
FEM .

WATE Y, WMRRFIESRIE, BoRAMERES X o FITBEETHE, KXk,
MBRMEEEX - FITHRESE, RITUEBHEERDMEIX 4 M.

3310 58 R B

E: I—VTHABHKEEPHLSARTRENk#. ZHUBECEREX, RANEEH
FHEZEANT, IR, AREMESELE 4 M HAL, FRECF2") i
F Rijndael (F5 %), ARFN2. 11 TPRAN - LHARETFIER. BE, ERELE
15. 4 &G (F1e &) FoRRBLFER,

ERERR, RITERBE THEp B, SHp BEX., TOL#HTM. 8. REA,
BEE p 2R SWMELEBE HEAMEHNRETE ) ZBVHAEEEFHEEZR. &
W, WRATFTER3x=1{(med5) , FTLIAH3 LR, B x=2(med 5) , Sk, MBRRK]
32 =1(mod 6) , ANAEEEN 3(mod 6) #ITER, AFLIBER. FEEMIE, S5k
FAOERITM. B, . BREVESHEY . BRINbEREEER EHZEE, &
P ACE.
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: BHBESHTFTREZRE. 58, A UEAEETERNERE, FABBHNEGH
"‘ﬁ;ﬁ RAAAMARRITHREFURBZES LRETH (W 43 RAR—-T%
ﬁ)o [
Bl: A—1THAH4 AN, MT
GF(4) = 10,1,0,60°},
BT I E R
MHEFE x,0 + x = x,
YEFAE 2,2 + x 0.
XErE x,1 -x = x
w+1 =@,
5. MENBESETRE. o/, HAXNTHA~, v, 2, BESK®E 2(y +2) =
xy +xz,

¥

B oW o=

w =w-w w (l+w) =w+ae o+l +u) =1,

ENEH o BoREZELE, Bk, 88— CF4) NETZTESE I REZTE, 3
HCGF4) B—1#FH 4 PmEME, [
B2, f# (field) R --MIETLEOMI (12#0) KES, HABHETHER,

1. fEmFREE S, BB ELRHIK (1), (3). (5) E#fy

2 HB—nEBA - TMEAELE (A TFB T, EHRE®REFE - FH x +
{(-x) =0);

3. B—FLEBAE - TRESLE,

~ I BAEBRZETRHAN. ATHEx -y, RHFERHRTHEx+ (- y).

WAL ILENL x2 EEESHAE—TE, XFLTHAIEE, 8%, RESRAZR
B, HEK, FERAFLEEENIERER (BLETEAEIH#HITRERE) . XHERERNE
EMAR—- T, BOJATRL#TM., . BRZHE, BRANFITHRERHME, ZRHIAE
ZEAP.

MF—-TREWETERXRF p", BWHE—-THAPITLENEFRE, FARAEX—1
ARE ., FTATBREERWOAAREN, HELEHED, WRa>1, BLARp"BHEHERIHR
— 8, FElsX pr = 1(medp” ) BEM, U p £ 0(moed p") , LA HEETERKEZ
B, HERNTEERRARNOABRRTEHE PP LnEE.

WHp T UERER N GF(p™), “GF” F “MPF R (Galois field)”, BRIBFBEEYK
FHRIBRHLE - P (Evariste Galois) (1811 ~ 1832 4£) (dr AWK, MM T HXEKEW
T .

XERPML R, F/As GF(4) MAMN -k, BZ,[(X] RETLLS, #H
HEABRY 2 BENER. A, 1 + X + X" MXREXTESP, A, ¥ELTL0M
1 WEZ[(X] F, EZESP, HELBAEXENM 2 ER R, BRAKTLGESD. B, &
z®., #lu.

(X +X+1)(X+1) =X +X +X +1
NAX B2 BETIERT ., RO ENSEERERAET, RIT6E 8 6 85T —
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BERERAE B, BRRMAX + X + 1B X +X + 1, LA KBRERH#ET, WT:
X +1
X¥+X+1)x +x +1
X +x + X
¥ 41

X+ X +1
X

BAHER, RITTMAORER X° + X + L RGTHREE, FAKSE X EHRNE T,
MEMXY + X +1fFXFEBAXY +XX+X , BEX+XY+1, AFX+1, BEEXY +1 %
B +X+1UEBAHMHB R, WX + X+ IRTFABREY + 1 FHTAYX. &R
£ XHHADT X + X + 198, MALBLET. AR XY + 1 HARKEX .

X +X +1 = (XX +1)(X +X +1) + X,

AT LS R
X+ X +1=X(md X +X +1),

EieHA@BER X" + X+ 1 E£6B, ¥R P E2ER0ELAAMBELH 1 HETRX
(ISR 2 BRE R MS, ATLIZKEEHTTERR) . B, HIIEX Z,(X](md X* +X +1) £
EMAHBEL A HES

10,1,X,X + 1}

BAYSAX + X+ 1 HTEReT, XEREFBHAR. . B, REEFEX + X + | #47
B, XTELEMTE 8% fFX. EHENELT, WRAX) fgX) X + X+ 1B
BHHARBEE, RINTRBEIR AX) ERTERKX (X)) X +X + VEE, B AX)
=g(X)(mod X' + X +1) , HAb—FEEMEFX) - g(X) B X + X + 1 964, X%
ERE—TZWME (X)) EFBAX) -g(X) = (X2 +X +1)A(X),

BMIELEBRITFE Z,( X (mod X* + X + 1) F#HITHEEH., M.

X+ X=X =X+1(mod X* + X +1),
(thiFhHWiZERE - X -1, BFEAEAAE2 T8, L +1 80 -1 BEHFEN.) 5
#h—4~F,
X=X X=X (X+1)=X"+X=1(mod X* + X + 1),

REBHTUFH, RIMEEFHGTEHMHES 6F (4), AXXR¥ o, [ |

BZLX] X —TEWABET LR S AR, HEFFENEE TS ABEE,
R BWMANFARATAN, BEATLESRE/DRE2 RO, 34080 FFHE,
SFX +1, BABEHEMERATAY, BRESEREHE 2M, ERFERTLM, HN
TR 2HMBERT X +1 = (X+1)(X+1) , RE, X" +X +1 EFRTHH . BUHER2 S
WOBEERHETR, - TEME2HTREXY +1, FENFEIT2BHE, X +X+
1A 2 33 e o K I 8.

ERE—PTRXTFTHAP T BEZNERBEWENHELE, EXBEpE—TEEHHnrzl,
S Zp KR THEp BH.

U OWHRE: R SRR BE e RASHRE. FXPARLIAHEp MO, Bip T roEn B, 2 r8ss
KBS .
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1L Z[X] B p RBEHMEMANES.

2. EHCP(X) NBHE n BIARTET IR p 2T,

3R CF(p" ) WE LX) B P(X) BIRE W GF(p") HHERF p" BRI

GF(p") Ap" TERBHTR. # P(X) BRABAIBHREEIA N o, + 0, X + - +
a X7 XEMRBAE p BBRHER. BIREA o BAE, BEE " ATRAK.

MTEAn, n bl p EWMARLAANE, BN TE S rzl, XFMEH~ERF p T
LR, MR PTARFE a B 20K P, (X) FP(X) WAHRMNRE, HRE MR
ATLATR BB R, SRR GF(p") M GF(p™)"" , HAR EHF—B (%l RiENXFH
BWREIH), Bl THEP (X)) RESE P, (X) RESA—H, FEAIMERFALHE,

3.10.1 B

TEZIX) BHTR2H00. BARELMEAESHN, HEEE — SFKE., 2HRHE, £
TR + X+ X + X+ I EL( X BRBEREFTAYN (BREEHRMU TR EH LAY
., BRAMATERERZ,[(X] BEFERNNOFAFSEHA E£BZ), 20T

GF(2') = Z,[X]{mod X' + X + X  + X + 1),

HAX + X+ X + X+ 1 RXR0, FUEAEELE. BARKJLEENY BELERRAEETE.,
A, ST ged(X +X° + X + X+ 1. X + X + X + X +1) MBASAKUHE., HitEdR
(RP-HBH TR -28) SBEWITER M.

X4 X 4 +X+1 = (X + 10X +X +X +X+1) +{X°+ X + X)

Y +X + X +X+1 = (X + DX+ X +X) +1
BERRBEE], XRFHBMNY + X + X + X +1 M+ X+ X0 + X+ 18 “BRAY
BORL, M58, BERERM, BAX + X +X + X+ 1 ERTRAN, HUBEFRA]
MExH,

MEETLFES, EIHEEBHIEY + X+ X+ X+ 1/ X + X + X + X +1 448
G (AT BRMBKILERAER). I8, E8 48, RITHNSELHEALYK. #EH
BERB AR ELERFRE:; RA#ATHRE2EE, RELASEHM.

l= (X + X+ X +X+1) +(X+1D(X+X +X)
(X + X' +X +X+1)
+{X+D)((XF+X +X +X+1) X+ D (X +X+X +X +1))
L+ X+ 1Y + X + X + X+ D)+ (X+D(XF+ X +X +X+1)
(XWX + X+ X 4+ X+ + (X +D(X+X+X+Xx+1),

1]

It

A,
I = (XX +X + X + X+ 1) + (X + 1)+ X 12X+ X +1),
MEERI + X + X+ X +1, B8
(XX + X+ X + X+ 1) =(mod X + X + X +X+1),
REREFELCRX + X+ X + X+ 1 WREFSETCE, YFEEAXL + X + X + X + | e ¥et,
SRR LA X Hef0, X 5B p BEUSH RAEMN.
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GF (2%)

EEBHER, RITE T Rijndaet, EFH GF(2°) (Z2WHE S &), BHILAHITFHR
X — &4y, RAITHEFAMATAEMA L «x° + X + X + 1 REHIHEL, B XXIER Rijn-
deel KT, HE, EHEMATHYH 8 HBHL, BIIPMER - T8BEATHLUNESR.
AR M B WARER:

X 40 X +5.X + 5, K + 5, X +5,X +5 X+ 0,
R b MOB L, 8 HHRAT b,5,b,6,b,0,0, b, RE—~DFH, FLIOT LA CF(2°) BITERN
FOWHFEY, M, ML +X° + X7 +X +1 R 11001011, i35 5% B X AL 49 7
& XOR 2 H .
(X" + X+ X +X4+1) (X +X +1)
— 11001011 @ 00011001 = 11010010
X + X+ X+ X,

Rk B EBBN, HUYRERAESRE., ZRANTHEEMERRXX +X +X° +X +

| RSN, BT A 9 AR 100011011 E R R BA A X ERXY + X+ X +X +1,

H&Em, BIANTEWT -
(X' +X +X +X+1DD(X) =X+ X + X +X +X

(X +X+ X+ + (X + X+ X +X+1)
=X +X+X+1 (mod X+ X +X +X+1),

Bl REA LB RRED T
11001011 — 110010110 ( B IHHim--4 0)
— 110010110 @ 100013011 (FEX + X' + X + X + 1)
= 010001101,

EEFRER -, E%, RITTUAOTHRERREX.

1. 2B I TE RS — R im—1 0.

2. MBS R0, M.

3. MBHE MR 1, 5100011011 #F7 R,
L RRYMESE N0, RUXSEIZMHNBONT S, FURELERML. X
TRESHN X, SESRRUXY, SR CRHUABZK, SEHFTEKBFRRE. £
EEMAKRE, TLGEMRUELEFXFHBENE T YO, RERSEEHN (Bk)

B3,
Bz, BAITUEBIE GF(2%) iy i i5 s AT A B8 B BuAT . WA (8 T

LA G P 3 Al A R,
R - ERGFEIAR - P A TANEIAXPHFELARERUOMTT, B

mr .

gwE o Z[X]
E¥Wqg < nBAuY P(X)
Z, o ZJ[X] (mod P(X))}

B ¢ MiNEMNR <« BHP PLENHE
WOF(p) BRGF(p") PHEFRE. TREFP -1 1EE, EREELTES
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A, BREEAFRT O mod p ERETRHAKN—F. NEXTLIFH, BE—TMEEE
A g(X) , BB CF(p")" FHE—-TERTLUH(X) WERER. S HEHREWRL
g = 1 BB E R -1 . XEERWEEMEL. HoO" - 1) AFNERLT
B RN EY, Ly =282 -l RERNESTEERNER, EXMHERT,
GF(2") FRMEMIEFTZMRAX) = 1 BR-AMEHEEMA, (8, STPHERBOA,
ERXMER T, BE CF(2) " HERFFRH, BB THASR, B8 T8RP r48,]

ETHR-TEHARBIE ST (discrete log problem ), RIVFES 7 Ehitie, &
SHREAEEY; B, BF (s, RH--NBH L EH CFGY) PHR MY =
(X35, BRER K FEXBHIHE FRBRE.

3.10.2 LFSR 5|

BAERNIRMRAL 2. 11 WhETRBIRY LFSR Bk,
LB H I KT8, thim

X a=2x_+x, {mod2),
R MG ER
x =1,x, =1,x, =0,x, =1
Al
110101111000100Q01101..,
FHMNBRPARAERETR N

X+ X+l
EXHELTRBE2ATAN, HHZ,[X] (mod X* + X +1) B4 16 M TERBE GF(16) |
HEZIMEIART, WWHAL101, BECF16) HHEE1+X+X, S5XHRER
X +X+1.,

X(1+X4+X) =X+ X+ X =X+X +(X+1) =1 +X(mod X* +X +1)
FTA + X HHEMBEFRI1010, BR2 2,7,,0,, BEI + X+ P RUX , ©51 +
X RUXANRK, FESEREX +X +1483,

X(+X+X) =X +X) =X +X(mod X' + X + 1),
EXMEEF0101, Bx,, x,, x,, »,, WHEHSE, &
P +X+X) =2, +5,,X +2,,X + 5, (med X' + X + 1)
(HMERTTRIER) . 2=, = 5,2, = 5,,%,., = 2,,%,, = 5, B, FHFHER, XHH
X1+ X+X)=1+X+X(moed X' +X + 1),
1 +X+X £, B3
X' = 1 (mod X* +X+1),
k=15 RENMMER, TELT ISTHEFNEY, MNWMENEHNLEEZOGREY, F
k<15 X' = I BRXMBRELAFA, XX WESH THA 15 14 CF16) hWIED
TE, B X B Em.
—REARELM . ITHRRN, BENTFER

Xem — Co X, + CiXpoy + 77 + C %

{mod 2)

ndm-1
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i’ -PMBEHXERER, RRTAHEIAL
P(X) = X" + ¢, X" +¢,,X"" + ¢,
BE2AFHN, B Z, X {(mod P(X)) T GF(27) ., MABMBE, BRIFBEOHK
FF, BAAREE L, FRBER X = 1(med P(X)) IR/ NFEH.
FEMRTETiE AR, H2" -1 BEEA, AMNEm (ROF14h) XF GF(27) &6
BAEMETA, 50, YREREHAFE & =2" -1 BEEEMAESH.

311 3 ]

1. (a) REBxMy, {18 172 + 101y = 1,

th) R 17 (mod 101},

2. (a)y B 7d =1 {mod 30},

(b) BUE —HEBRRA m (mod31) , @ m HEHN m" (mod 31) , MTHERE? (4
R BEXEREE N ¥R, S2AREEEAR )

3 (a) CMpR—TRE, BN TMIMRBEE, Hab=0(medp) , ifiE:a =05
hb=90{mod p) ,

(b)Y i£3E: MBa, b, n B, Hnl ab,gedf{a,n) =1, Wnl b,

4. BHp B—1MRE(p=23), RIE: X =1 (modp) #94E—BE x= =1 (modp) ,,
(3877 : BR%GAIME3 (o) HFBRI (v +1)(x~1}) )

5. B x=2(mod7) Hx=3(mod 10) , KEH 70 FEE xREA7

6. —BEANHEBAF, R3AFT, WKV A, WEI AT, MAE2 A, GRS A--
T, MR3IA, B/: BELFEFELA? T ABRAHEREZL? (B5: ATERAEESRR
XA [A )

7. Bp BR—TEH, Wif: FHFEH .0’ = a(modp),

8 (a) &p=7, 3KI19, . XFHFEMae (pte), B a"™ = 1(modp) .

(b) #p=7, B9, RiE: HFHFHW e, H e = a(medp) , (#F: $MER
pia BITRBL.)

(c) Hik: X FHEN a, 5" = a(mod 1729) , M THAEM o, MEEHn HE
a" = a(mod n} , WFK n 4 Carmichael 1, XFBF MWL (561 RB4—H), BEKSE
BEREZH, '

9. WEH aFMn(n>1), Heed(ae,n) =1, HEFKMF e = 1( mod n) WEB/NERK
r¥EX e modn KB (order), id#Er = ord (a) .

(a) IEBH: r = @(n),

(b)Y IEM: MBEm = kB riNEH, WL a" = 1{mod n) .

(¢) Wa =1(modn) ,t =gr+sHOSs <r (XRWHELBEHERE), iEH, o =
I{mod n) ,

(d) ERMrfEX, BEO=ss <r,iE¥: s=0, Bri ¢, iREEEH (b) PHE
WHRMTLIBE: YHME S ord, (a) | 1B, a' = 1{mod n) ,
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(e} UEBH; ord,(a) | ¢(n),

10 XAHIHEFRE, S0y -1 PESSME, MEHAHEBEEST O WELEN -
AT p AR . R0, SRR 7 8601 RFH, F&. 600=2" - 3 - 5°,

(a) BUUEBT . N3 600 SEAE# — TR r <600 ¥R, A FE /1300, 200, 120 Hh 2 —
ReYE r IR (GX 3 ME4 IR 6002, 60073, 600/5),

(b) SAIEM : MR ord , (7) < 600, HF 4 T HEGE R 300, 200, 120 P —,

() FHHRIEBR,

7T =600, 7" = 576, 7' = 423 {mod 601),

htt 4 vrdgy, (7) FEEGFEER 300, 200, 120 9D -2

(d) BAES: 7 &8 601 AR,

(e) --BeWIE, MEpREEK, BHp -1 =¢" .. ¢ REWEEGE, #HB Bk
Hili -1 8 e BEE pARM, (Hitk, mBEFERMBL0I FFE, RINNFEAXIINMITER
KXW g =2, 3,5,6, ..., BEHRFERER.)

I RBATEREHR b, 483" =2 (mod 65537) ,

(a) EZBI2” =1 (mod 65537) , BE2"™ £ 1 (mod 65537) , BULETLAHES 3 4
65537 A FHR, EXH I =1 (mod 65537) X H L2 655361 n, FIRZELEHEUERR, 2048 | &
Bk REEg 4096 BEE. (F7: EEH3 =2FBaE 16 132 FFBRF.)

(b M (a) PHERESH, FEXEHI{EAH 16 FATERERME., AlHX L%k
Kbk, ZWREAT, MR p -1 BRHEMSH, 2 98, B2 T AEBEFREE,
I, XEREEBE MBS TS WAB#E SR BERNET 7.5,

12. (a) #x=083,.. .0, ROFFHBHRAHTEL (I, Y« = 101185, F8, =1,5, =0,
by = 1,0, = 1), @y Mo BEE, #HITWTIIE.

(1) Mk k=1, s, =13

(2) IR b, =1, & r,=sp(modn); MEL, =0, r, =5, ;

(3) s, = ry(mod n) ;

(4) MFB L = w, MHEREEH; WRE <w, Wk =k +1, RSHEWNT (2),
KRR r, =y (mod n) ,

(bY @2, y, n MEERY, HiEH. TR TEEHEHTHE »* (mod n) ,

(1) W& :a = 2,8 = 1,e =y

(2) MR o RAY, ¥ae=as2, FWb=0b,c=c(modn);

3) WReBFHW, a=a-1, HiEb=bc(modn), ¢ =c;

(4) R a =0, WITHE 4,

(5) Wi b,

(HF: Z#MEERS (a) T4M80, HEFHBRE « RFEO _#HH11.)

3. ZE@EEEFMRTEMACENE s, @8 m,...,m,, Bged(m, m) =1
(P9 /) . Wa,, ..o, BEH, WITTFALE.

(1) %J =1,..., kﬂ{i’,iﬁz; = mem,, m,, m,
(2) 3 = 1,--«,kﬁ,iﬁ}';ﬁz,—_'(modm‘.);

3)Wx=a,y,z, + +a,y,2z
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KiE: M TFHAMNi,x=a{modm)
14. (a) R " = 133(mod 143) WA 4 PR . (FE. 143 =11+ 13,)
(b) 3R 2> =77 (mod 143) FIHT AT (A RF W MR B H ged(77,143) % 1.,)

15. B p=3(modd) RER,HIE:x" =-1(mod p) B (7 Bk FH  BREHH
R - 1)72, BREARRISEH.)

16, LR T FERX M mE & s (X PMEME T Rabin), #EETH I AEIHER
P g (BRFp Mg 3IMA REARKM), XA, p, ¢ BALIE. BRIk r=pe 20FF, %8
DEERE-BER m BHEWEH, hitBs=m"(medn) , HEH« RIXH LW, LW
WER -THREVLHENT IE: SEKIBETFnit, A FERNEp, ¢ WM, FEHE
x{med n) WP HM. FHH, EHFEET, AIUBIRILE—TFEFHFR. FHBRWER M
A, EEZE, REALXmWE. YXmAEEIMHEEXZNER «, BEMAIREINSH D
#EATAEHE, WRHMBE-THEXNELR, BALWHHECHERIRAGEE, WRE S
FAR-ATHFEIMGER, BAXWMBFHRKITERABRENRPHTLHE, GBI 158
R R,

(a) AftAXWIEHEARBENNHEABEE ELHNER?

(b) MMARBEFEHET « (MEBEHET »n), ATANMTSEBSAGE m EHHHME?

(c) MBEXFMABLWHMDHAE, ERE, BT LU 2 o B HEE RN &
KA RELLSR, 6 RmMsE n BWEBGRY

17. ZXBRBATHNLBBAEETH ged IR, R a,b,q,r, B3 1 FTRELN—F,

(a) RdRe, bWMAHM, Wik:d | r, , FARHXTEARIERHL |, .,

(b) Rd Ra, MO, FRVENEIUEN: W TFHAW L, 8T 4| r., 3,
dir, BEE—PMERRE.

{¢) FIAHBWNEIEH: WFI1<isk,Hrlr.,

(d)y #Ar, | r,fMr |r,, iEBA:r, | b,r,|a, B, r, a6 ALK,

(e) #MA (b) FgE, B WFHAMNALAEL, HAar. =24, Bk, r, BBAR
EAE 48

18. (a) IKMIEM: Z, (X] FEERNZHHNE - FAHANEARXRLY, X+ 1,7 +X +1,

(b) E8H: FE Z,(X] H, X' + X + | REATAM. (EFx. WREEBTF, M—FHE
—PHREELZR 2 WMAT.)

() W X =X +1, X =X +1, X" =X (mod X' + X +1) ,

(d) IFMH: X = 1{mod X’ + X +1) ,

9. (a) RIEWH. X + 1 EZ,[X) P RAETHH,

(b) RE Z,[X](mod X* + 1) 1 +2X WREATE.

312 £ # A

1. 15 ged (8765, 23485),
2. (a) REB My, F865537x + 3511y = 1,



68 T F b

(b) KRB« FT vy, {EB 65537« + 3511y = 17,

3B 3PRMBRE S NRFE, (B8 RERAHBEIHAE I, HREKXT

4. % 314x = 271 {mod 11111) .,

5. 3R 216x = 66( mod 606) W Fi4A #H .

6. REK«, FHESTHI0I BERHAME, RECH 17, HE#H 20 BERREE, KRBH%
18, Mgk 301 BEmMSHE, KRB 19,

7. #8@n =391 =17-23, fFEH 2" =1 (mod n) , WP/ >0, FZHEEY =1 (mod r) ,

. 8 & n = 84047 - 65497, R x My, i 2 =y (modr) , HE x £+ y{modn) ,
9. iEAY 3 B 65537 BARIRR ., (i A% 10 T E,)

1 2 4
10. i#M =1 5 25
1 14 196

(a) 3R M(mod 101) By,

(bY R p ETH I, MBHE p DEMK?

11. 5k 26055 #IFE $ 34807 W E HAB .

12. & 1522756 (mod 2325781) HYFFi#AE .

13. 3.9 Ars:, R4A8382 LB 83987 HE IR, HRITTEEFER. HHKY
EREHKTEIFREE D



4.1 R

1973 5%, EREHER (NBS) AIEXRMERIFHEMEARER S (NIST) 2H 7T -4
HiER, F¥E--TNFRREZ R VERIRAE., IBM £ 1974 £ H 7 — K k0| LUCIFER,
NBS EXWBZEZRITHERELNEINS, ENEFFRIFTEEMT e, BN
T—THA, RERWAHEMFBIRAE (DES) Bk, 1975 £, NBS A F T DES, RIAT L)
BHAFERTE, FT 1977 €4 ¢ 7 0 BUFBOE MR8

DES I Z#hFFiZER TR S, LLWBfTH, MRHIRTESHREE, BiIeE=E
AL FHEH TN RSA 1518 DES 4, REHEH DES Rk{FE8E, THAEREMES

UR)
A 1975 Ik, B%e DES FHSBMAMFE, —ENANZXITFEAKE, EZHAH
G NSAWIEZ, I, fBIELE - BT —RAGFRRHORE T REHH

S, MXHEREMEHARS . Bt A8 NSA Eeriit, DA% IBM & LUCIFER i A —
SEEIIRE RN, b, RBFUERXI MU —HER—-THE.

1990 4E, Eli Biham 1 Adi Shamir 32 1B 7 215 B 5% 4> %5 55 40 B 35 K % 3% DES, DES ¥ i
H 16 MER; WMASWMEERLERE IS MEFRFERT, LEFRERAEEMNEY
HERMXKE, ILEE, IBM AT T —&iitiriE, ©REEE CMITS 8y THEIEM %
WA praydEs, XECEBRTEATEENWBEL .

DES & THY KB B A Ert, AMELUSH., FE—RGEBHER (R46H),
BEL FHIET DES, Hi, NIST 7 2000 s HFHEHBUCT &, H 2, DES ZRMEMW
RE, BAERBT —RARTHAE, ARFRLEARFHENEBEALRZ —,

DESIRFLATEN, 2B THEXE 4 I R —4H, FMrumEaE 4.
H Horst Feistel i BLEI3K, fi2 & IBM s i LUCIFER B ¥R B 22—, TEE EREiENEE
4 TATELH B2 0 Feistel ik #) | Feistel system) , JEG WM BN, BMITEBHBAEHFE
REEWESRH—THANE, BR2EHERD, TERENSNF. 43P, BRIEHDE
HAMSEEIF R REMI N RRE, 44V RAHT DESHEE, .5 iR TE

U OREE. REBN, FEDFY RGN RE RSN



70 WA EW } . -
M, MBS, £4 6 WHHEMRTERE DES FEBIBRFHHE.
KT FRR TR R R [ Schneier]

4.2 —1ELHY% DES Wik

DES HIEENBI FRIMAFEMYE KR, RAMAL, MUARAHTHRINBH T - EAEIR
£ DES R R, WEX/EE, K F DES, MBRSAFED., A TFHEFENAZL AN
LR RS, BF LUBRIEAT TR A £ 3E R R~ A H R

BRA 12 3R RARN LR MR, XB LEMA6N, MREHKSOR., BHEKAS
B, FERHRE i PURFAAASES K PR — T8 B K EREENEAL_ R_,, 8
Bl LR .

HEMEIRN EERIRRRB AR, ,K) , EWMAGHKR_ M8 AWK, it
—A 6 LRI, S TR R AN R

BB MWL E X

L,=R_ R =L, ®AR,_, .K,),
RIILOFRRE, HEME2 B, ERE4 1,

L, R,

i—d

Bl 41 Feistel 88— W% 5

PUATRBIFM » (I3RFE, EFENEXR LR,

EFRBER? LRI, EAFHEHLUBIRL (F: X/ %#%EH DES
BRIy, EREDES K, RREE), AEFARN—BFNIRE, REFHNEH LR
FIEESFPINRE, MK, ..., KWHFE. FERE—TFTENTIEMRE, BAMRL
Frih, BRI

(L] [R, @ AL, K],
Ml BRI LI L, =R, MR, =L, @ f (R,_,, K,), Hik,
(L] (R, ®DALK)]I={R_][L,_, ®AR, . K)DAL,K,)]
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= [R_]EL.]

wiE AMHEAX -REAET L =R, BFEF (R, ., K) ®f (L, K) FF0. Ef
W, MEQB ARRER, L, FFEE R, L., QasE, RIMTTED, XMEEILR
RESEMAR R L, AW RIZ AL P, A B3 &EBHE L LR, ,

EE, BMERURSMEIRBSME, IR QETHRAA®ES, AR RF S
WK, HELTMBEWFHERTE A&, b @ HR- Mo (RRERF
TERELHMLOHA) .

Fib, WOERRH R OEMIE, KR DA REHBED T LRufE, AR
BICHMBRB TR ENLE 2, BEEEHBMNAT DES WBRK /AT LW,
R — A R R

B--TREGE -TMURE, TEA 6 LS 8 AF, B 4.2 BT RIOFERAR -1

U .
1 2 3 4 5 6
/ / /N\\ \,
1 2 4 3 4 3 5 6

42 FREHE

KERE, BoSMATAE- IR, BEASATES U MBALEE, F5.
F G 011001 3 & %yt &% 01010101,

BREEPEFNMS-&, ROEHTH:
[101 010 001 110 011 100 111 000]

001 100 110 010 DDO 111 101 011

[100 000 110 101 111 001 011 010]

101 G11 000 11t 110 010 001 100
S-ZRIMABENG, BRI HEESAH: oNXE-FH, 1 AXHE T, Hibmw3
MERR -FIM M 000 JARE—F, 001 {REE 5], ..., 11i RERS- -Fj. S-
EME R REEEPE BN 3 HE, F, WS, M A 1010, BEHREREEFS, WE
i7. B=3, HEBE 110,

FHKD O AR, B PMMERFANTEAKAEA KSR NEBREMN S M8k,
W, K=010011001, R4 K, =01100101 (£33 5 5, Bk K a8k, LRSS A
MK FEEERD .

BIERAMPEIERBE S (R._,, K)o WA R_B6 AR, BEYBEEFRETT B S i1,
SRS KFHAFER DS MMNEE, XTERNBI4EREES,, BARESS,, 58— 8
BN 300, BEEIDEM 6 (i, XBES (R ., K), ®RiSTRERHE43,

ZANFFRE, B R, =100110 #1 K, =01100101, #

E{100110) @ K, = 10101010 > 01100101 = 11001111,
HI 4 {ERAR S, B4R AR S, S, M8 15, SEANR000, S, B -1F. BE—
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Eas

ﬁRt‘—h K:)
M43 |m¥S (R, KD

R 100, Hixeesh R ARBUE £ (R,_,, K,) =000100,
BMERNTUER-- P EFAIBPESEEFA, REBALR
L_,R_, = 011100100110
#H K =01100101, ZERAFiTE06 FH R,_, =100110, FHUEF (R,_,, K,) =000100, #
BHL_, =011100 g, 84 R =011000, YT L =R,_,, TREH
LR = 100110011000,

WLGTRIERT —RIEFRWA

4.3 ROBEOIA

4> 95 65 4> BT HS B AE 1990 E 1SS i Biham M1 Shamir 5| AW AFIFBEN, RE#E
BLZ AT IBM Hi NSA ) DES i+ E IO EFE T . EHFENEER R LA
WESCMBET, nEMEEANGE. EERANFRFHNRE, TLESE T
RABA, ATEALBEIHE (R,_) SRIERY, FARANSRER, HABTE
EEFESTHAMEN, HBETHEHIRLNTSAE, XEBHRINEHLES

A2,
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4.3.1 REAEZRBHAR 2 8 ik

RINBAREMATEMETHEA T g Likikdl, HEMTHA ZREFVE R
%, Bk, ¥IsEEEetA LR A LR,

SEREMANT, ROMUAMAHGEAHHIE, B3 -1 F - REA0MERE, BR
AMTREMERENABTELE, WS-&, BHFRHESEH, ANFHEEREHTE
dikkRHEE, FHSHRA LR MEIEL LR, .

Hiks

R, = L, ®f(R,,K,)
L., =R, =L @FR, LK)
R, =L, AR, K} =L DR .K,)) Df(R, K},

BiEAFR -THR, = R, BRHBEE LR, WEB—1i, R =R ®R AL =L &
L, MLR, BLR HLR K “£" (RM THEEHEZFAF). BardHBIERT
LR, GEN RSN, BHERER =R, Af (R, K,)=Ff (R, K,), Bk
fF(R, K;)@F (R, K,) =0

R, =R, @R, =L, DR, ,K,) ®FIR; K,)>
HHBEBRE
R, ® L = (R ,K,) AR ,K,)o
&5, BRMR, =L AR =L, A[{83|
R, ®L) = f(L,K,) ®AL K,
HE, MBERNMETHANRRE LR, XHEMETEHE LRF LR, WAL
RGN ERPR KSIIHERFER.

ARSI S-BOMA, LIRS (L, K,) FfF (LD, K). MBENLFE, §
RV BAGHRKRE, BRAE (L) ©K, XRBEEDS S, Wi, FREs, & L] 778
ME (L) DK, XBERHL

E(L) @ E(L)=E(L ®L)=E(L,),
(- EARELHAYT BRERMZEMCHARER). Bk, TR

1. WS- ARNSER (BE (L) MAid G4 fr);

2. MMM ER (BPR, DL, HAT3 fHE 3 ).

WMAEFRCHES,, WS, HIHAEN. AEENTFINEANETRNZE (XEeN
Mppgle fiz), KEERBLSHRY, AIRF - LBHTHENALRER, X&-8Bit#H
BT, FLUHENTERE—KEP.

Bitdit, HIREBAMBEREFT 10H, TEIFRHEBHRERET 100 WE, RIATLE
frg A%t (1011, 0000), (1010, 0001), (1001, 00I0)}, ..., EfiE— M RRXHE T
1011, IFERBMHRR. RIMOZHM (1010, 0001) # (0001, 1010) FAEHNHERSBE
100, Hlan, 1010 HEER S, WE 7. F=5, £ 110; #—45, 0001 EEHEEHRS
—47. #E_F], TR 010, FHitkh FeRE 110 @ 010 =100,
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EEL, L, Bid, B L, =101110 f L] =000010, B, £ (L,) =10111110 FI
E ( 17) =00000010, XEAH S £1011 @K M0000 D K;, XHE KRBT K, 4 r,
BRRAIE S S, (%R SRR 100, B2 (1011 D K;, 0000 @ K;) —E LR A&
RIS RSP —xb 8, B) (1010, 0001) /1 (0001, 1010), X EWKF K =0001 8 1010,
MREH I PARER, MEBEARKHFH RS —, AM#E KN4 s, %
i, RS, TUERKWERM, RERMNEETIMK TR 1, BE —HNHE
AfELE S AR ETREYE, HBEW -H SRR GBS EA HEIRMES R, SRy
M, t
M EMBUAEWT CATRURRME, ROHE -4 s-2k#iR, RREMTHLE
HAMS-&) .
. ZHRHMARH XOR=E (L)) MBHARXOR =R, DL, A%,
2. X (E (L) BK,, E(L}) ©K,) EXIPLP,
3. #EM KRG ATREHE
4. EREABRERRAE —MAT8EM K, .
H . MR
L R, =000111011011
ULAFE A E S K =001001101 I T =4, BRBIIEFRGESY K, TEBI (F. HY
EW LRI, IOFHANEBAFEH K, =010011010)
LR, = 000011100101,

Ry bR
LTR] = 101110011011
(¥R, =R} ), W4
Ly R, = 100100011000,
A4 E (L,) =00000011 M E (L) =10101000, #HAF S, HRELET 1010, AT S, H
FEFT 01, S-ZEFHHFRER, DL, =111101 @ 101001 =010100, FEM S, K4 H 5
B 010, M S, M H B R 100,
N—ﬂﬁ(mﬂﬁmn,Umhlmﬂ.&ﬁiﬁﬁﬁﬁ%$0w,m$ﬁﬁﬁ%%—
THOIFTRER E (L) @ K, =0000 ® K, 972 4 i1, FFLL K, R8T 4 f27E 1001, 0011} Zth,
M—#HE (1100, OI11), (0111, 1100), S, ~HHERRETF 100, HFTXHAKPRE -4
BB ARER E (L) DK, =0011 ® K, Mf 461, & K,B8S 4 &7 |11, o100] =5,
BREER FPASE (FARENNS, BRERENTHE K, &
LR, = 010111011011 1 L} R} = 101110011011,
ERB A, KMBT4 G4 {0011, 1000} 2o, K854 627 10100, 1011} =+,
HERREATTHT, RATAI LIS W K B8 4 B8 0011, TS 4 i £ 0100, H M K =00
001101 (M KE 4 (U F G IEIR K, ) .
ﬂ?%ﬁ%ﬁﬂ%ﬁK%%SET,m%ﬁmK=mwmm.EM%h&%
COLOTIION0I0, EAR LR, R K =001001101 W A4 EHM B X, B BHLK =
001001101 , |



gax BEMFHRAE TS

4.3.2 RAMERHROYN T EG L

BERINE2BITEANBBHRMNEE, MEHESRFHIINWERER A NI LE,
RIMEEREFESH. RIMDARTLUMBHRE 0TI, BT BINRETEESME
g AR,

S, BERF—TFA, MBEMEHI6TREZFT 00 B A, Al EBHEPHR 12 35 H
SBRET O, MM, FHskik, MERTE—-LERBEFER, RIAXFHF RS
. ALK 2/ NE, BRXMRESIREFHIRES KT,

S, K2 S, BRBHIP2E, HBFAEUMGEE. A6 TRRFTI00MBHWAF, F
8 a4 i RELS T 010,

BEREA B BRTFWMGH R MR, LI R =R & R, =001100, B &N
E (001100) =00111100, [H kL S, MBI AR 0011, S, % ARER 1100, S, M Rak
fHR 011 MATREHEA 12716, T S, MM B EE R 010 ¥FTREHESR 8/16. RIBFE 1 S-E W
HERZAMIA, ATHAELE SRS L RS 01010 HETAEER (12/16)(8/16) =3/8,
ATV RREAPREI M AEPES S, WIHrERATREEERH KRR, {E3/8
VA v B A R A B A & A T

MAERINMEEF LML, HH L, =L, @ L =011010, BAEEMEFED, S Ea95 HW
LRHEBFA R, BiXS-Ar&HL RER 011010, 24 R =011010 B L) = 000000, B T
Ry =R, ®R], AR, =R,

B EET, ARAMBEREENE, FREET LIR, =011010001100, A KLHH 3/8
B AT 8Bt & L) R = 001100000000,

BETRTEFREFANER . 22 LA E % E NS 3% T 011010001100 K% A%,
HEEBEWS LR, F1 L R, . 8% L\R! =001100000000, H L} =001100 fIC S8E W4, &
R\ Ms by, XN —ETRREMEH K. % LR =001100000000 B, &7 REA
HEERKAME IR L, FHMFIRGAE LN - LEEGRETEH, Bap) 58 #FE, 5
RGO BEENEY, BEYSEB4ARTERCHMEHNZHMENLR, FFUERKME
HEKRATBENRPHLEECFEHUROEERS.

ENLE—-IHT, BEBRMNAEXGTHREONELKEFREE, S 100 VS A LR
Ly Ry = L,R, ® 011010001100, SLAB AN FHAMMERT X, RNEZBBEE o 5H

R KWR 4 e ffs 4 6,
R 4 fir R B 4 fif ik 3
0000 12 1000 33
0001 7 1001 40
0010 8 1010 35
0011 15 011 35
0100 4 1100 59
0101 3 1101 32
0110 4 1110 28
0111 6 111i 39
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5 4 i ikl Ja 4 fiz GRS
0000 14 1000 8
0001 6 1001 16
0010 42 1010 8
0011 10 1011 18
4100 27 1160 8
0101 10 1101 23
0110 8 1110 6

0111 11 111} 17

s, ABAIRE K, =11000010, H I, 4 K £ 10 110000,

HRERAWN L, RAGTEALERX, BRI L F B 000000000000, A K =
101110000 fn % 100011001011, F X = 100110000 A1 5 001011011010, & 5 Ff I =5 i
2% fin 5 000000000000 4T 100011001011, HHE M HHARAE®RK, B ERNEH
A BE R K =101110000,

WA REXETE, TG IR B9 EERNBEIMER. RAECLE &
O, AT Rkl IE AT R A W RER T, R, AR RIS RETH
B, BEEMALERI DES &, MA M EMNBERRLTRERFENEHREERS
%, LEMEFRRHALESEN. 1550587, DES #H 16 £/, RHE M HFE
RS R RMETR, FLERE 16 320 E AN BB B i e aid,

W DESE A S — M H B W i EM S 4 ik ( Liner cryptanalysis), & f Mitsuru
Matsui [ Matsui] @A, EHNEEEXLE -1 DES B AMRNLH BEBELE, R
FPHFRBEFHERERT S, EAAFTE M - X RERIFEH., BEEL
DES iRt EH AR BRUEFTHIITE. HEMFHANER [Matsui] ,

4.4 DES

—HHEh 64 HAR, HHES6 L, HERA 64 MM FHERMN, B8 iz, %816
60, W24 fu, ... BHBL, IENEHRAITHE S — A PHBE— PR, XRALT
BRI EHE, mERMES R 64 HAEX.

DES B fnfE 4.4 iz, MM 64 LB m FR, XEHE=4,

L m BB EESMETREEREFEFEBN m, =/P (n), Bk m,=L,R,, X8
Lo m BYRY 32 i, R B m, )5 32 i,

2. X I=sisle, PFTHTFH#R1E:

L =R,
R =L _ ®DFR_.K),
KERAEBTHEAKE -1 48 {iFH, FRER, SEELHT.
3. EARBBARL,, RERTUVHTRNETE, BRHEXL =P (RL,).



$4% HEMEHEAE T

F4.4 DESHiE

mELARShELIER2MAR, REEREHK, ..., KMEHEFME, REHEE
H4 2 VR EARMRPHEERMARMN, TEDESBEB=LPHEARZTHREY, RN
HARDFAFTELZHR, REEA 2 R EHEE BRI RRATEN.

MR RET— %,

THy AR REENARRATE, OQFPFRAFRENEVERY, BHBITWERNT
AER(E T7E 20 4 70 RS PREHMETT, BEHA m HE SR EM m, B 1 i, m
HI 50 f2E R m MIBE 2 i, %%
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MmRmE
58. 50 42 34 26 I8 10 2 60 52 44 36 28 20
62 54 46 38 30 22 14 6 64 56 48 40 32 24
57 49 41 33 25 17 9 1 539 31 43 35 27 19
61 53 45 37 29 21 13 5 63 55 47 39 3t 23

16
1
15

e TS T . R -

B S AR, K) MW 4.5 Fim, AMFILEFHFTHE:

S
e

L ER,,)

! fR LKD) ’J

Bl4.5 DESHIBES(R,_,. K)

1. Bk, MRETRTREE (R),

rRERE
32 1 2 3 4 5 4 5 6 7 8 9

8 9 10 11 12 13 12 13 14 15 16 17
16 17 18 19 20 21 20 21 22 23 24 25
24 25 26 27 28 29 28 29 30 31 32 i




Fa%F HEMEHRAE 79

KEWEE (R) W91 (R RME 324y, %%, Ww&E (R) H48 i,

2 HEE (R) ®K, £448 {1, B B,B,... B, XBEE - BAH6 fi.

3. B8 A S, WIS, ..., S, EF--RHAN, BRES WRA, T B, =bb,
by bib S S-BITT, bbb b R S-GMIFI-. Bk, M B, =001001, HE O, ¥
RALB AT (00 BRE—F5), BEFO00, FRFBLF (0100 fE HH 4; B
FiBCE0 &%, BERMHAEFR), 5 APERMBNERY, B0 HHMN3, HKi
AR S, WL 0011, B iR, AR 4 S €, €, ... Ch,

4. FEC,Cph.. C, RET EAGTRE.

16 7 20 21 29 12 28 17 1 15 23 26 5 18 31 190
2 8 24 14 32 27 3 9 19 13 30 6 22 11 4 25

BR, ZMMTFHEHRES (R, ).
RiE, RITFAEHEBR K, .. K. ER -THHREAG6 LMK,
1. EEEFEA, HRMETHROMT R,

EHRHmE
57 49 41 33 25 17 9 1 58 50 42 34 26 18

10 2 59 51 43 35 27 19 11 3 60 52 44 36
63 55 47 39 31 23 t3 7 62 54 46 38 30 22
4 6 61 53 45 37 290 21 13 5 28 20 12 4

FHEERILH CD, KB CH D &EAT 28 i,
2. Misi=l6, £ C =L§ (C_,) MDD =L5 (D, ), RBILSFHFREFREBBA—
P E

SREFREACBIINSY
HHE¥E 1 2 3 4 5 6 7 8% 9 10 11 12 13 14 15 16
t 7 4 172 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1

3. AS6 iFER CDHPIRTRIERAS i, WHRK,

14 t7 1t 24 1 5 3 28 15 6 21 10
23 19 12 4 26 & 16 7 27 20 13 2
41 52 31 37 47 55 30 40 51t 45 33 48
44 49 39 356 34 53 46 42 50 36 29 32

WRUHE, EHNG -6 RM 16 Ry 14 4 .

HH AR, EFNEBESS, FXTNE RN ZEKBRTUX RS
G, "B E (R) WHHTHRNAELLHRERFELE RVNIHERAMNELRR SWE
B, REFARAEEHINEL. SEEFENEOHRET XM, ENRRIT-EH
MRL, E2 20 b4 00 LR, IBM A4 FHAEHE (SEHINE N ([ Coppersmithl] ),



B0 WA FEMEMb

S-&
S-box 1
14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 2
4 1 14 B 13 6 2 Pl 15 12 9 7 3 10 3 0
15 12 R 2 4 9 1 7 5 11 3 14 10 0 6 13
S-box 2
15 1 8 14 6 i1 3 4 9 7 2 13 12 0 5 10
3 13 4 7 15 2 8 14 i2 0 1 10 6 o 11 3
0 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15
13 8 ¢ 1 3 15 4 2 11 6 7 12 0 5 14 9
S-box 3
10 0 9 14 6 3 15 5 1 13 12 7 1 4 2 R
13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 I
13 6 4 9 8 15 3 0 11 1 2 12 5 10 14 7
| 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12
S-hox 4
7 13 14 3 0 6 9 10 ] 2 8 5 11 12 4 15
13 8 1 5 6 15 0 3 4 7 2 12 1 10 14 9
10 6 9 0 12 11 7 13 15 i 3 14 5 2 8 4
3 15 0 6 10 1 i3 8 9 4 5 11 12 7 2 14
S-box 5
2 12 4 1 7 10 11 6 8 5 3 15 13 0 14 9
14 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6
4 2 1 i1 10 13 7 B 15 9 12 5 6 3 0 14
11 g 12 7 1 14 2 13 6 15 0 9 10 4 5 3
S-box 6
12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11
10 15 4 2 7 12 9 5 6 1 13 14 0 11 3 R
9 i4 15 5 2 B 12 3 7 0 4 10 1 13 11 6
4 3 2 12 9 5 15 10 11 14 1 7 6 0 8 13
S-box 7
4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1
13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6
1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
6 11 13 3 1 4 10 7 9 5 0 15 ¥4 2 3 12
S-box 8
13 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7
1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
7 i1 4 1 9 12 14 2 0 6 10 13 15 3 5 8
2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11




$44 HERTHE B

1. G—1 S-BEE 6 IHAA Y. € 19745, FRIFITAE-BEHF FHRRK—
ARSFINEE .

2. S-ANBE T ERITHANLRE R (RIETHEREREL ).
S-EME—1TEHE 0 ~15 WA HF.

WA — 1 S-EMFKEAT L AFE, RAZBREBEELESR 2 UARH.
MEE I — 4 S-BAMNHKBAFEALAE, BEFEMLMER, Bofml—EERRE.
BET R WMANERE, Mg, (tFEHGEMWRE, XERBRHEELH S
A, RBR, IRNTELELHSED SRR .

7. HEr#E (6) XK, B FHRI A S-&.

7 20 42 70 R H, H—&HAITEMEEY S-GFTE LA sEE, 34E, B
A A TEEMRE R E,

DES R —1#

RN DES AN BB IRBE R NE NS .. HEEH KR K 3REE £, (E, (P))
MEFEASC P, XM INE M

EREH PR TREFEN G (Meet-in-the-middle) 7E 8. 4%‘*]&%‘1‘]’1@ XEHE
EFH, MRARRFEEFRBVAE, RENEILFAGeERAH AFANGRP. mE, NR—
MREMFEEHSERTFE—-MEEFHHIE, BLEIREMNERRASRIAOR 2B,

MAh, MENEMESEFE—NE, W2XP (2—) NEEHERMEOHESR
(MHE 8. 10) HELMELME, B, mMBEXE DES R MiEd, MOLAEAS LA
MR KR AAR 2P R REFRRENT 2 HHA T %,

FEHED (H2.2%) MRSA (Fo&), AMITEHKEKMEKRNDNENEERTH
FTENEFEHKGEME, L% DES hRXAM? Bf, BF I HHKLHRE, =E . E, 57
XPMMBEEERD P SHOERX “DES B— MW" XHER (RBREFHICHEFTRR
“DES FERRELZH T REHMAG?”),

FEMAE, TUIER DES RE- M #, XEMREIEH. FRANAZFRL [ Campbell-
Wiener] , IR E,RRELHWHOHAMMEY, £, RRLWH | ERNNVER, XEFHEERF
BEPERESRG (R%IJS), MHA, D Coppersmith RIME R XEBHLF £,0F,, &
HARA2PRER GRS ERMNBEX. WEFHNUT (HBEXP)

EE(P),EE(EE(P)).EE(EE(EE(P))), .., (EE)"(P)=P
n BIR (EE)" (P)=PHENMERR, HABHKE n.

SR MR m RBEMHAEPEH (EE)" (P)=PHB/IEBY, n RE-EHRKE
(HRXE-- P,FH (EE)" (Py)=P), A m B LLE n BER,

ES: BBl ARH, RRANEEER ¢, mong+r, O<r<n, HH (£E)°
(P,y=P,, A (EE)'ME ¢iX, BTH POMERXE. B,

o

Pu = (ElEn)m(Pn) = (EIE")'(EIEU)"G(PQ) = (E1En)r(P0)
HTrBEE (£E)" (P)=P,ARB/PEBE, O<r<n, ~FFr=0, XBEHEE m =nq,
XEEm B LY B, IEEe, i

REBR DES ERPEHTRHAMN, WMo R eEEH KH EE =E,, #K, E,



82 FTHFHEM

E!, ... WAl %A DES &4, i FNRE 2 FHalfemdred, sy, j, 0<i<j=2",
—EHE =E (BRMRA2C +1 A ARRMEEE . B i KWEE: £/ =D.E] =DE,
CHTEFTHERNER, AN0<j-i<2®, 56 SHRASRENR/NFER m» hifE m<2®,

Coppersmith FIF 33 M X P A THHAFKE, H3IH, m RXBHEHFEEMER, B
e, m K TESFRXEHERENSEDAFR, TREEH L2 107, AR DES A%
ERTESMAR, TIiEMA m<s2", B DES €A EZH FRFAHMANK.

45 BIFER

DES BHMEBREEM— TFH, R DOES H B R 6446, BEMERT —HF
. XEERAGSTEFS AAFAMRENT, FRAE FHERITARESR,

4.5.1 HBFHEEER (ECB)

HASHEBREARNAIRKESE KB HFBNVAELGKGU, ME—aHRNE
WEE, () S23mE. SHELFRBRRMKNETERR (ECB) REFL. BXPRERIED
h-GWGEH P = [P, Py, ..., P ], BIMHEXR

Cc=fC.,C,...,C]
K C =K, (P,) RUXPHMES K MEHER,

ECB S ERXBEBMB A EVNXREVFELTEBSENART, HRGHBF KB
— B VI8 22 32 oW S0 BT g 2 (6] Al S BT L AN SR B SERR O SRR IR AR T - - o ot R )y B 3 B 4 i
R, T LA R FENA, AmFH AT NRSEENEE. BPEALESEL
ITHEFA K RFRAEBHETEBRA LMW XER, MMM (MRARIE) £
BREER .

ATHEHFTHEEREASEENBEHRY, XTRERER/EL~ET. E-
mail B H BHAE T, W82 A e-mail o]RER W T 78K :

Date: Tue,29 Feb 2000 13:44:38 - 0500 {EST)

BEXHS M ERKMERAITIE “Date;: Tu”. MWBPRERIAXEFLEFTHAEEY -,
A LHEEMHER, KB XRESEEY KRB e-mail, RHERMF L)
i, PEAEEILEBHNFELHGE &, HEARAFGRWAE. FAE XK O
FHEINE, BREEASFEPEEENAR.

ECB B — T RIELAXZIRENRXERABMESE RN S RE, HEEEH
BiE BREERS, HEMRBYE FERLARZSE - THRERMEGEE, e olE S AR
i BTN (s

4.5.2 WHEIHBEE (CBC)

B ECBMAFEMBIEN —F kR AR, SRR M BH, —RoHm



FA4F HEpEHE 8

mERE T HAE S HOME . RiEHik, MEdHEE:
Cj = EK(P,-(@CJ_])
I % o B
Po=D,(C) ®C,,
CREMEENBE, D, () EMERK.
ML EI L, 7 CBC #RA s, BICHET— AT X R )G, 8% _ERETNE,

4. 61#£ T CBC,
s 7]

: ]
:

4.6 FHSHGEERA

4.5.3 MRk (CFB)

CBC #iNM MR — B, EH s - RETR/ FHEUTHECSATE — S48
R, WUESBEME CHN IR, XNEBREEENEXE, CBC f1 ECB F i
BERS TSR, BN FHHRESERIRZA, ME (HBF) BRAEF
W .

BB R M RRESER, ~HSEE (M—1FF) FIFESHLHM
RIESADEBEARME, EXERGHBIESPRXEEEETHN, E—-THF.

W 8 fi—M. P= [P, P, ...], BRE—4 PHESH, MAME ECB
Fl CBC WG B 64 fif, MMBELBUWT, wEWMEN 6 X, xfj=1, 2,3, ..., #i7
L Eve: Y

C, = P, @ L(E(X))
X,‘u = Rse(X;-) 1 Cfo
L (X) #RXBEANBR, R, (X) FRXBAANSON, X | YRR Y REXEHE
R B FERR
BERMTFEE:
P.=C®L(E(X))
X, =R (X)|C,

ERNRBAT S CFBHE, Bk, H— T WHH 64 fEMSHE X, Rr, K64 i

Egnfs, HBRE (X)) BEANSURBS MM P BRC,, AEHCHXERWHS. &
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PyTAEZAT, 64 ALAEMER X, B N BRA R 56 i, W8I C MELAABR X, =R,
(X)) €. REEFRAHENIEME P, HRAXLNAEX,. P, BNER C,f5, 64 fiEHF
B BOE B
Xy = L (X3 || €, = Lp(X)) |1 C || €y

—HEIHBRER, BEKA 64 MM X, BEME, X, =C, | C || || Co C BKEE
AEMSE, ~BEEWX,=C,| Coll il Crao

H& CFB MEH XM FREMF K — M LFSR, #8 K M X A¥rd 2
#H, BEASUXRMEREX. X5 ECB # CBC REFARAMELR, TIINS S
& DES #73C.

LAY, CFBRMBHAN, BEAETUNE X HBNSERDmETk, Bigs
BRERBTEXNC, €., ..., C, ..., B CEEHIHBEFR, XHBRFEDT

Ciy Gy vvvo MFC, MATAHBMER, BEC, RTBHBEAERY P, W, BE,
BEXANEXAR, BUEERTAERNX,, HX, RE, MBRXE (%, %, %, %,
ok, x ), HRA K = (o, w,w w0 w8, O, BIEEWHKD T ERN C,HME
H, HEPERSREN PRE. NERLH, BEESEEEBRT 3= (x, 5, «, *,
#,%,0,,0,), REZEELIR, BABITHENP,, P,, ..., PIRA, S@WEE}

B, MENSHC2BAT X, S4B AN, X, = (C,, C,, -, €). BT —,
RN X R EREE, HE X REEEHSAS RS,

4.6 {EME DES

DES 7 20 42 85 20 £ — B A BREHENMEREH, EFHih L EE00E —wa
¥ FENAMERPEAAY NSA BB TREBRAFNELAE, AJERT ARHY
o JE) R A F 4% NSA W SRR R B R OB 1 FIR T, B4R DES 8B AR M ABTE (B3
SE 10 FREARNBERLEXHAETH), BECRRE THENREE I RHES,
i B A A B AR Y, IS B R A

WX, DES DAFHRBMB T “BE", £ VRIIEITE 7K B DES HH 5 MHE
Jr, HEBEBTEELEN DESHIKEF LSS,

1975 SELIRT, —EA AFEE DES M Bih#E, ¥Ry E A4S DES S48 K &
ARG, FHRS6 UHFHR LALLM, FEL L, NBS 27 DES /L4 A )5, Whitfield F1 Martin
Hellman #%& 7 — 8% “NBS MBS RIEREBAH" ML, BB 2
FHET (1977 FHETHRE) BILHREE KL —F K%L MR DES, X fHEE N
BRRREITRARBEDES 8, £F% - ARISEHEIEHR.

P 1987 F DES MEARZ P I HSHE. XY, NBSRREESTHENF—
PR RIS BT SIE S MRS B T — & W, $ % DES f0i338F i, NSA i
DES # & #iiE, 7246, NBS {24 DES EFHBHMBEMNEE, RYHNHEAEHS,
B EEER DES, RF—%F NSA FiditMEERES, BEENBN THTE TS NSA &



B eaE ZEMTHAE O

M, XTUEFRATEERNFTERPE. XTENEERBRS, B4EBETILAE
EREENFESHARREPAAMNZBAANRY. BE, EFHR LT DES ENHFHE, H
itidBEh, AMELARS DES FHEE A,

SAELLIG, NBS EH @A N NIST, T— P HEFEXNIKRT. REE 1987 FRB AR
CREBUET, WA EFREARRETHE, HNIST FE 1992 Fio R EFHBIAT DESHE,

1993 4£, T {E7E Bell-Northern W3R B W 35 it Michael. Wiener $& i FF 11 T — R &,
T A T — R S B AR T S SO Ik DES, fhiwxfBERERC 2 SFAERF kS
RIFFREAR, 1996 £, BMTHENFREBH DESRY 3 M A EMIEMENH., S—F LR
E—PEHERXRBHRAOVE LE>H0E, EHESRENET, REOLE THE. B
FEERHEENNERELM (U0 Michael. Wiener i 48) X4k i% DES, —M¥iE, =M
WEKE, HRAHGWERDE, TLUHARERRRRP T, 5 -MITENTFERERATREE
HWER, AT -,

TERTR 3 Mk, BAETMEIE DES WA DES s mkiTar 2 &,
DES RiAXRIFHNESE, WHEHAHER, FEANTRSTHTHRCERN, XXAFH
REERFEH#HITERHE,

AamatErEksF DES Bk BT AR R, HFHIRAME Internet ¥R, 1997 F
RSAMIBLELAFAMAT - KAFKEEMNTES, FREVHHER DES MERFE, #EE®
TEMEEAREHMB I FELHREES, (VLA 197 EDES HEJIER 5 M HAJS, Rocke
Verser R TIEHA DES 4, X—HMRBEF TN HHE L7 LRI I § DES,
Rocke Verser ¥ B i MR £ A 7E Internet T LA EHE L, REIEITHRHKIF DES #i5,
FEAREEGEABRMIIMNIE, BT Verser IFEF, Verser A S HHREH 60% 3|
0B HITANNFAEE, FELAXNKREBTEY, FHNRL R MA R Michael Sanders, X
ARZHT DES HHTR M 25% RIS BER T TH4. DES B ME BTN “BHHMNBE
HHEHAERES2T",

ERETEMN—FE, RSRAREBEEL2EASHANATH /G DES B ¥, XKIEHAK DES
FHAAAHFTEEREIR, MAHBHES/EN “HBENFETHEEHREN". EL&FH
T39XK, KRET SRABNEHSHE, RYpRBTES. F-BHENKBEN
RTHUR -—EEZHEHSME, BPTHERER, XRA, —FRER LA FH S EBS
P TARBIEAI B,

1998 SF W, M TLiESES (EFF) #3—1TTHUMDESRERF, EHEHRE
H —FskfEREH, REBDESHENH S, DESEERFIENBR I ETMENE
M., R RREFHREEIEDES HEF, ZHEBEXR, BRENESRIR M
REEHATEAENUE, ARTSRFENTS, NETRERS, EELFXREHAEIY
%%, MWEBRMA 2. EFF DA R M ROEHE, EMEEHTHTREEXFWHER
RIS . NRERTAAE 20 HFET,

RERMNE PLHMHR—T EFF MAFREFHXHERLGH, XTEFFRBRERFAKR
BT RMNEZHEL, B [Gilmore],

EFF DES @@ T3 AEEHSHR: PATENL, SEMCHBERSH . HEH
HSEABIERE--E, REHRES-MEARIE, XBMERT, S FAEGEE




86 & F B

T ENASHVGBLEBLEREE, H5H, HAILRFERRBREEH. EXFEAT,
MAARMMET KEXRANES, BIURFATREMNBEESR, ASKEFLE SR
FEMTHRASTH, SAXLAENEAETREEAIFAMMNEA.

DES R FHEM 7 128 1 (16 F%) MBI, BB L oM 64 fiky4r4H. EFF
DES BERFPIPMEILAH 24 M ESCHER, B—PMEIRETESHFHNTE, MW
(THHERA—THHMBEDN 6 NEH, REREANEI T FHNERE- -1 64 {14
H, WRXT "HEN BEXEEXEREN, N2BERATHRTE Mo, FREXS
CREIRRY” BRXETUERAENY, MAATHENEXSEEELN, RRBEATHSERF
BECRMMFAATTERERAN. IRSFE T UFEXTHERETE, BRENE L
FHABRBHEENL, BABERTEEESHM, BER—TMHOFH, FEREMNFL
¥, EHETSESTCALBERSME,

EFF /pELEEREX "AE X" (interesting) B E AR WRMATRIZH CHE
KEEAHEE, MEMNREAFE. BRFENBRANSARMN., BYEEREMNSEETE,
it f71 0B B 1 F WAT R — 1 8 (LB FERF . KR —1 8 AT HFA 256 MaTEEROHK(E , VK 69
TFARAEXRN (REMAEFE, H7F. =687 -SHE4588),. YF—- PRk AE
XEFH, ENZEFEX9MTFHZ—, BHAEXHERR 69256, T 174, 3F@
ERFFWZHEEBEMEMIA, TE-M3FTEFIHAEAELHBHER 174" =1/65536,
XENGEERAEESEM 1/65536, i HRETEERMEH.

REABEAE, BWAENEERCENHEIE RS ENERED, HTH -SRI T
PIREEGWTER, FEFRE -8 ¥, X1 HOLBRYE, SERE5FR
FEXY., RERIHRMr a6y, MO TLUBE: XA 174° = 1/765536" & 408 A 29T i
REH. XARBP TRARTERMMFHASHRINEE.

B RG 24 MERRLHRN, SIMEREANAHTEHEERRHESASE.,
— 1~ 40MHz B R EIER KA R EAREEZSTNESRSME. ITHE -SRI ETELH
BB R, EFF P —REBER EFEH 4 MER, SMRELEA RHRBKIE, BE
AR RAEEDARYREABHN I ABRRE.,

AL AR DES ERFRKHAH 1500 Mt EHk, B DES FHHT KA 45 K,
DES @ H R F U DES R R AR BHFAEA, BAEES - ENEF7EE B 40MH,,
RMAEMAEFE KR T, FoEA SRR AEEETHE, RS RTLSTEIEE®R
HEPEMET.

FEERARAMER, AMIBANMBINTEFRDES B, AWM ETEH FE AR H
— M DESWE L. B—-MHHAXEBIRMADES, kAT MBSO NE,
N=ZE DES, B_FAHEEIR—-FEOEE, THSs HEFEHREE.

BERMB-TZEDESHEHTER, HEAFLEREFHARENER, BARNE
HmME AR E X, WEME (Double DES) RHE KB FFHAMEBHC, REH
EHAANFEEAME XK. AF DES FAREH— T8 (L4471, AfATESHMNE
DES REZAIEREH MR, XHEEASRAME 2 P EAHE. YRXHFEH. Mekle
M Hellman EUERS @ N L LA 7 UEHASRNET LM, RN DEEEKE
(B 49y WHASEM 2" WM OB 27,



$4% MEMEHE O

Ry E DES H ML, @NEMKWE=5. DES, HHECREAMFTF 112 u#H
FMmMERNNESTE, TOAFRMFRKEELR =6 DES, —MEREHFEI THFHK,, K,
K.HWIiT E, (Ey, (Epo (m})), B--FERERTEH K MK T E, (D (Ey
(m))), B K =K&, XM N DES, HEAFEN, AFEFEMA D& L,; #FH
DB ERAEH AN MEEME., FHAPMRAERK =E DES #EEHUE & @48 6 &
(BN 6) . BhA LM I NEFHE AL E ( [ Merkie-Hellman] #i { van Oorschot
Wiener]), HFEMER X KPRAESTMUBETARAT, XFWCNE -LTEMHEA,

BA—F e DES B9 3l Rivest 12, WMH I MHFEHAK, K, K,HWT KD E,
(K,@®m), #BAFR, @5 KRR, MEFAKNADES, BEHERS KRR, X
iy %ok DESX, B2 HMS% 4. B [Kilian-Rogaway |,

Bah, EMBFBREBEFRFRRERT QR L. £ 1998 4 NIST #14 T 15 4 #i&m
FHEE, AEBDESEXNFEMBSRME, XMEAFHARMBRMERRE (AES). &
2000 4F, H 9 — Rijndael Bk {E AES, T2 E#ITHR,

4.7 OSWE=E

LERBRITEINHBADLSH, HTBEIRERBANDSESBR FX AP HERE
H, BEHNSHEHETRELS P EMAEEN, 833068 AR HITHEMANK
P 0438 BN E R AT EUE — MR, (A FER RER TEZA
NHERT &, SRETLENT BICEARGRBRRRERSE O SZRITE#TME.

4 Ff (z) BHBBRKRE (one-way function), RHMEHITE S (z), HEBHERF y=f (»)
P x, D4 x WLER F (x) B, EEAFPE—B. HSHAPEFONHE, 8AO0%
HRENTRSf (») HBESEXTHPHIERES f (») HE, BRI TOSXHAMAREHRN
EEMHPSF () BE, A TEFHHAKST, ARETERE«, ZEBRMHETEN,

EFERLEP, MEOSEFEELICFTH, B, RN EM AR LIS
XA RiFRES (x) B, WAFRAPWFHIFRARIESRFANTE (RINREE
BEEl) BMATLBARS («) B, ADSXHSXHEFERE, HE¥T LS LME
a4,

EAE NS XFERLFFE LA L XF P RIRE (dictionary attack) , BINRASHFTE
AHTFHREN (RS TEATREARE, B, FFEHMNEFREL2BR A,

BHB—THHEGEE, F () RERMEFBELET, XREETLHEDIM, &AW,
MMERf (x) BITHEEETLIBREFRAEGOES, BORES () HEEBAZSHRE
SHEME, MR f () BIHETEERFEFRAITENL L 110 8, B 0FE—1RE
WHEI EERSERSASEBREZNARNE, ZTEREBRASAT2HEE.

FELIEF S iy B —Fh O R AT R0 salt, B0 045 AHE K 12 iy il X
12 PR S (x), ERFEBEDSES, R EFEGET A5 SR 12 47 salt {1,
TP AN o0, THEHAERCHSITRERAA W et i, REFHZHESf (2), #
R SEMEXH PO BT R,



88 FEF®|L

L salt (I HFRPHRARAS S (o) Pit, BINFER 27 =4096 ALY
salt (SH 7, XMHY KMEETZEER, MTHBRAGTEE#H TFRFFEARAEN S ()
B, XATLMAERE/L MR TS, Healt i, MERSHOERBEY R, B
5 iR BT 6k 4096 %,

salt (A9 F 2 B AR M L6 X ZB{EMA 020 . MM, & FIF LR T %&
N4TREL, RARELEAGFRBIOS, sai HEIHBER FTEHERM, sah B EFHE
A TAQLHNERE (BRIEXLFHARSERN DES HH), MBPERE LN
FNSHBRO S, MENT WA E A salt 8, H2R T —kFhNE, Win, @8
We— i sat {6, MBEMBHIDSFEXSFHS, BLaRLEK, FERBEYFETEEL
A4HITHFREER,

L Unix D4 MNP, AR RERTE DES ER FH, D508 MESBRER
BT A7 ASCHH RS (WL2.87%5), XS6{YMAT DESHEH, MBRAS L FIAHS, HOK
F, BRIS6MN, REHFHFROMN “MIX" FIFLFPRA DES 25 sk, WiLHFHEAE
A4 3X#HF, B

password — output

BHAARREE, WER %3 (BHdH M “HX" (£20). IRNTHRRO S,
2 Fxf DES it 2 M 0, X MR HEAREEY.

ATEME 2N, salt T HITAMM, P=E—PREHA 12 S 51ER salt (5, EHERHR
B7 DES, " RER EH 2 AR (M —SREHBANLER) VBRIV ME (R), I
FRealt HE IR, HBLIASE (R) KB25 I8, MR alt (AKNE2 MR 1, TMmE
2HME (R) MIBE26 i, MEF sale HHSF 1242, WER, BIZWHSE (R) #1536
e, Haalt HMR RO, FHEXER. WRaMBELBHO0, WASRETE, BKE
TAEFEE R BTRAY DES o XMEEL T, salt BRI 4096 # DES 7] A,

2R salt B DES ) — LR R, EWITFRK M, AT 88 EMN DES &K+
HH M, MR, R8RS B2 4096 frH salt 3128 DES 97454, S+
HEEABHRGT, IEERFE.,

WEANN salt B — IR T8, BEEFHSEAOS MR BV EEOS#E, 409
HRUCARFA2ERENEE. ATXIER, A —SWEHFAIHY DS FREER
TN

1.8 3 i)

1. BET IR DES Mk, FIEEEA 2o, MAMEKEE Y WFA (EHK—
) MM, EEKE EAHEHE, T EMS (K, M) AR KM £,
Wik a i, B — 58 fm 85 B — ot MJM,-H‘FF?J%H%‘, b %2 M;HMJM* prg:)

M., =M®AKM,., ).
(OERTRS, ERESMEZ L), XBFPITm i, BREXR MM, .
(a) WRH—EGHRE LRF AT m BN, EHEARNEONSREE T MM



F4¥F HEMEHRE 8

(HAHFRERER)? ERBERE,

(b) M KA a A F(K, M) =K@ M, HENFIRH m=2 AR, MBMNE
EHE, WREERAIH BB S R R A B SRR MBS, REEEER HE L
MEEFEA,

(c) BEBKHaMFES (K, M) =KOM, BiENFEIREm =3 RAR, Rt 2k
RRNE2H?

2. 8047 ¥R, iHEAPEM O S EE AR DES, HUSHAERME—
MEERAS GE¥ 000...0), BEXHFMEXH T, SR, EFLIBRFERE
Xo Mt ARBFENEMOSHEYAXAEAEESRS (M000...0) MAERDEE
2289

3. #EWIH CBC 0 CFB M & Bk FH BN RE NS,

4. M—fr# S, & SHRRANE, CREDEFE L HTRO. 0 TR BB
(SHMFS=S@O1111...), iEH, MR DES Kk, BAEB K MEP A C, WAPK
mas P AL €,

5. (a) & K=111...111 R | ARLAY DES #45, E88. B E, (P)=C, LA E,
(C) =P, kR A 580 i 8 75 oCaT LU B 3T

(b) T (a) F5 K HREERIEN D 454,

6. MiZ=H DESBARBERAFEK,, KLIHIHTHEE, (B, (E, (m))) ®EMFTF (F
BHEANMFSERNMEAREO=EMESHFAR), BHAEF PSR ETEE
BB X B IS OB A



S BENIEAHE : Rijndael

1997 &£, HEIESHEARARVAFEITF IR DES AR . 2642 HumEEEY
RALVF 128, 192, 256 U EPIKE, EFNEEE 128 WA TAETE, METHEBEEE
FARMBES L T/E, Flin, EMEAES M FAEYL L, QAN BAEREMN 32 &
TAHENE, REMEBBRERSMETFALET. 1998 %, MEERLIM 15 HERE
BRMITIEE, REEE N 5, 25 E. MARS (€ IBM). RC6 (¥ H RSA LR E).
Rijndael (3 H Joan Daemen H] Vincent Rijmen) , Serpent {3 H Ross Anderson, Eli Biham )|
Lars Knudsen) #l Twofish (3 £ Bruce Schneier, John Kelsey, Doug Whiting, David Wagner) .,
B, Rijndeel B VB RMEIRNE, R T4 R BER0MBE, MBEHETEEREEM
EEBFBBITrEZEMNA,

MR A F ML, Rijndael BB FITE L #4EX F, # 4 ECB, CBC f1 CFB (L
4.5 %),

TEHEVRX M HEZH, EiERE - PEFEANME, Rindael EHEET? R
| AR AT R T

WMBRFEMZA. A, IERATA. FEFAREHEA, EHETTEESHK
RN RS —8, B, AR EFTLIR “Reign Dahl” | “Rain Doll” B “Rhine Dahl”, #{]
FiEaiHE, REFRILEWEKS “Region Deal” REIBTLLT .

51 BEXRE

Rijndael ¥ EEE AT 128, 192 1256 fu I FHKE, X THBRAL, RITERHEHEK
R84, HASHERHRAERDE, REFAHRIEENE B,

HiEm DRERAR, §-RFEASRET -1 BHRES, CEATYREYH., 25—
THRORBHES, CHREAVEESH. 8- RBHRSANL 128, PEMNHHBR
128 fir,

BB d 4 MEAEERAR, K2 NE (layer).

I. FH M (The ByteSub Transformation} : X & —IERMERE, HE R L4
KMEBHBEA R I .,

2. #HaHiTEH (The ShiftRow Transformation) : X RABEHAES, TUSHERHE
b7 RO A ]: O
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3. SRS T HE { The MixColumn Transformation) : 545 Hy 2 /HER .
4. MEFES (AddRoundKey) : BHEHR LEERHTRIVER.,
MR 2

EE LR, BRIPAMAWMT .

L ) Rijndael hn&:
I. ARK, {fFI%0 MEREA.
2. BS, SR, MC, ARK HEF ok, ARHERA1~9 M EHEH.
3. BS—1E%: BS, SR, ARK, fFs 10 MAKEY] .

Bla—TWARE T FWHE ., BT ERmn@Efe e L, mnig mAaRan

2 (RERRNERER ST HHETER),
128 fif [y 48 0 & — 48 05T 4

52 R

MARNEMMSFBEEALE, 128 MALZIR 16 ~FY, §FW8 4, idhk:
Boar@ 03 a3, @Bg @y s - a0 30
HEMHK— 4 x4 REK

Ty @y Gy, 8y,
(=]
Ty0 By fpa 3,

T30 H3 Az Q3

HETR, RITFENRA—-TARB CF(2"), 3. 10 FERHI. RAERINAF
THRERBNTHER: 6F(2°) WIRERFVTHEN, — 1 FWS L, BEITHT
REMEHE, ol e A RAETREZE (B, BFHTHEHRE—TFI),
BEXPETBREHM 8, RTFWOLSH, B—1TFH o &HAF - TREBETE, FE
-FWL, B b =00000001 , BEREAVEBBFVRIATHREEE, HALEAB
TERFIWHEKRETEH

EX—THERE, RONESH, #X CFQ2") KBRT-THEY 8 NATHEMAHE
P, Rijndael FEBER X + X + X + X +1, XKL 10 WHTFHMUNESTN, EHEHH
R E WA WA AT ARG BIRI R RE,

5.2.1 Y

EXTERF, ST FEWEEKEPRETRS 1 iR S-EFBHRIH —1FIW.
B—18LiFY: abedefgh, B abed 17 efgh HIRHNMNE (FTHAHIEEMNO ~15 #HH5H



92 FHFHR
# 51 Rijndael fj S-8&
S-&

oy 124 139 123 242 107 il 197 a8 1 103 43 254 215 171 118
202 130 201 125 250 89 71 240 (] 212 162 175 156 164 114 192
t&3 253 t47 IR 54 63 247 204 52 165 229 241 ita 216 449 21
4 199 35 195 24 150 3 154 7 18 128 226 235 a9 178 117

9 131 44 26 27 11¢ a0 140D a2 55 214 17% 41 227 47 132
83 209 ] 237 iz 252 177 21 106 203 190 57 4 76 B8 207
208 239 170 251 a7 77 51 133 69 249 2 127 80 60 155 168
81 163 &4 143 146 157 56 245 188 182 21 33 16 255 243 210
205 12 19 238 @5 151 68 23 196 1a6? 124 61 0 03 25 115
o6 129 79 220 34 42 144 136 10 138 184 20 222 94 11 219
224 50 58 1% T3 & L] 92 194 211 172 98 145 149 228 121
231 200 55 109 141 213 18 169 108 86 244 234 1al 122 174 3
[§:1.) 120 3 46 28 166 180 198 232 221 116 3t 75 189 139 138
1z 62 181 102 12 3 245 14 97 53 R7 185 134 193 29 158
223 248 152 17 105 217 142 148 135 30 135 233 206 85 40 223
140 161 137 13 1941 230 66 104 65 153 45 15 176 84 187 22

5o MRX--BERN A, RBTHEN, B, mBHEAFYR 10001011, BI1E
BATE (RROFT). A1 (K125 BMER 6, Ho#HERY 111101, XRL S-A
B4 i
FUHRRMBHERE D4 x4 FWHEME, BITRZ N
bo.ﬂ by ba,z bu.s

bLo b|,| bI.Z bl,:
b?.ﬂ 52.4' bZ.Z bQJ
b:,u b:ﬁ.l bs,z ‘53,3

5.2.2 BaifriEsk

SEPFER A TR MBRO, 1, 2 /3 BRAER, B3,

Co.0 Car Co3z Cogs boo bo: By by 4
Yo Cra G2 S| by, bia by, bl_o

= o
Cip €20 ©C32 €34 bz,z 61,3 bz,u b?,l
€30 €31 €3 "33:3 ba‘a bs.o bs,a bs,z

5.2.3 REAEMTH

3. 10 WHR, ARB GF(2°) M-I TREBANRE—IFY, BABHTEHRNE
HERR— T4 x4 KB (c,), X GF(2°) WTEME, WERL 4K, SREHE
X GF(2°) WILR, REWMLY (4d,), TRABOT:
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00000010 00000011 00000001 00000001 fon  Co €02 Cos
00000001 00000010 00000011  00DO00OT |[ €0 € €2 €1
00000001  00DO0001 00000010 00000011 || ¢, ¢,y c1p s
00000011 00000001 00000001 00000010/ ¢, , ¢, ¢, ¢,

dn,n t:Ell),i dﬂﬁl dD.ﬂ

It I.3

d, d,, d
di.ﬂ d!.l dz
d,, d

W2

d
P
d

e

3.3

3.1 2,2

5.2.4 MEHAEH

TSR LM T RNNEHRRYN, MERMNENGE, E6H7F 128 7, X 128 (4%
FHHFIR D4 x4 RERE (). WEMRGIIEHRWBHERT RS,

doo dy, dy, dy, koo koo Koo KRon €0 €. €2 s

d, d, d, d, 5 kyo ko ko ki, - €0 i, €, €, .

dy d,, d,, d;, kyo Koy iy Ky, €0 235 €2, €3,

dyg dy, dy, ds, Eyo By Ky Ky, €30 €14 Eia €3
XRREHFNBGRLER,

5.2.5 ®HILUR

BYVMEHaRE 128 i, MHEHER —T4x4 WFEWEME, XNEEMM44 AET
BT, R4 ANFIABERIER W(0), W(l), W(2), W(3), HBFIEX L EREHF
AR, BIVAEMBIEZ2EXNW (i-1) FIXBZH, WRIFAR 4 HER.
97

W) =WiHE-4)oWwWiE-1),
R4 R, KA
W(i)=W(i-4)DT(Wi-1)),
He, T(W(i-1))RW(E-1) M FERBAEL, $FWE-1) LR R, b, d, BHE
MIEHBHN b,c,d,e, BARFVHRLEETT S-AEMMMOTRERARXEFY, BB4F
e fog.h , BEEHRE GF (2°) FHHAFEKY&:
r(i) = DO0DOOIOY
(EE—-THEXMERT i 24 0WEE), BAT(WE-1)) A%
(e ®r (i) . fog.h)o
M — &R, W(4),..., W(43) HRBEWHK 4 ABRAN,

BITTHEHFNERESR (round key) BT HIEMN:
W(4i), W(4i +1), W(4i +2) ,W(4i +3),
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5.2.6 S-g&rMRK

RES-ZRFLUE-IHEARERAMN, HESA - THEREFHR, FHFEE x5
Xy %, %y %y %, %, x, THHIAL, 0310 WRETR, TEER GF(2Y) . mBEFYRE
00003000, EEH M, M4 00000000 U ERS, REBIEFE 1 vy vy 77 R
R—TBHEMFIEE, MBELMA », EREF. RA—1ERE, #WmEFHEE (1, 1,

Os 0} 09 ]9 lv 0)9 15?”*4‘{5]% (Zo. Tyy Ba, 3. Iy,

1

o = e ek e

0

AT Ly Tg 8584892582y BS-EFHMABNI,
Wi, FeHFI R 11001011,

M., RERITHR.

D 0D e e mm =

0

== T e B

=

0

0
0
!
1
1
1
1

0

e e T e T = T

0

0

L T o T -

i

i

e e T = =

1

_—e DD D e =

T — T — T — S PR e

1

- D O D = = =

Yo
¥i
Y2
¥s
¥a
¥s
¥e
Y-

L4,

- - -

P Z—;) ﬁE—F:

EEGRIE CF (27) H a0 % 00000100, [F] 3.10 fide

Ll = T = R

t
0
0
0
1
1
1
1

e = TR - T - T

[T e Y e B s S S S Y

NS S e et e

1

o0 o o - o o

0

- -0 8 O = =

0

1
1
1
1
1
0
0
0

BEFI 000111, 74 fr 1100 Fn —H B 12, J54 17 1011 RA S 11, BHED
B | (BAR—THH—-FHERN0), BESENH L FIH 1017, X—WME 31, AZ

o s & 00011111,

Rit S-ANTRESBUTHEE: XF o RIS, R, HROXNNEXET
ATgER Dy, BFLAE RS R fn i B 8kfE, [EWATim R aI IR . A5 Rk
BIRERBEEARNE (FF, HATRWOMEGTBaN), MBENRBENTRIERH
—TEASTEMNNK S-SR HRER L (RREF1EHR, 0FH L), '

5.3 #% R

BMEMNT - LREMEBIB P FHEB (ByteSub) . B 17 (ShiftRow) . i & H
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{ MixColumn) FIMIHEFRES (AddRoundKey) RIS
. FRHEHRMEERS —FERE, BRIMBFZIHEFHER (InvByteSudb ),
2. BETHEIREAMEABRBENRLRE, BHiEBHIT (InvShiftRow)
3. IRERMEZHLUEE, RENBAADPHANA4 EBETEN, ERSH
{InvMixColumn} ¥ 2L, T mHiX NPk
00001110 00001011 00001101 00001001
00001001 00001110 00001011 00001101
00001101  GO00100) 00001110 00001011 |
00001011 00001101 00001001 06001110

4. MEAFEHRRECEEMWRIT,
Rijndael MR FE T 326 .

ARK

BS, SR, MC, ARK

BS, SR, MC, ARK
BS, SR, ARK.
RINMEER, ERE—-TWHHBERAE R MC,
ATHRE, FEETSLASLBHREN®RE. BETEHABRE IR
ARK , ISR, IBS
ARK , IMC, ISR, IBS

ARK , IMC, ISR, IBS
ARK,
R, RIMEEREXITHELRE, FEEERERME.
HAER, SABSERASRSEASRGABS RSN, XBHTBS —IKEHAT—
TFW, SREMEFHHHFINF, Mk, ISR 5 IBS @95 4L 20l BUaGE M,
TATHRABEGE ARK 1 IMC $9WRR, (BRXRAFWHEN. HR, RINMFFTTFIERME. H—
THERE (c,;) SERAIMC, RIS ARK, FRWTF .
(e, ) — (m, ) (e,,) — (e;) = (m, ) {c,,)) @ (k,),
Hp, (m ) BRIREFIP RBP4 <456/, (k) BIARFHIER . (c.;) X T (e,,) WREHE
LR Ce ) = (m ), @) BE, B{c,)=(m,) " (e,) D (m,) (k) . Bk,
ABRAEGTE N
(eu) —* (mi,,)_ltew} - (mt,j)_l(ef.;) ® ('k,i,j) N
Hep, (6,0 = (m )" (k) o B-TEHLRFBHBHBREFBE (e,) o WMBAEM
EHXEH (IovAddRoundKey} 5 (K’ ;) R, 4 "%k MC H ARK” MR “5 IMC
f5 IARK” , FFLA, ERENIBPRMNTASE “% IMC H IARK” B{t#E % “4 ARK
B IMC”,
e, RMNBlwMEIRYWERT:
ARK, IBS, ISR
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IMC, IARK, IBS, ISR
IMC, TARK, IBS, ISR

ARK.
HEHAHSRESN, BRREARENLR.

{ o Rijndael 5

. ARK, {#R$ 10 MEFREH,
| 2. IBS, ISR, IMC, TARK 3£463F 93k, 459 Bl 1 MEFEH,
| 3. BJE— ¥R 1BS, ISR, ARK, (£ 0 4 (&4,

Ry, MEABR EAMESHRNKEGSH, HRTE -SMRE -5, FWEHR (BS),
BT (SR) MBEF (MC) BEMKFATELR, MMERES (ARK) EHAMEFE
$1 (JIARK) figie. 244, A3 %40 {0 A9 ok o7 B B W 5, 7 B8 — 1 o 0 3% 5 4
(ARK) RSB 10 MEFANEH, RO — T IME@EFEH (ARK) GHE O MEFMEH.

ETREINME—-THHAABRSGHBARFRIHESS (MC), BEEHRGTATE,
BR 2 B0 4% I 8 HE A ARK, BS, SR, MC, ARK, --FF 4, X ARK, BS, SR, MC, ARK &
W, FEu@mEEL IMC, TARK, IBS, ISR,... ik, X EKEBRFT AL IMC Fih, &
m, SRERRERHERE.

MEMNB—HHFRRE, U ARK TS, BEHDT REAEEFH.

(BS, SR), (MC, ARK), (BS, SR),..., {(MC, ARK), (BS, SR),

BIE U ARK #5h, MMEENR, L ARK Fis, RSN FEEHLEEFT.

(1BS, ISR), (IMC, TARK), (IBS, ISR),..., (IMC, IARK), (IBS, IBS),

BEL ARK 50, WP RGBT LUEN, BRENMC RESRETMERHTE, HRER
W2 .

S {uAbFash, MERAMER AR, XEEN, EHBEAF (IMC) B4 x4 S
FHROLRILEAEN (MC) PHREEEA, XWMELMEL 30% WwitBat @, AW, &
WENHAT, BERATEL, Hin, HEAHCFB et (L4.5%), RAFEES, H
B, WEHEEAREHEEKXANEN,

MEHFSMEEXRERNPATESEBMX ~&, AL DES H—HEEFRR, EH
HALfT55 89 B4,

5.4 GiItPEEFEAVEEA

Rijndael L AR —FF Feistel 4] (X 4.1 35 4.2 ) . 7 Feistel A, SKMHE
oA —FH R BERE), EHFBARL., E Rindael th, Fi A7 80 530 R 2 0 75,
EERBMANT BERER, TRUFLEARLBEBAZT SOV, B, Al 128 148
R AR R 2 R T 128 A TR,

S-SR -TRETMER Ry ERERE, IHEBTURREMETERE WK, 8
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Wi mfrB7E DES EMATS- AN —EMBEE . Rindsel ¥ S-EREEIELEN, ANE
ETHRE GF(2°) davex "R, AERGFHSMEHTEINURBRE, EXLT
L St 1 BB ) PR A B (dnterpolation) M,

BT — SR IMA T AR BB L Bl By, BMRE 24 (tuncated differ-
ential} FFE H W ( Square attack ),

REFAIZBAFRIHHEN, BHFF-ITBAFTHXELRSBEIAE 4 M HEFET
B, MRFEMMATTERE, BAELI MTREFHERE,

FRITURBREIATEHANOEREA S, BAYEWEHAT 5-&, XAFELEHS Ak
M LNMEERNETHIEHF DR ERMR T ANRE. TH, EXERITREFE SN
REAMKESAABAR., BFHRERRHARERERTIB P4 RE - R EH 3T
Rt

WARRBZIFLUERE 10, RENFAEE ARG 6 RBIRANEE, E458H H K
& 7 M REBRHFAEE, BHB4MRBTRBILAAT LS, SR, BFMNREGET
L.



6.1 RSA &%

KB RSB Rk — KGR, 2, RITREEMESR, 38 040 R 755
M AEHRE - MRS, Eilt, AR SANAN TSN E TR ETE. R
M, MREXH—MERERIRT, (1944 0 60 R8I E i iS55 8 iR X,

MU IR AR A R BT A BN . YW AEEX TS, BREFESTHRTRE,
WAMMATTREMESENFTABE. BRAAREET, A SN ATAEBES
( public key cryptosystem) , £ 37 i Diffie #1 Hellman ZE 180 30 [ Diffie-Hellman ] H7$2
W, HE, MITAREEXLRPNA (RERTBSRETENA—REPTHRER, X
RTRS TEEAKEEL R131%), EUERILER, IHFEFEREE, Hf
BOR T B2 A& BT B i) RSA B3, B & Rivest, Shamir il Adleman F 1977 FRNBA, i
TG IR BT I — D RSO BT v LT R BOR TR B B A 3 el

KMLIER AT, BFMENAREFSFEHMART RSA S, HE M THES
BR, —HRHMEE L, BIS, £ 1997 &, NEE®— 1 0HEHLH CESG % A iy 04
T, James Ellis 7£ 1970 FREL AWM T AT S HBEH, M5, 75 1973 48, Clifford
Cocks BT T--f3A#CHF, #RT RSAHE, HPMmS#HE% . (NHENHITHR) 58 -
RT2MEH,

THRRABEMN ISR, WHEBTH PR HREOAERp f1 ¢, BT HE
(L E .
n = pg,
fb AT — DS e, 78,
ged(e, {p-1)(g-1)) =1,

U —3F (n,e) RELYME, BHREWp Mg E. FB, ¥ HLOMBH T ELEHANEY
HE, MATENEp Ml ¢ RIEWHBER RSB E X LM, TRTIEBNEDSR YT
m, MR mn XK, WRIEFEIRA, HdsS AN FEF -, FTHELR, @3
m>n, Iﬁmfﬁ'ﬁ:.

¢c=m(medn)

e RIEGKHWY, B THHHHEp Mg WE, BTLGIE (p-1)(g-1), RERBEERE
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¥d., RH:
de = 1(mod(p ~ 1) (g - 1)),
B, BilaEA,
m = ¢ (mod n),
iR mheE ) LU EER T .
RN ITFEERASN FE.

RSA W%

M FEREGIRY p Mg, Hi[F n=pg;
WA ged (e (p —1)(g-1)) =1 REFFe;
BHE L de = 1(mod (p ~1)(q - 1)} KitH 4;
MG R e W RHAFH, M, ¢, d B AMEN;
CREETH m ME X c = m " (mod n ), HH c REHMWE,
BEELE m = c'(mod n ) MEE.

A O A e

Fh: WEhikE
p = 885320963 ,q = 238855417,

.,
n = prq = 211463707796206571 ,

aikES
e = 9007,

o f0e WIEHERLZLWN.

EHERAERR cot, BTEMBERYPRINHNEFTH a=0; HEH =01 HE
=26 ABAIENFERR. RENEBEYPHRHRNTE, WRTH « HREFBHHF
L, BAEB mIFLI00 FHEG, Bk, F& e X MEBHAHEE.

TRERLEN

m = 30120,

Lt ®
¢ =m’ = 30120°" = 113535859035722866 (mod n),

o c fRIE M.
HTHRFHGE p W g M, FALUMESHE (p- D¢ - 1), AT ROVKJLERH R

(W3.2%) itH 4, 8
de =1 (mod (p -1){(g -1)),
19
d = 116402471153538991,

RIGHEITE
e" = 113535859035722866" ' = 30120 (mod n),

B Uk At BT LA IS BB AR S - N
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UELHFILERERE—T, HREENRENMT 4 m = c"(mod n) . EHEKNEE (R
3369 ): MR ged(a,n) =1, 2 a"" =1 (modn) ., EERBEH A, ¢d(n) = ¢(pg) =
(p-1D){g-1) . iR ged{m,n)=1, XRBILEFEMN:; HHhp Mg BMKA, m FREBSE
H--MEF, XBEHde=1 (mod¢(a)) , HAIF Llidde = 1 +kd(n) b H—PEE., FFUU,

d=(mY ' =mM" =n s () =m1"=m (mod n )
AERIPELR THRPATLUKEFE . NF ged(m,n) = 1, BSHFRTUKEZE, Lk
313, -

MaPXEOMIIRIEEHR? WHEn, ¢, ¢, BEEHTHEp, ¢, d. BITHERE
EATREW »n BRI, HEJBRATEANE +(n) , EERNSEVECSH THEp #Hq.
BHEARMATER? HAKRIENR . NRFEESRD 4, MEEH - HES®, At
HEAARERE 4.

HFREMN c = m (mod n) , K AREEBARITHH c b e KARE? RERNT
FER s AT IHREXFERL2BERER, b, B8 m’ =3 (mod 85) , KIFEEHE
3B AR, BIE.2599.. ., MREHIHEES MR, YRER X —HEE, Bgap
BB m=7, BXPHEMNKN - ERFTTH.

BRI Mo W2 FEN ik, ENELMEZEBILGMMTY, KSR
TEEHMFE, BELNZEFE 1004, ARFEEEESUHE, B CIEERNMEEFRR
. H B RERAENE, SERAXFNENS RERMEYEHR, 3t Mg i — %K
HERIEHEAHKN. fl, WRp-1 /- TMINEHRETF, BanZBESETP-1 K
K (W6.497) K, B p 0T Z6E 2 K iy E8RAL,

AT AT R R ged(e, (p-1)(g-1))=1W? EHB—TF (W3.34),de=1(mod
p-1D(g-1))F—THBd, B Eged{e,(p-1)(g-1)) =1, Ak, ITHRIEL R
Y, BEITHRF. BV REBILEBHEETURRERE d, 5Fp-1 BEMK, =2
BRI, RE, Eile=3. R, NWFc LBPHIE, RESFEFAARE (6.2 HH
EfEE14), AEBUFAK -G B, M. T e 3~ PRSI EY, R
AHEARAE ged(e, (p-1)(g-1))=1T,

EmESRS, XMFHEFEHE m' (mod n) , ERZ—TFTHTEEER YR, BAESN
AKBATF., WETF Iy, IXEEEZRN—TEA: DR EFHREEHE », RE5H
WHER -, S HEAEAEEDL. Ff, THRELIBRPETUREET RIS
(mod n) . Hitt, MEMBFIBIMAEHTHBHEBRBEETRE (HEAXAR logn i
W) . BHUBE - AR HETS B RIER .

BT ANMRER, EXILRIEA SN . IR BREEZRERR, R ¢(n) S
WdHEESRESBa RN, Bit, WRHE I HREIRFHEE, Bad
B HRFERE d R,

Bi&1: Bitn=pg EHTFTRIEBEHRE, WECHH ¢ (n), WAREER R
Kl p fl g,

n-¢{n) +1 =pg-(p-1)(g-1) +1 =p +gq,
Hit, ROTEET pgfp+q. ZWMETHR
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X' = (n-¢{n) +l)X+n=X2—(p+q)X+pq=(X—p)(X*q)
B4 p fT g, AT LOARIE — AL SRR A0 8.

P.q = (rn—¢(n) +1) i«/;n—(t(n) +ilz__£,

B p I g,
Wi, Hika=221, B8 ¢(n) =192, —KEMK
X' -30% + 221
AR 3

o ————
_ 30 :1:«’302—4 221 =13, 17,

P.q

RiG2: MRBEA LM e, B » HEH#E,

E6. 4 WX THRGBEGFETHES, IEHTWREE— -REHKE >0, HHMST
Fifika, B ged(a,n)=1, BH " =1(modn) , AKMEER n HES B, BHH de-
1 B d(a) MEE, idde -1 = kp(n) , AILIFRF.

a* ' = (a®”) "= 1{mod n)
% ged(a,n) = Ui, 3XF0 A — oY i BOER 18 A -

RSA ¥R —F AR, #l, FILEBETEELHEXWEAEE, WRAFLTERSE
7, MAEBFRETZABE T EHRBEEGRATIN, ATLUATRIAZHY
th, B-FRTEERBREITEE e, REHENURE-FLFHP, BBHRT A
HIERBIBAHRITE, MAATZI B2 Me, HAENEXRFER, XiF L, RSARILER
RARBER, FIERSH, Bk RSA BXEFHEAREAREMER EHEH, W DES,

6.2 N RSARYNTE

FELFP, HERSAAEBRITIES, MBIUEHEEAERSN, EHIPRASEH 4L
BERIITHEIR, SBESA - BHANEERE, FEEHENZIP, RITE /DO bk
d, —FHAERAE®RTE L, RIS de=1(mod ¢p(n}) K e,

B Sn=qgp, pHgRBE g <p <2 MEH., Bild <« n'"", BE (n,e) HE
de = 1{mod¢{n)) , XB—THHE d WEFRHITER.

XM HTEMEAT e/n FESE, € [Wiener] FHAH . MR p M BKEAHENE
B, HdEK -, XRNERORFHHNETLHE. BR, SWEAFHW—&E, HHA/DPHd
EfEFREEEE R,

EBE: S rn=pe Hmli, WERRNEEp AT m/4 UHERE m/4 U, BAMEBH
n RE#.

BEZ, WEpAqFH 100 i, RATALE p MAT 50 (85 50 i, BARNHAER n H
¥ork. B, WERMN MY FREREFER p, XM FENZERIECRBH p HERAR
AT A . BIan, MR ITHOLMEE 4 50 MM N R N - 10" vk k=135, ..,
MK FHBERRBFES  (EVTEBELETE L <1000 ENT)., BRAZFERNEEGER SN
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RIS S0 VB 47 i (BRT B JE 3 e IvTRER 2% 0), Xf &k < 1000 MK ME, SilzEH
Bk i) 5 vk R 18 5] n BIBIEUS4 .

X FRTHAE S RAAT, ¥R [ Coppersmith2] . MK IEMNT -

EIE: B (n,e) BR— P RSAMLFFEH,. nAm i, £4dBWEHE, NERIMNE
AT d BIRE msA 1, BARATBE B RATHE SUOUR B 4, 6500 AR 2t E A elog, e

X R RE] & BB A] FIER P R B elog, e RAHGH, R e B/, BAHRNAE LTS
d MEHR NI AERMRE 4, R RA, HiET n, LAEBEFL—P—MEEJ KB
M, FEN [Bnnph et al. ]c.

W R LTI RSA B9 F R [ Boneh],

E M B &

55 —FP % RSA K36 il (44 A T 36 AR Paul Kocher 7E 1995 SE R FLAY, Y Btihid R Hi3H
AR L, BN ELFAE TR - RABRTFOHEEAGTAIELABREERN. RE
HBIL#RTE, XBEMNRBARILEARE, AAHEWHREZERBARELYN, FEse
R T #A 2 , Kocher Ty EB] — &k il (R SR 7 7E 1R B HELI TR AR B9 4,

KB REATIEN, BRFXECAENHMIBRENN —LEX y, i
MO ST y BTRBIRSE], HLE T y MIREMNAACHNE, BREBRIAREIEE 4.
HE, FEBFHEERBIXAF AR, FMEFESEELHE, PV UARESRE
Al g oA B, Ml Ry A0 B )RR R S X BB TRV B RY .

B RNTHEE AR »" (mod o) BV TAERE, RO LR R B B0 i E e
|, ALUGETRE S RAEM R MIFHES,

1% y*(mod n) WHHT 3. 12 B HRENR, A&RIBUT,

Wd =0 b, . b, BFEEN HE (0, Hx=10L1Bf, F7h, = 1,b, = 0,8, =1,
by =1) . Wy o BB, W MAEE.

1. B E = 1,5, =1

20 M b, =1, r, =sy(modn) , P =0,18r, =5,

3. i&s,,, =r{modn) ;

4. MAE L = w, HERN, WRE<w, EMIFREE2,
ﬁFm‘ fe = }'d(mod n) .

HEBINY b, = WAS sy tHf, AAFHRT, REBZEF-TERARE, HiR
A B X MR

ERAIGgEZ, REAE, BREFA - THEUILEREMRCHE . BRI, mE
BEPLMA— Doy H, t R EHE T EYLZE RIS ITARA A R, 258X T HiE.
RBRITIE RS ¢, ... o, ENREREEM Y m = (5, + - £,) /0, BEHLTEK AT
A B Ay

(¢4 —m)> + -+ {t, —m)’

Var({t4) = " o

RHEMBERERLFEN VLT RSGENFE (EXERE 00E) MRE.
HINMFEN P EENIRE. FOELSEEEE Y, SNy &% 75
TERTTEAM. Fln, TR -NTESRAFE RIS SE, FENEESRL A
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. pRtE ke 1", B, Var(le ) KR Yar(201) + Var(3¢71) o
ARG ERERE Ly, ... v, i EED y (med ny WIB]E, (B M 508 % %18
Wod Wi s, .., by, BNMMEEGN THERSE, FUEMEMHTEmMELRTR A,
L L IREMNNR, TRBMEMESAy, BE HENE o, r HIEE.
BEEERE S, WRE =1, FEIMTEPEL y HITEE spy(mod n) , IR b, =0,
AT R
% B P AT IR Y s,y(mod n) BT ELER, REFEANEREESTANRT. &
=g e, FEFEH Var( et ) #Var( D) BE Var( i) > Var( 7)), BAHEE
b, =1, HMo, =0, EWHME LS, MATUTRENFERBIARHG,
M 2B X AR MR EHEMAT T, RV R AT 9 B T B BT R R e iE],
B4 AT LU 0 s RO A . B,
Var( [t} ) = Var(}e)t) + Var( {¢7}) > Var({e7)),
WREREEFART, SBRBRITSIFTEXRGEEERT AT &, BT LR 0 R Em T
B, TR,
Var( [¢4} Y~ Var( |} ) + Var{{ - ¢/} ) > Var{{g;}).
HERTAEAHEHERARAEFE, BN - BFHERAHH, ITLUBEH A%
ARG, BAWEHRESREME d PERAFIEFTAHB AL,
M TiX Mk pi— I ney s, THL, SR EOER, FEEG&H
B, BEKEREBEFRE, ETRELEHAY, HEH [ Kocher],

6.3 RHMHAE

BHERITAARE— 1 200 B BRFRER. M ARAMESFEHTEIIROER
REEW? AAH 4 x 107 MAF IO"HER, FHFHPRBENAKTESBE, B,
MEHANEHEBLE 100 ER, BAE M HEOEEREE 105, AN, BEE
FHF . TR,

HEERSEETE —AEREEGES, WFHER,

RAER: SR —PBH, BRGABE  My#HE 2 =y (moda) Has 2y
(mod ) ,BF4 n BREMME, ged (x-y, n) HHT o H— P EFAETF.

R4S d=ged (x -y, n) R d=n BABE =y (med n)} AL EL PR I=1, &&
% FRBRPEN — AW : ME ol be, 3 H ged(a,b) = LILal o BHHT3.3), WAAR
TR TP, BR e BBER - =(x -9 (x+y) , FAd =1, Filln LEHEER +y, X

fx#-y (mod n) PMERETFTEN. B, 4+ 1,0, LN 29— IEFLET. i
Bl: HE 2" =2"(mod 35) , {BfZE 12 # 2 2(mod 35) . WATHLE 35 B— &% #
i, ged(12 —2,35) =5 &35 W—1FFREAET. |

MREFESCAER, FHENSRESEZEFELEASRE ., EH-TMBREGBESEEHES
BEFHBL, FTEFFCANGHNARBIEREHEYNIT®, ZRAERZERHB? BN
H—ERMET, ERRDERRMAE, WHEpBEW, A2 = 1(modp) . it
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M a HX N E BRI 35 REEH, AdEg AR, FITLH (RiTHE35)
2t =16,
2 =256 =11,
2" = 121 = 16,
2% =256 = 11.
Kt
2" =22 =11+4=9%1{mod 35).
MRS EMIAN IS AARREN, FURIMNEZIEMISE - REZBHEFHEE.

XA AHEBAEAIT.

Miller-Rabin BEBHAE, S r> I ER—THBH. -1 =2"m, Hb o HH¥, &
F—THEl ca<n-1 HHENEH e, 18 b, =a"(modn) . WHb, =x1(modn) , I
TR, AEnIRAEN. &M, 45 =b(modn) . WS =1 (modr), B4 n
He® (FHed(b -1 ) BT -~ ETFILEF). WRE =-1(moda) , LS
N3, ASE n ATRERES. FW, b, =5b(modn) . MR, =1 (modn) , #H2anrR&
B. Rb, =-1 (modn) , WLAETR, NE-TTRIEN, RAIMHTEHSETE, B
P FREER b, WRE_, #=-1 (modr), A n kA

Bl: &n =561, Bpan-1 =560 =16-35, FfRA2" =2 Hm =35, 4a =2,
IR 2,

b, = 2% = 263 (mod 561),
b, = b, = 166 (mod 561},
b, = b, = 67 (mod 561),
b, = bl =1 (mod 561},

EE#R b, =1 (mod 561) , HATWIE 561 J-a . 5o, ged(b, —1,561) =33, AR 561 K -
AHEE LB T [

WE n A, Ha"' =1 (modn) , WLARNAANn BT HEU D a HHIER. WE
afln BRXFER, H nifiid r Miller-Rabin #l3®, AF2BIA K n B - HH N a 4K
¥ HATE3 6 HhIEB T 2™ =1 (mod 561) , BTLL 561 BREX N 2 W EL. KWW, i
BT E IR 561 AR~ MESR 2 HBEWHERB . WF—1THREHEE, SR E
R BE R

HF 1071k, A 455052511 K. A 14884 EECN 2 M5 R B 3291 3% 2
FAaIT B EB . HIk, HH 2" (mod n) MFEEHERXTEEAK — &8, HEHNTF
1730000, 3 H AR ¢ =2 i Miller-Rabin #H it % /> F 17100000 pg#E 3L 5% 0,

REREUEEH , Xf T REHLBEFE o fY Miller-Rabin XK FESWEMPEER R /4, B
b, EXBAMBRILZ T HEE. 5 [Damgard etal]. PRFHPLER « BWEEF 10 K
RN, BATHE-TEEC R EBONSER AN (154)" =107 | EBRE, XFHM
9 o FiX 4~ 2 T A

BRESHERHRM D, BESZWIFE, T EENHIRENES B, WHiHHbeB
THERE BB RN RY. N AFOERSG =2357, B 1R HEHNN



6% RSAE#E 105

3215031751, FE—4 337 T, AT EH/DT 200 AT H R A AW ER.

MERIMITFERH -TRD 100 UMWER. ERERIIY - HEEBHEEEL S
1Ane. Y x = 10", BILAASFIHS#TH K228 1/in(10") = 1,230 , (HpEasRk EE. B
BuiiA ) 15, Bk THILNES, EESR (D5 -/ EHMNEE) . A Miller-
Rabin MR EMIER - TMHEBTRAHET. IHEZHBHIENEGE, FHEX, RE—1
L1 ) 28 0RO B S OR 3 100 I 49 Miller-Rabin W, BFLAGK T LI E B R HISE L.
FRINTERLAZTHEMTRNUAFRER, CHETFEZERAMNEER Ry EB8E LN
HE - 100 FHBE.

XA A AR RN, i, = t{mod n) i XBEWKRE b = 1"(maed n) , JHfH
MR EAREN, BHEEDL, =+t 1 {medr)  XES =21(modn) , Ho H45%. &
R TH, ged(b, ~Ln) BT o —TIEFREF. ERHOG 7P, Bi3A1HEMNE
B, FROZFTFRT. WERITEH L, WACLHET b, =a""" (modr) , BM
EHHKe ', HBRADEHEeTH, R HEH, B2 e &K 1(med n) , B, WM n
WEH, A b,, =21(modn) , HEHMHETEEKRE - BEAE. B4, B, =1,
HAMBERIAE—ITRENERETHK, BEF L., = U{(medn) #HRE b, =+ 1(modn),
XEH - A (FAEBEHESR ).

Lhr b, WRAAEGH, BABHFEMED 6, FAEFTFETF 1 (mod n} , FI
E, @#E " =1 (modn) , XAEHREBRDIEEEMT, FLUn RREMH,

Fin, 9 n=299, a=2, HHA2™ =140(med 299) , FFLL# /KD E M Miller-Rabin 3l
HEA N 299 AREN (ARERSRE)., EEAMFEEWMTE R, F£E299 =13 x23 , —
AR FAEEE 27 = 1(mod 13) HLBH E/MARIEE. B L, HENY ;12 HF
WEt, 2 = 1(mod 13) , E X 298 TR 12 MIfEH, B 2™ = [(mod 13) , MR 2™ =
1{med 299} . FIEE, HHMNY;E I BFEHT, 2 = 1(mod 23) , AT E —K#
F 27 % 1 {mod 299) , MBHEX M FTHBRIEN (0 Miller-Rabin WiX) £ RATRER
HER, MARMAEEZERI3-23 1812 11 HBH,

¥Brn=pg AMITERHOREN —BHER, A THEER, FEp>q HFE, HEIE
LUHRYE=0(modp ~1) Bt 2" = I(mod p) , XEHKHE o« B¥ p WW— AR, 7 ¢
(p-1)MEaMp, ARNO <g-1 <p-1, FFLARA

n—-t=pg-1=¢g(p-1)+g-1%*0(modp -1},
Ei, i FRITEEN 0, " £ 1 (modp) , XWFRE "' # 1(modny , AIHHREBRT,
AMF o MFEHMATRBERWAARE "' = 1(mod n) ,

ERBERIIE " = (med rn) BFHR T, HERAEMAR? IERINEF--Fn =561 H5

F, BHS6L =3 x11 x17, FE—TFFEHMb,.b,.b,,b,mod 3, mod 11, ,modl? #-S K444

by =-1{mod 3}, =-] {mod ]}, = 2 {mod 17)
b, =1 (mod 3), =1 {mod 11), = 4 {mod 17)
b, =1 {(mod 3}, =1 {mod11), =-1 (mod 17)
b, =1 {mod 3), =1 (mod 11), = [ {mod 17},

B K b, =1(mod 561) , BrUAW8 b, =b, = 1 BT 3 1 EH., BE L FHHEERITE KB
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FIRBEE & =1 8 TN ER. RIMNOZ285 b6, = 1mod 3 M med Hi , {BREMFR b, %f
17 Hu#E. K, b2 = b, = lmod 3,modl1 ,moedi7 , {H 5 {¥{{HE3 4 11 AFEIR 1, REL, b, -1
BEFET I ML, BAEHE 17 TR I 2 ged(b, - 1,561) BT 561 BIE 7 33, 16k
BSRARFIEEE R SO MIERETITN 6, 6, ... ALEE—aHER D) 1 xf FBOBEL,

WM, FEa=-pg (JLTEHHRBESWEEL) KER, HBiR " = 1{mod
n) o IEGOATEHE LAY, XFAEREAKTREN,; HHRWEXRET, MAF —-THp flfE
FEFERER 2. BWATFEFFH b, (mod p) T b, (mod ¢) ZEREBTBIEZ -1 F 1, HELE 561 &
TR EAFF, FTFEDPHFE =-1(modp) Hb =1(mod g} ; BN, b =
I{mod n) A5, £+ 1{mod n) , FFLIRITEEVHE TR n,

n §E9% 18 i3 Miller-Rabin W M-~ Fik 2 o' = 1{mod n) 3 HF ) ,(mod p) i
b, (med ¢) FaFEFR 1, XBLEL.

EIREZHXTREMEREEGTEAER, BS% [ Williams],

6.4 B8 oMW

MARNE W AR, HREFGERBBEFE DT/ R p R EREE » &4
FTHRABT, FEX, Al AEXAHTHAREERMNERENY, SERNIABHPH -,
15 8, ROMEHAE—FRIMBIMER TS, 517 THHEH—-TFT0REHEHE T
BY, ELERARRAITHE TR,

A-FIEFENTE, EATHEAERRBEXR S (Fermat factorization] 7k, &
HBERAMNEFNEBRERra =2 -9, Ban = (x+y)(x-y) HHT n A
AW, B, RERIMTEEEMEr =295927 38 e+ 17,0 +2° 0 +37 ... , EBRAT
A —PEH, EEFG, 205027 + 37 = 205936 = 544° , H M,

295927 = (544 +3) (544 —3) = 547 - 541 .
Hn BERMEHAERRENDERMNRRN, BROFEETER, MPn = pg, BaKIE
Blp-qf 2ZEARKRIACTHEARIE, RinEp ¢ R EN 100 8RR, B
LROTEE ) p - gl dEH K, WREWMIEIR 100 3, S, HRDEBIBERTHEAEN, BR
XHEE, UM ELAESE, £ RSA BHMNERSEHEIHBEARK KD,

BERNFEMEZERN TR, RE L, Miller-Rabin i i 5 &% & LUR A 5 B K2
ny (HEEHERENERREREMR s, =1 (mod n) REBT S, . B—FHE, BRREEE
NIEB . TEERE -1, STFHEW R ged(a,n) =1 Wa¥iLa =1(modn) , BLAEH
ARE B v R BEHEIH M ER - —RBK (M s >2); BARFIEBHSE
a=-1(modn), FLIFEE(-1)" =1,

BB EN S ( Universal Exponent Factorization Method ) , il ik — 93
r>0, WFHEHR ged(a,n) =t WaliR e =1(modr) , Br=2'm, Hbm B,
HE—THE! <a<n-1 N e, WRegedla,n) #1, BATTUEBH 8 —FHT,
FRUBE ged{a,n) =1, &b =a"(modn) , W FO<sust-1FEHELDL,, =
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bifmod a) o HiH b, = 1(mod n) , JELEFFE, BRH—-TFFEH e, MEMTFESwF
h,=-1(mod n) , FEAETFF, iEA—1TFEM e, MR THEASuH b, = 1(modn)
(b, £x1(mod n) , A ged(b, - 1,n) HH T n W—TAEFERIHF.

X F kK L5 Miller-Rabin MIAAEH S0, AEZAET r WIETERUE T X TR D » FiE
6.,y = 1(med n) , X/ Miller-Rabin FH T H A LH 54t 22 o WILTEARKHTEER
VAR5 5 n

LR, RINMDFSEEREAERA MR ro @F, XL-EHRME, FAXPMOHLESE
B AGEAM A, A, EFEY RSA 2R M, HEMAIREE TR e &
fHHM,

FERMEERT, ROFME—NERHESE, EREER T -MERAHY, HE
X AFRINMNEABGTE no

IEXN EM S 8E ( Exponent Factorization Method ) ., #i%H — ¥ r > 0 lIfFHR
" =1(mod n) WEH e, ©r=2"m, HPhm HAR. S b, =c"(modn) , FHFO0 <
w< k-1 EERELS,, =b.(modn) . M bs, =1(modn) , MAETE, I MIER
WAk MR TEN A, =-1(mada) , AIEFE, ENARAFTE n
g MBENTEANAeFH b, =1{medu) Hb, £+ 1{modn) , 4 ged(h, -1.n) BHHY
raf— 7 3EELAT.

ek, MERITIER a=1, AW r BRAIMK . HEWEH b, =1, FFLIXDFER
T, HnFASEFHYEE N FERS e M, BAXMFEEEIFE - FRAGTRE.

MEMEERATFZ—F TR ENE, FAARBEEFEBREE % o, #i8, MAp
e nHp-! WHEAEBEAET, WATHRFEREFHA, ER 1974 4 Pollard ZBE,

p~1 A¥ 5% (The p —1 Facioring Algorithm ) , %% -- PN E¥a > 1, ZFHa =
2.%--ANMER B, BTEHXMITE S =a"(mod n) .4 b, = a(mod n) o0, = ¥_ (mod n) ,HE
b, =b{moda) , &d =ged(b=-1,n), WiHl <d <n, WARKRNMNKBAT n 94—+
P

BipRErnH—1E8ETF, BEp-1 AFAERE T, ap -1 BR8B! B,
MR B! = (p-1)k, AN BRESEMBERb =" = (2"") =1(med p) , BFLLp HiH
B - | Mn WBRKAWE D, WReB WINPT FRETF, WAL= 1(mod ¢) BF
FTERH, Bk q -1 UEDABRE T, MR d=n, BAFEHREHBRR. ERHE,
IR (W2 BY) ML e = 1(mod r) M e, RAETEELEATEREETREEEY
S, ERBRFE, RNTUERE IR/ BEFAEEXIMNE (X S5EHERIH
B B g A AR

RITERKE LR BHMER? DREEIESE—I/DB, BLRERIERGEETT, HRDHK

LR/, MBREF - KHN B, IRAEBE2RIE. RANERFERET YN AFR.

AP, RS RAWTEHGREMNEY, WREnr = pg, BEHRESTREERL.
P, BITWEMFRp -1 ELF-TANERE T, IREFSTHR., BRIERIMFEp K&
Hp 100 f, EHFE PR ERp,, KANIO”, HE--TFTHE i, +) ERMIERHER, HD
kY9R10%, FIATE- -FE, A Miller-Rabin K52 kp, + | BOE RN . BRI, W 100
HZHNMETEMNAE. BAeRE - DR ER ¢, FERRNENIERXBB ¢, Ban
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=pgHlp -1 BEBBHHEREK.
HE MR R RYE (BHI15.3%) BB Tp - B0EE, AT, SHEA—WERETF
p -1 MEPEH U EREMNFZEL M AENEREF. CATRB T EENELHE
Bop, MAULEINREBEp -1 HEVNEEBETHES.
IRk
B 34T | A B B W n = 3837523, W FHHE T
9398° = 5" . 19( mod 3837523)
19095 = 2" - 5 + 1t - 13 - 19( mod 3837523)
1964° = 3% + 13’ (mod 3837523
17078% = 2° « 3% . 11 (mod 3837523) .,
WARIATHE Eib X R MF, BH
(9398 - 19095 - 1964 - 17078} == (2"« 3> + 5" . 11 - 13% . 19)?
2230387 = 25867057,
B4 2230387 =+ x 2586705 (mod 3837523) | BLAAT @St E
ged (2230387 - 2586705,3837523) = 1093
N ¥ 5y % 3837523, B —ANE F i 38375231093 = 3511
RER--FMEFRNARNTBOTE R, B8, ATy, YT HERlda =
3837523 WU, WLIERDER (EYHME TH, HAF 20 HEE RAEIES, x4
%ﬁ%%%ﬁ%ﬁﬂﬂ%@?&{mmﬂmﬂoﬁmmﬁmﬁﬁﬁﬁmimﬁ@¥ﬁ,ﬁ
VYIS - HERTER PN —T, B ERNTERNTH2,3,5,7,11,13,17,19 [
B pilgn, RAEA17078° =2°- 3 11(mod 3837523) 4 T47: 6, 2, 0, 0, 1, 0, 0, 0,
PR TRIAR X RX, BERIMIEPEART FEMXERS.
8077" = 2 - 19( mod 3837523)
3397°= 2"« 5 - 13*( med 3837523)
14262° = 5% .+ 77 - 13(mod 3837523),

n 143 B 55 fE
' 9398 10 0 5 0 O O 0 1
1909512 0 1 0 1 ¢ O 1
1964 10 2 0 0 0 3 0 0
1767816 2 0 0 1 0 0 0O
8077 11 0 0 0 0O O O 1
3397 Is 001 0 0 2 0 0O
14262i0 0 2 2 0 1L 0 ¢

MEFEX AT IR 2 HRIEM LN, BET fl?':PEl“JBr’i“:
1. Ist+5th +6th=(6, 0, 6, 0, 0, 2, 0, 2) =0 {med 2)
2. lst+2nd +31d +4th =(6, 4, 6, 0, 2, 4, 0, 2) =0 (mod 2)
3. 3rd +7th=(0, 2, 2, 2, 0, 4, 0, 0) =0 (mod 2)
HTATA R — I, X ENRETE AT, fian, B3 P,
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1. (9398 - 8077 - 3397)°=2°. 5°. 13* . 19°=(2*. 5. I3 . 19)°

2. (9398 - 19095 - 1964 » 17078) =(2° - 3’ . 5. 11 - 13* . 19)°

3. (1964 - 14262)7=(3 + 5+ 7 - 13%)°?
Hit, FFREH My HF > =y (moda) , WHx=2y(modn), A ged{x-y,n) 4%
BnW—THFFNEF. WEx=x2y(modn), A ged(a ~y,n)=1Hn, HURNREE
BRIFEBR., X3 AFT, RITAHH.

1. 3590523° =247000°, {H 3590523 = - 247000 ( mod 3837523)

2. 22303877 =2586705° 1 ged (2230387 — 2586705, 3837523) =1093

3. 1147907° =17745 1 ged (1147907 — 17745, 3837523) =1093

BAERMNFFELARA. EHRBIRT 9398, 19095, §¥%7 FERESE L 0 H RN
MAR—SBFH, RUENN n REREREE/D, XERFCIHEATTRRDERHER,
HFRAWHERBYW i H, —TRNEMNFTERLEERN [(Vin+)] BI¥FE, XH [«]
ERNTEFxWBRER. IE-TBNFPHEMETF in + 2 Vin +7 , BB Y
2 /in +7 S n BB A%, RERKK, SMHRERIH, ENBETEERNERY

B, ERIEMITRES, F8077 = [V172 + 1] 19398 = [V23n +4] ,

AT ERESTARERFHNEBEIREVER, TH S RERFALXR

x = NEREFRER,

— P LRI AR R #E R BERE R (the quadratic sieve), ER—FIERMFTE, X
MBS R, ERAEMEXRPOBERRAEARIENXRER, EFEHETEE KRN,

AR —#, -BATILIEARXE, BINTRIBENHREER, DRAESEFFTFER
F, MBABINEZAREXBITPAE 2 NREHXNXR, IFHTHEHALXRE S =
Y (mod n) . MR, TERIEH M 1st + Sth + 6th = 0(mod 2) MBI TP, BILILL«x =+ v &
R, EXAHTHRONVEGINES T, BXMHFERBATERSMESREE, UGBER
FIRERBHXR—Bm, WRAFEINEILDP— 2RI ER —TXE, EAIUESL
=y, Hfarry, EXMITH, ged(x - y,n) £ n H—PHEEALET,

20 kM, EHEBR LA TEXN#E, I¥SEDTFHRENMLMWERE, oA
MFEEARHE, TENHESNERRIBAEFS 2PN, 5512 RSARE, £6.1
HHMTEHEFRESIRICFE (BETHARFEHEE).

$6.1 EyIMIR

F BoF
1964 ) 20
1974 45
1984 71
1994 129
1599 155
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6.5 RSA K&

¥ 1977 4F RSA BB A fn, fEEREG T FEASER.

4 RSA HEH

n=

1143816257578888676692357799761466120102152967212423625625618428357

0693524573380 7830597123563958705058989075147599280026879543541
S IEIEE e =9007, HXH

c=

O686961375462206147714092225435588290575999112457431987469512093081

B208225145708356931476622883089628013301990551829945157815154 .,
KRR

BRAAYMHE-COFERERAND®H ., E 19774, MiTYSHARTEEHBER 4 x
10" SE A BESE AL, FrLMES HERE L, HFFBAFRE 192 F4 51 HorM T 24 {R
B, B Ioo X, RE, BEACSHFE T, 1994 4£, Awkins, Graff, Lensira f1 Leyland
MR S®RT n,

1R T 524339 A “/N" B, HBEALE)N T 16333610 M ER, W L] RiF
H AT 16333610 M2 2 MBS “ K" B, AP XEHRNBEHEOTEAR:
R AER HAERPRRMXFEXD, BACTIEERREG@ERL—TXT ¢ 89FF
MRABER, Ao (modn) g MUK TFNAERWXRER, AREATE, WRA
UM RER, B HEHAMNBTRKER, B dBaERL - M IREFAR
BEER, SANE (22X 4Y) ERFMNEAGEILA - RKEHEREZ KR
=X AR L -

600 P ABIAT 1600 EH B VAL &R T, RATHMEHMRREERE, E
L@ T fE A PO, POVNEREREN, HEERFE-TTKEED. T1TH
&, MAT18 B T —AF 524339 5|1 569466 {THERF. REME, I TEFE®RER,
B REENKESRTENEO, FHUTEHSHEIOLFM. MRS ETERR T8
B fk R A 188160 F A 188614 fTROTEM A MERF, XEBR T A 12 MAwf, MATXAET
FEAs AR IHE, RPT 205 MEEXR, WIAPTET M TFAET, BHEA4
T T A-F

p =3490529510847650949147849619903898133417764638493387843990820577 ,

g =327691329932667095499619881908344614131771642967992942539798288533,

HH 9007 ' (mod (p — 1) (g - 1)) BRAHIEH
d = 1066986143685780244428687713289201547807009066339378628012262244966310
63125911774470873340168597462306553968544513277109053606095 .,
iFE ¢ (mod n) R IER
2008050013010709030023 151804190001 1805001917210501 1309190800151919090618010705
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ZMae=010=02,... %8 -0 ECHERTHE, HEN

the magic words are squeamish ossifrage
(MBHNaEE -fd FHBEME, FRNIEETXEFEL, FLUEE AREETEN
B XAUENFEENHECRBET)., EEHIFEFEZXTXIHELIENEL, HE5E (A

kins et al],

6.6 PMYIENELRINA

EXAFMBUEEETHLEZAKRERHIL, RES-FHERIINS - FEERB(EME
#, P, BEFE A BHFARRBHERNEEZ B R BH A BIEEREMIEF B, THE
EREADEZE A, BT R,

i ER ARRBINERERBREBUKE.

2. ER BHAGRHEAEMESRT., UMIAREHEANGERE (M ERE) FER
&5 -
X RE EHFERERAT LA R M RSA ik, B, AR = pg FE M KERNE
B, EFEMBERERR eMd, WFEaFe AHSE B, Hp, g MIHE, HEH (T
R TRENHEY, BRRHEMN) WEBRE, HAJExMBE Ny = 2°(mod n) .
fly BEEHEXHEEB, HEEXBEA y = x(modn) , MRMY, PATHRNEME
Ry THEx BHNEN, HBEHEHAG ~, yFXAERA; REEXAGUBEE Yy =
a{modn) , MRMW, WL ARBRERF  BAHEER, BB xB%E, WahT
Ry MMy =« (modn) SEERSAFEx B -HW, MOAEMEXIHEMEERBAN. 4
R, BENERBBEZE Ty, RESr=y(moda) , HRs AR —-£EEXLNEL,
B A RSB RNRRFEBUET .

WHEAFEAR LR RSA MEFERFE, BHES 1 WhRiTitit,

6.7 A AR

1976 #F, Diffe fil Hellman $#iR T A SAHBEH WS, BRBEFZ T ESHEAE L
(EMFEAFENNFAPHRED MR, LEFHE CESC # Clifford Cocks F 1973 RO L%
BT RSARIBER) . AT, RINGBHTLAHEMARXEELE,

BT RSA, BFRINALHEBEBNOELHR, ERmETFRIIEFBREEPHE
o =BT ElGamal, B THEAMBIROERYE; 5~ M3 T McEliece,
HERNRASE. BAETHRTENLAEERSE, 28RS REN; ~LEAC2aBHM
7, —RGA A ESRHE RSA 1 ElCamal 3 £ 60K HI E 35,

LNHERE S (public key cryptosystem) Bl JLEAHBN., B, SETEER
MESM (TEAFHXHEN), dOBEFEHNES K. DERREREN NS/ BEEH,
TERSA Y, FHER-THE ed = 1(moddp(n)) M=7TH (e, d, n), WFHF—FHE,
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H-AMEERYREMAERERD,, B, E D EENMBRESH M, SRTESEALIFHA
XFEXRETREESHSREL, REPromERe FIERK,

. WFE—F meMMF—1 kek, E(D,(m))=m D {E(m))=m,

2. HFEE—Tm ML E(m) WD (m) HERESITRLER,

3. MFNFH—A ke K, 18RRIV R E,, T ARE Bkt 8 0 D
" EEATTH,

4. BEHkeK, REZRBEKEND,.

R (1) REMERREEIRIENET; EX (2) E4FN, SNESHNEIREELS
AIRER. BT (4), —TAFEN K EF T HENBEILE L FEFEWEMD, B
R (3) HEEHBRAIAFEH. HORERE ERD,, MUAF EWMABREENELR
R FIRER .

IERANIBE RSA REHWREREERN, RETAMBZRAFANETEY, EW

ISR ATIERA, RSA MEHE I ZJCHB Ek = (e, d.n) , MEBRPHN
E(m)=m{mod r),
HpmRmza, WARMNKB - IREH. REREN
D,{(m) = m*(mod n),
WMBHLER -KEm FRA, MBET L, BREAMD I ERALBET (BEXR (4)),
FHABEHHE (BXR (2)). iF ed = 1(mod ¢(n}) , ENIRENE, FAKEERR
(1), MBRMETE,, ZEKREWBET efn, MARNERNHE 4 (KM EiIFEEREF
a[fTHY, AMEE D WFERE, Bk, BR (3) (KM) ©EWAERM.

—B—AAPEREERY, 8—-1MAFSTET - EHHRET EMD,, MES
BWEBAF, MDARE, MREETELZNENNE, FLETWREARBAHETENR
IEFH-

FEXSFRIKH A, e HE — R RIATFNFE Sk TEWH (BERL -4
BAP) REMHAEEFEHEEOA, IS TN, FRARAEHNAMESE
MEAEX, M, ATHIHECTECENFMME TRAFE, FUXEFRETAE
ETRRER. Bk, $HEELEY (MRMHACKRAECXRGEL, HafbHEGFER
K EHEAH, BRELAES (B3F1.27).,

EAPIRES, R ABENE - KFESILRAEY, FLMIFAMERE X aH
B, MMBAEIEHNFEFERAERT., Bk, S FEINNEEAFTEELHRE. AR
B, @ TEFRNAE, JRMEXEAREIBER TN,

WAL B m FFEIEHE E.,(D, (m)) , Hp L EXWHMNEY, L, EMEAY
T, WLMPpEEA D MEWMBHE_ (m) , WALLTHAME, XBE E, (D, (m)) =
m, HTREHNARBITED, (m) , RUMBRNEFE —EX8 TEWEH. & TREAIR
B, Y AEEAERTXAER. Y8, XL BREXEHHEIGRERLRAEXL
., BFLL - RPN S RBER—RERINEEERTEY, BREXITHEEEFTREX
SR ME,

XA BT B B AR R A M E X TREFS AR E 8 HEhififritit.

P RSB B R RN — T A PER RN, & F(n) 5 — T
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BT EE, SXERRE () RBVASHTEN, MMRE WMy, HAKIBE y = Ax) B
—x AETE FERATH . MAERE (=) T~ (trapdoor) , XERHM T« H—4
EERTTTA AT AR S » = Ax) , BRAKBEHRITEAREBFSARGEL, WH, BRI
EVAMARBEXTHMTERETEEEATITA ., WRE BT IER XK B M E
WK, MAEMESERRER ToHAEBRY. 58— HARARAE CHBERIE-—F
A RN PR R, BB RREEN AT MERER AN, HIEWATE LR
i m s oughnt, WERRRA (O By = f(m) , LWHEEy BHY, BEHRDH
HAGx) BEIT, BrLAbRERE y = £i(m) , ATIHEEB m,

FERSAH, WTEEMn e, WBf(x)=2"(mod n) BRTHINBRE, BITHEEER
n BJEHE . T ElGamal () (7.4 1) b, B mEBEHNARS - EBREHRESRH, KA
IMEER—TEMK BRI, & McEliece il (16.10 ) W, BITESRFFE IR
HRERBRBEENGT ( “AUE) B-RRRFE.

6.8 3 il

. BXSBS9 KA n=11413 Ml e=7467 M RSA B EP B A, FHEHKSHE 11413 =
tor - 113 FR BB,

2. S pEI—NTAKEH, BREMTFEIMELK e, HFELTHE y = v (mod p) ENF
ER x, REEMERA—THE y" = x(mod p) KIREFTE 4 W2

3. A pRAR—AKEY, AWHELEEREm 8, Hbh1lsm<sp-1, XA
MshHFEER a S p -1 HXWERS, LW Ec=mn"(modp) HIE% c HMH, B
HH d=c"(modp) FBdEEAXMMA. DI EMITHE e, FTUMB AR aa, =1(mod
p-1)Ma,, RE5MitEe=d"(modp) HEX LMY, BT AHTERm, HBAE
FA 4, FHIEHXMEER.

4. Naive Nelson fi RSA X B T — 1 HEMME L c, TEEEE m HUR, AFEBE N,
ANTFIEIE R A eo B RMAULHE RS — 06X MEH, BECE, UBFAERELAES
R XA e, AT EMEFBEREEABRNA . BENFES A RE X 2°c(mod
n) , IERX T EXEHERERA m,

5. ATHRERNE, MHBEE AFEMMEHE R e,, e, MFREMATELY HBHHE
e, =m"(mod n) , RIFME ¢, BB e, =¢,"(mod n) MHFERXRMEMMNIFE m Z410, BE
R TAH G % o, A0S, X DIEBMFE L IR MEMBESET S HiLHER,

6. SpHl g BRARMKFEN, B n = pg. BRITEH xHE ged(x,pg) =1,

(a) By AT = 1{mod p) I x T 1{mod gq) .

(b) H (a) iF8H x¥* = 1(mod n) ,
(e) A (b) iFFAINIE ed = 1(mod—¢{n) ), 4 x™ = x(mod n) . (GXUEBA T 7E RSA

AL b (n) B d(n) THE.)
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7. ¥ e = 1 FMe = 2 REZFAME RSA v, RitA2

8. MFE—-TMNETHEHITHP, SN RSAEE Y a, Ma,, B, 2 %Tn,, NHE
E®Ma e, B RHXHER, REEBRMITMHRSR?

9. RIEEZEWR NS »n = 642401 | BERER

516107° = 7(mod n)
Fn
1877227 = 27 + 7(mod n}),
AXEEEAB T n.

10. B Em P 3CER R sl A A E ) RSA B8 n, HBRZMMAIAINEIEL e, 70 e, 2
HEMER . Chardes FIZRBFA m AT FBS, FUMNEFE m B8 e, = m™ fMc, =
m?(mod n) . WEIHIMRFXEBIRT c,Me,, MMWMMBE] m7?

1. RFEmAERTEXHEZE RSA FE., U BN FERHERMAERITS, HRE
e =1,b=2,...,2=26, RIGHRBMWBNHFEENFE., AN, WERBSEW cat, WitHE
3 (mod n),1"(mod n) M 20°(mod n) , REFEZMEBFEFLE LW, BEIHEAESE -,
PEEHAERREBHEL. M, Bikn=28881, =13, FERBMEFEWMT .

4461 794 2013 2015 3603,
A EE % 8881, HHRHBFERANE.

12. JEEH . iR «* = yz(mnd n) Hx #= +y(mod n} A4 gedi{x + y,n) BEn y—1TJEE
HEAF. '

13. & n = pg BRAF P AR EBAFRE,

(a) & mER o(n) WM, IEH: MR ged(a,n) = LF4A " = 1{med p) Fi(mod q) ,

(b) B min (a) PR, Lo BEFM (T ged(a,n) #1) . FEBH ™' = a(mod
p) FM(mod g) .

(c) % e #1 d RAEECH » B RSA AYIME MARIIEH . IEHAXM FIEMN a,¢” = a(mod n) ,
X FHIRATARL A T FH RSA FI5E ged(a,n) =1,

(d) HsR p f g LLEELK, Mt AW THREOLEEM a, ged(a,n) BTEEN 17

14. BiEn = per B3 MAREEHRB, — T RABNTEEIHERTERY? ¥
Blih, e M dHWRMTAXRY

EE: A3 ANERREF N EEM-PEG EM IR — 80K E45 85k 00 Ui B 8 Bk F
BAORBIETFHXAD, Hilb, MRFEHA3 AMER, I TS5HBEAETERBHEANEEE, »
B AD—ER]IMT ,

15. & p =7919,g9 = 17389 ,¢ = 66909025 i+ HiFFH " = 1(mod (p - 1)(g-1)) , X[
MRERBEBE Y 2 = pg . BB N MW RSAMEFE m = 12345, AN BFEREEL S,
FrLAdh B — W n e (XEEMT R GHISCHT THERINE) METH3. WEERRRR
TR AT RERTEN, IERFENERRIFMN.

16. BBRRIEEMHFH RSA (BB n=pg, MEIEE N ), BRERERERIER Bk
B m'™ = 1(mod n) PIEFE m.

(a) IEM: MB IR de = 1(mod 1000) , FEA JER—PEFEHBBHTXLEFARY
MW,
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(b) BREp Mg HWAAT 111000, HEAZPLERHE " =1(modn) , Hr—
PRATF 181000 BB, KTLBEHGH =" = 1(mod r) 5 1000 MEXTIEHE.

17. BIEMBHHOMBEAFESETHEISEAMNB, EMANZERARSEER = pg i
RSA H M, Hipp Mg BRHM, MEIENMEAHTHENNERR . S50
B—MERB m HWH—TRMIZEN m (mod n) BEX, Il ALRERERNED, B,
M THRITHBEAER, Vs B EESEHRE c=m (medp) Mle =m" + 1(mod ¢) 8L
clmod ) , FREHFULIA BRI p Alg? (HF EPLE 11 CT 08008 050 0] % 4 /Y

it o)
6.9 L #l &

HE: THRMEDHTEZHFEN FE A Maple Kernel # B9 MATLAB R LR KT .

1. Paut Revere W — PTERKE B T ¥ HIEPFOAEG, R (FEA) hREEIX
TR 3% one, IR R BRMHIZIE wo, ENMIIHMEEI X RSA B EH,
B LA 10 EfE B B n = 712446816787 Fl ¢ = 6551 fi§ RSA Jii® . Paul Revere W ] 55
ICR 273095689186, WA LR 47

2. E— 1 RSA G kM, BECEHE n = 718548065973745507, ¢ = 3449.d =
543546506135745129 , HEB A n,

3 BEMA 0NN BERp Me, BLE—-1TMEIEE e, HHAL cat,bat,hat,
encyclopedia  antidisestablishmentarianism BB — 1. HE®F UMy L& 3 MHEHX R
H—1TFEHRELG? RFFHIPETERREH I AEREELE?

4. Fp - 1 P48 618240007109027021

5. Fl p -1 1= B #4748 8834884587090814646372459890377418962766907 ( B EfifERn 1),

6. 4 n = 537069139875071 , {Ri%E 4

85975324443166° = 462436106261°(mod r),
BB, .
7. 4 n = 84047 - 65497 BB R 2 = yz(mod n) Hx #=xy(mod n) A x-F .
8 (a) RIREH
33335% = 670705093 ( mod 670726081 ) ,
B X 415 8 3 B M 53 48 670726081,

(b) BIRC M 3° = 670726078” (mod 670726081) , XK BE N 2 FEBKEK S
£ 6707260817

9. BixEH

277" = 1488665 (mod 3837523),
27" = 1 ( mod 3837523),
CERE R R (E B BB AR 38375237 HBEIEH 1916460 R I5% 958230 4%,
10. (a) RITHE RSABETMER p M ¢ BEGMER. EHEEIM 0 = pg?
(b) WX 10787770728 - n = 10993522499 fle = 113 JIFHY, %8 WEHFp Mg U



6 A

Whe-p =2, EBEXNMEA,
{e) THIREX - ZBIEHE 3 n WENER:
n = 152415787501905985701881832150835089037858868621211004433
e = 9007
e = 14107746176556950024119950561 7T854673388398574333341423525
nIRBEFp g BEEEMER. RBFXNER . (n FMEH naive, ¢ 78K cnaive, )

11. % p = 123456791 , g = 987654323 , ¢ = 127 , B8 M m = 14152019010605 .

(a) HH m (mod p) Mm (mod q) ; RLFAFEBREHEELEEETEI c = m (mod pg) ,

(b) B0 m (mod p) W—1 (F40, XARERhFLEHRIIEN), RELES
m'(mod ¢) ZHEER, BI 1 m (mod pg) MIAEHWMIE S, T8 ged(c - f,pg) . M4
Al LR W5 AR pe? () WPiHH m'(mod pe) MAERBERS| G, BRERGEHES pe BUE
WHERANEEEECHE., R, EWRE (b)) SR8, MR- M EHEBSIELE
— I HEE, ARA pg REEBHE M.

12. Bk p = 76543692179, ¢ = 343434343453 ¢ = 457, % X ¢ = m (mod pg) # &4, {B
BB P EAE T 18R WBRBE 0 H 2304329328016936947195 , 1 WA RE G5 58 & W 2
BB REERMY, BRE-NEXRT, KMEZLRWNFREED.

13. A e =2 i Miller-Rabin B ;3 7 38200901201 A E¥M, RiEH e« = 3 HW, &
5B HI WA K 38200901201 RIEERFE R, MWH KA AN ER S, 1§ 38200901201 X
FEiE i3 8 o B Miller-Rabin 3# /9 & B HR1EE o 9K ¥ (strong e - pseudoprime) .

4. (a) A3 RS, RRER, n, o, BEHRX, (52 ES 0N
e =3, MRAMENERREXRGHANPHNE T IHFEARBETE X, REERERXNE

B (A HEMG®)7

(b) R
n, = 2469247531693 ,n, = 11111502225583 | n, = 44444222221411,

1 B9 3 R
359335245251, 10436363975495 5135984059593 ,

XAAREH e = 3 MER, EMXMER. (8% FERMKEBEXARFN, HLal
')



7.1 BB YHE

IERSAHED, WNTEBTETHESBEANIIEER. B4EF T RE, A
EEE, EHBCMPA.

EFH BB p, HaMBHIEORWEp BY, £

£ = a (modp),
* ox B E)REER A B 3 8 S ( discrete logarithm problem) , IR 2 £ 2 0" = 1 (mod p)
M /NEEH, Biosx<a, D
x =L {B)
HHRZIE a XN BRIEBNE (EBEpiITAKFSHERE) .

¥ APEF, Bp =1l =2, AH2 =9mod 11) , FTL,(9) =6, %k, 2°=2" =2%
= 9(mod 11), FFLARNTIA D EEEE 6, 16, 26 REME(T— ERBEUAE, HETRMRE/DYIE
f{l, BMARRER 6. HE, TEAFATPRITESHBETHE XX 6 mod 10 A &2, AXEIE
MTF, ZENENSEILR, BEFE—&NH, BASRI—1THmMHIFRERE,

A, c WHEE p KIER, XERBE - BHR a(mod p) B—FTF. R a T RAE
R, ARaf AR g EE B BT .

BE—TENp, HAREEATRESRICHORER, WEkH 310,

BRI RAEREELTH-BIH 8, HHEFET, R« RE,ARREE, B4

LABB,)=L, (B +L(B){(mod p-1)
(W#:3 3),

4 p RADMEE, BEdFREREAESTREEEME. AW, 4p B, X#HIFTE
HMITAET. ERINSSE By E R #m e e, H2, ~BELTHIAVEH
ST¥CTRGERRME, WX IERSEILEME R AR

BEMEEESHTENBSATERKESHEE ARSI BYBERBEREILERHEN
(ENMNFS R TENXERENTERREANN:; YRS ERMEATES]
PRoe B, X REOT TS BN TAE B g a0 Bk AR oK) . 2001 4R,
AR ITTE O GMER, SRYNBH BEESHRENIDR. GREAKIENICR
EHE 155 fiF,



118 % A A i

S f(x) IRESITE, AW S(x) BERK 8 5 & M( one-way function) , HE, B
Aoy, RBMES () =y RN+, BOFEHRIFEBEN-—-TT, HH o (mod p)RE
%, Bt o =0 BEEBERMAEY, KERNREDEIANE (FTREMN) BB
RELITAEEREREE, BEBBRBRENRESRHRZIOER. 82, LRERETE
WA Ay R LA

7.2 HEBXEOITE

X -7, BIEABILA TR RSN TE. S5 —-mERnsE, BEARS
ik, BIE 8 4 WhHGHEIE.
RS, B o A p AFR, HAp-1 REM o = 1(mod p) RIMWB/PNERK .
EXREE:
a™ =a(modple>m, =m,(modp ~1),
xis
B=a"  0=x<p-1,
RAVE K x,
Bk, BESKBx(mod2) ., HE.
{(a" ") ="' = 1(mod p),
Bl e =z 1(mod p) (BT 3.4), AWM. p-1 WA NRFTE + 1| B/, FL
LA
a'?? = 1(mod p).,
HANMB = o (mod p) F s . WHENARER(p-1)72, 89,
ﬁ(p—l‘.l/Z = aaip—l)/Z = (_‘ l)x(mod p)
Wik, mEpr " =11, MaxEBYE; BN, » EFHE.
B BRERINMEIHHE 2°=9(moed 11) , AHX
BY " =9" = 1(mod 11),
il BEBE. FELE, IERIESHET «=6, [

7.2.1 Pohlig-Hellman B 33:

Pohlig #l Hellman 4% FIRB By /&, BB T YHp -1 AF MIEEE T HH BB B
Hik. R
p-1=Jlg¢
Rp-1 B HE, HeREPH—-TET, RITBHEL (B (mod ¢), NER—4 ¢
AREMF . AR AARYE R E R A E T, BN RS B O
2 »

T g b gt R0 s s g1,



¥THE HEAK 19

RATTHEHFEE 20, 7, .ox,_, BREHFTLIBE 2 med ¢ HHE,

x(P ; 1): xD(P;1)+ (p— 1) (x, +x,q + 2,9° + )

:xn(P;])+(p-l)n,

Heb, n B—18H. KAB=o" Tk, BAMABE (p-1)/q ., BH
ﬁ(p—lllfq = o P = axo(p—l}/q(ap—l)n = axg(.a—n/-;(mnd P}o
BE—1TRA&XERFLGTENFR: o '=1(ndp). HTK x,, HEH#HTFHEEEHE:
o " (mod p),k = 0,1,2,... ,g -1,
HACIThE - ESEBE" 